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Abstract  

This OMEGA deliverable presents a study of the EMC issues linked to PLC systems, in the context of a 
frequency bandwidth extension up to 100 MHz. The current status of EMC regulations for PLC is first recalled. 
An experimental study is then presented for the assessment of the effect of electromagnetic field radiation from 
an electrical network, in the 30 – 100 MHz band. Recommendations are given for the injected PSD levels to be 
used for future studies within the OMEGA project. From these results, the capacity of the PLC channel is 
evaluated in terms of outage probability. This analysis shows that an extended bandwidth up to 100 MHz 
provides capacities in excess of 1 Gbps, while satisfying the current emission limits. Finally, the concept of 
cognitive EMC is introduced for the mitigation of EMC issues. We experimentally demonstrate that the FM band 
can successfully be used for PLC transmission without creating harmful interference to radio services. 
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Executive Summary 
 

Within the OMEGA Project, WP3 is particularly dedicated to the definition and design of the next generation of 
Power Line Communication (PLC) systems, allowing an increase of the offered throughputs, up to 1 Gbps. For 
this purpose, it is proposed to extend the frequency band of operation, currently defined as 2-30 MHz, up to 100 
MHz. This OMEGA deliverable gives a thorough study of the Electro Magnetic Compatibility (EMC) issues 
associated with this bandwidth extension, and a particular focus is dedicated to the radiation problem that may 
occur in the [30-100] MHz band. 

First, the current status of EMC regulations for PLC is recalled. A draft amendment of the CISPR 22 standard is 
currently under development for the assessment of PLC systems. Specific features are currently investigated to 
increase the protection of existing services against unintentional emissions: dynamic notching and transmit 
power management. 

The effect of electromagnetic field radiation from an electrical network is then experimentally investigated. 
Several measurements were conducted, in an anechoic chamber and in an ideal open environment, by injecting 
different levels of Power Spectral Density (PSD) on different types of electrical cables. The network topology 
plays an important role on the measured radiated power, leading to different frequency peaks according to the 
network resonance frequency. We observed that an injection power of of -80 dBm/Hz leads to an acceptable 
fulfilment of the CISPR radiation limit above 30 MHz, even if the limit can be slightly exceeded for a small 
range of frequencies. 

The definition of an adequate transmitted power level for PLC systems above 30 MHz is still debated within the 
EMC community, and this report discusses some of the main issues. From this discussion and according to our 
experimental observations, future OMEGA studies will use an injected power of -50 dBm/Hz below 30 MHz, 
and -80 dBm/Hz over the frequency band 30 – 100 MHz. This value will be refined, depending on the evolution 
of the EMC regulation for PLC. 

We used the proposed power levels to conduct a statistical analysis of the PLC channel capacity in terms of 
outage probability. The report demonstrates that a capacity in excess of 1 Gbps can be reached for most of the 
channel classes defined within the OMEGA project, with an overall outage probability around 33%. Hence, the 
bandwidth for PLC operation can be successfully enlarged to provide capacities in excess of 1 Gbps, while 
satisfying the emission limits currently defined by regulation bodies. 

Finally, this report investigated countermeasures for the mitigation of EMC issues. For this purpose, the concept 
of cognitive EMC is introduced, as an extension of cognitive radio to the field of wired communications and the 
management of electromagnetic interactions. Cognitive EMC techniques can be applied for instance to avoid 
interference by using dynamic notching techniques, or for the mitigation of impulsive noise. Through an 
experimental study, we demonstrate that the FM band can be used without creating harmful interference to 
existing radio services. Using smart notching in conjunction with cooperative detection mechanisms, this 
technique allows an additional throughput between 30 Mbps (median case) and 120 Mbps (best case) within the 
FM band. 
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1 Introduction 

A good understanding of emissions and immunity in OMEGA systems is of great importance for the 
optimization of the system, and for EMC standardization to be based on objective of OMEGA network. One of 
the key goals of Work Package (WP) 3 of the OMEGA Project is to study and design the next generation of 
Power Line Communication (PLC) systems, allowing an increase of the offered throughputs, up to 1 Gbps. To 
reach this goal, an increase of frequency band of operation is necessary, extending the 2-30 MHz band currently 
used by deployed products. Different studies were thus held within WP3 of the OMEGA project for the 
characterization and modelling of the PLC transmission channel, up to 100 MHz [1]. The Electro Magnetic 
Compatibility (EMC) issues associated with the deployment of PLC systems, however, are not trivial. Above 30 
MHz, regulation bodies consider the level of radiated emissions, and this aspect should be looked at carefully 
when extending the PLC operating frequency band. 
 
For the future deployment of OMEGA networks (PLC, radio and HWO), the cumulative effects of far field 
radiation are also of great importance. The existing background noise level should not be enhanced by extensive 
use of OMEGA devices, for example PLC modems, especially concerning sensitive short wave radio services 
like amateur radio or various wireless security services operating within the frequency range from 1 to 30 MHz. 
The EMC issues regarding amateur radio are discussed on various platforms e.g. CIGRE, EBU, ETSI, ICAO, 
EURELECTRIC, ITU-R, ITU-T, UITP, etc. The ITU-R requires “all practicable steps” to be taken to prevent 
“harmful interference” to radio services – which include broadcasting. Therefore, notching or dynamic notching 
has been proposed as a solution. However, the idea requires further work to bring it to fruition.  However, the EC 
directive [2] is confirming that PLC networks and PLT will become a competitive technology solution for the 
future networks.  
 
In this context, this OMEGA deliverable provides an EMC analysis of the use of PLC systems up to 100 MHz. 
In particular, the deliverable gives the current state of art regarding EMC regulation standards, and provides an 
experimental study of the electromagnetic fields radiated by an electrical network. 

Section 2 gives the status of the current EMC regulations for PLC, focusing on the work done within the 
organization CISPR, and recalling the regulation defined in the US by the Federal Communications Commission 
(FCC). In Section 3, a complete experimental study is provided, where the radiated emission is observed for 
different injected power levels and different electrical network topologies. From these observations, 
recommendations are made regarding the injected Power Spectral Density (PSD) for future OMEGA studies. A 
study of the PLC channel capacity is given in terms of outage probability, taking into consideration the proposed 
injection levels, and realistic Channel Transfer Function (CTF) and stationary noise realizations. 

Finally, in Section 4, we investigate countermeasures for the mitigation of EMC issues. In particular, the concept 
of cognitive EMC is introduced, as an extension of cognitive radio to the field of wired communications and the 
management of electromagnetic interactions. An experimental study is conducted to demonstrate the usability of 
the FM band using smart notching and cooperative detection mechanisms. 
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2 Status of the current EMC regulations for PLC 

This section is an addition and update of the status of EMC regulations for PLC that was initially described in 
the OMEGA deliverable D3.1 [3]. All relevant standardization and regulations worldwide are important for the 
future deployment of OMEGA networks. In particular, the situation at CISPR evolved with different proposals 
for an amendment of CISPR 22 for PLT systems, as described in the next section. 

2.1 EMC issues and regulation activities  

2.1.1 EMC issues  

Electromagnetic compatibility refers to emissions and immunity  of different systems that use the same 
frequency band. For any piece of equipment to be widely deployed, it is necessary to ensure that the emissions 
produced by it do not significantly disturb other services and systems using the same frequency band, and that it 
can function properly in the presence of a given measure of electromagnetic pollution. The levels of immunity 
and emissions are regulated by EMC standards. The following diagram shows emission and 
immunity/susceptibility that can be conducted or radiated.   
 

 
Figure 1: The EMC partition on EMI and EMS conducted and radiated emission [4]. 

  
Immunity  issues in PLC systems have not received much attention, since it was more important to solve PLC 
disturbance produced. In the future it will be also important when PLC networks will be operating across the 
Europe, and other countries in the world. The mechanism through which radiation from non-PLC 
communications systems can disturb PLC can be divided into three phases as follows: 
 

·  The disturbing system radiates 
·  The radiation couples onto distribution lines or home electrical cabling in the form of a common mode 

current. 
·  Part of the common mode current converts into a differential mode current due to the asymmetry of the 

power line cabling. The differential mode current contributes to the noise and affects the capacity. 
 
The term “conducted emissions” refers to the signals injected by an apparatus out of its mains and 
telecommunication ports. Conducted emissions are, in general, composed of common mode currents, and 
differential mode currents. 
 
The standards dealing with the “conducted immunity”  testing of electronic and electrical equipment to 
electromagnetic disturbances coming from RF transmitters in the frequency range of 9 KHz to 80 MHz are IEC 
(EN) 61000-4-6 and CISPR 16-1. EN 61000-4-6 is the EMC basis test method for RF conducted immunity as 
per the last edition of the harmonized product standards or generic immunity tests. Conducted RF immunity tests 
imply injecting RF in each of the cables out of the EUT (Equipment Under Test). The goal of the test is to 
simulate the proximity of the EUT and its associated cables connected to the transmitter to devices working at 
low frequencies. These frequencies are difficult to test using radiated RF immunity techniques. It is indeed often 
difficult to generate uniform fields at frequencies lower than 80 MHz, so the test of conducted immunity is a 
reasonable alternative to radiated immunity at these frequencies. The tests of conducted immunity are also much 
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cheaper than those of radiated immunity. Equipment that does not have even a conductor cable (such as power 
supply, signal transmission lines or ground connections) which may couple the equipment with the high 
frequency disturbing fields is excluded. This standard does not deal with the specification of the tests to be 
performed on particular equipment or systems. Its main goal is to give a general basic reference for all IEC 
product committees implied. Product committees and equipment manufacturers are responsible for an 
appropriate selection of the tests and severity levels to be applied to the equipment. 
 
Alternative test methods should follow as closely as possible the methodology described in EN 61000-4-6 to test 
product conformity. For small devices EN 61000-4-6 considers the use of conducted tests in the range 150 KHz 
to 230 MHz acceptable, but for bigger devices the range is 150 KHz to 80 MHz. Small devices with short cables 
may not need to be tested at such low frequencies as 150 KHz. A limitation of EN 61000-4-6 is that it injects RF 
in the common mode only and does not test the differential RF mode, though these disturbances may exist in the 
power supply network and other cables. Another limitation of this standard is that, in practice, the sources of the 
interference affect all cables simultaneously, while the standard specifies that one cable at a time should be 
tested. When all cables are interfered simultaneously, inter-modulation effects could appear that are impossible 
to test in a single frequency test. This limitation appears in all standards related to conducted immunity. 
 
PLC systems can produce non-negligible emissions in the environment already used by different services 
(amateur radio, broadcasting services, etc.). Depending on the level of the radiated PLC signals, these may 
interfere with the reception of radio signals in nearby receivers. The common mode currents in PLC networks 
have three different sources: 
 

·  The asymmetries in the modems themselves that inject a common mode signal directly. 
·  The asymmetries along the network due either to the tortuosity of each of the conductors along the 

network or to abrupt punctual discontinuities that effectively convert part of the differential mode 
signals into the common mode. 

·  The coupling of external electromagnetic fields from intentional or unintentional radiators. 
 
One of the most important potential EMC problems in PLC networks is the emission from the poorly 
symmetrical cables in low voltage (LV) and medium voltage (MV) networks. This includes radiated as well as 
conducted emissions. 

2.1.2 The current status and views on EMC issues 

Two ETSI Technical Reports (TRs) were published in 2008 following the Plugtest™ event held in 2007 on the 
co-existence of PLT and short wave radio broadcasts. This event confirmed frequency notching as an effective 
mitigation technique to permit co-existence between PLT and short wave broadcast systems. One TR reports the 
results of these trials; the other provides test cases for a future anticipated event to examine co-existence between 
different PLT systems. However, ETSI TS 102 578 v1.1.19 well defines emissions and mitigation strategies with 
smart notching as well as measurement methods. In addition the specification for access and indoor systems, 
ETSI TS 102 447 v1.1.1, is addressing the relevant issues for programmable PSD mask.  
 
In February and March 2009, WP 1A and WP 1B meetings were held in conjunction with meetings of the WP 
1B Reporter Group on WRC-11. One of the important issues discussed in this meeting was the impact of PLT 
systems on radio communication systems operating in the LF, MF, HF, and VHF bands below 80 MHz. The 
interference is mainly produced from the radiated signal power of electric and electronic facilities including their 
networks. 
 
ARRL (US) concerned by EMC issues and their influence on amateur radio performed tests and reports with 
emphasis on standardization of BPL, and redefining the EMC limits for BPL. Tests conducted by ARRL (during 
2004~2007) showed that meeting the FCC emission limits is not enough to protect against BPL harmful 
interference. 
 
RSGB (Great Britain) asked the British government to adopt the German NB30 limits to control interference 
from PLT systems.  
 
To manage the risk of unwanted emissions or interference by PLC equipment to radio-based services, the 
Australian Communications and Media Authority (the ACMA) has recognised European and international 
standards to cover this type of equipment under its electromagnetic compatibility (EMC) regulatory 
arrangements. 
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The current world effort to agree on a common regulation for EMC issues and influence to amateur radio is 
enhanced by the OMEGA strategy in WP3 to contribute with new and innovative solutions for performance 
improvement in PLC transmission systems and networks.  
 
Presently, there is no harmonised European standard on unintentionally radiated emission limits applicable for 
compliance testing of PLC networks at frequencies below 30 MHz. There are not also harmonized standard 
based on unintentional conducted emissions. Regulatory authorities of Germany and the United Kingdom have 
set forth radiated emission limits (NB 30 and MPT 1570) based on magnetic field strength at a defined distance 
from wires or equipment of a telecom network. So far, these national regulations have not been legally enforced 
due to a number of technical problems. Different limits in terms of the electric field have been proposed by 
different countries and some limits, such as the NB30, are used as a guideline in case of conflict by the 
regulatory authorities of these countries as in the following figure. 

 
Figure 2:  Electric field limits proposed by different regulation bodies for PLC emission [5]. 

 

2.2 Standardization and regulation activities for EMC  

2.2.1 IEEE 

The IEEE P1775 will be a Standard for Powerline Communication Equipment - Electromagnetic Compatibility 
(EMC) Requirements - Testing and Measurement Methods [6].   

A BPL Study Group (SG) was formed at the IEEE Headquarters on 20 July 2004 that created a WG to develop 
an EMC standard P1775. Its Project Authorization Request covers two major areas: EMC Criteria (rules for 
judging if compatibility is achieved) and T&M procedures (immunity test methods/levels and emissions test 
methods). The draft standard P1775 is currently going through a revision process and it is expected to be sent 
back to the panel of 12 voting members [7].  In August 2009, P1775 reached an 83% approval at the latest ballot. 
Now we are in the comment resolution period. A total of 213 comments were submitted and it is the task of TG4 
to respond to the comments. 

 

2.2.2 CISPR 

The CISPR (Comité International Spécial des Perturbations Radioélectriques) is responsible for the elaboration 
and maintenance of several international EMC standards (emission and immunity) for large families of electric 
or electronic products which primary purpose is the protection of radio services in the frequency range 9 kHz to 
400 GHz. Example standards are the European Standard EN 55022 [8], or the product standard CISPR 22. The 
CISPR is divided in several sub-committees among which the sub-committee "CISPR/I" is in charge of the 
development of measurement methods and establishment of emission limits for Information Technology 
Equipment (ITE).  
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Different measurement methods, measuring equipment and relevant limits are applicable depending on the 
access port and the frequency band being considered when testing a particular product. The ITE family product 
includes PLT systems for which the EMC requirements of the CISPR 22 standard apply. 
 
The measurement procedure using an Artificial Mains Network (AMN) for compliance testing of PLT-modems 
with respect to the limits of Tables 1 and 2 given in CISPR 22 is not appropriate due to significant issues as 
explained hereafter. 
 
PLT systems being telecommunication devices using the "mains network" as a physical support to transmit data, 
both the measurement methods and the emission limits for "Mains ports" and/or "Telecom ports" may be 
considered. Taking into account these particularities the decision was made by CISPR to establish a project team 
(CISPR/I _ PLT-PT) whose task is to prepare an amendment to CISPR 22 standard for the assessment of PLT 
systems. The goal for the development of a compliance testing method for PLT-modems is that this test gives the 
same protection level to radio services as current CISPR 22.  
 

Present situation:   
 
Regarding the progress of the work, after two unsuccessful attempts to produce an amendment for PLT systems 
(specifying the criteria of tests in particular), a new project is again under discussion.  

This amendment should define the measurement principles and the related limit values which allow appropriate 
operation of PLT systems and provide at the same time sufficient protection to sensible radio services by 
notching and/or other means, such as power management. The requirement to use such techniques to protect the 
broadcast services is considered a good way forward to reach a compromise. Hopefully, this work will allow 
publishing a new harmonized EMC standard that will be available for the CE marking of PLT equipment in a 
perennial way. 

 
This new draft amendment takes two approaches: 

- Type 1 PLT device is a category of PLT device that require the implementation of additional protection 
measures to reduce the probability of interference such as "Notching" and "Power management" 
described below. 

- Type 2 PLT device is a category of all other PLT modems. 
 
Permanent Notching: For certain parts of the radio spectrum (e.g. radio amateur bands, CB bands, selected safety 
services) permanent notches are applied which ensure that the expected emissions in these bands are well below 
the CISPR 22 limits. 
 
Dynamic Notching: To protect the broadcast reception, a system called dynamic notching is proposed. In this 
case the PLT device detects the presence of broadcast signals which are strong enough to allow useful reception 
and protects them by means of notching. As for permanent notching, this will ensure that emissions of the PLT 
device are well below the limits in CISPR 22 and that shortwave broadcast reception even with in-door antennas 
is possible. 
 
Transmit power management: The PLT system will be set up to detect the transmission losses and set the 
transmit power to the minimum level required to achieve data transfer at the required speed (present day PLT 
devices in general do not make use of transmit power management). 
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Figure 3: Illustration of dynamic notching and power management concepts 
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The Type 2 device approach transfers the CISPR 22 assessment of the disturbance potential of the 
telecommunication port to the case of a PLT port, using an ISN (Impedance Stabilization Network) to measure 
the common mode signal. 
 

Proposed limits are as follows: 

 
Frequency range Limits  

dB(mV) 

MHz Quasi-peak Average 

1,705 to 5 56 46 

5 to 30 60 50 

Table 1: Limits of conducted common mode (asymmetric mode) disturbance at PLT ports in the 
frequency range 1,705 MHz to 30 MHz with the communication function active for Class B In-Home Type 

1 PLT Device 

 
 
 

Voltage limits 
(dBµV) 

Current limits 
(dBµA) Frequency range 

(MHz) 
Quasi-peak Average Quasi-peak Average 

1,705 to 30 58 48 30 20 

Table 2: Limits of conducted common mode (asymmetric mode) disturbance at PLT ports in the 
frequency range 1,705 MHz to 30 MHz with the communication function active for Class B In-Home Type 

2 PLT device 

 

The radiated limits and measurement method in the frequency range above 30 MHz are those from CISPR 22. 

 

Frequency range  
MHz 

Quasi-peak limits  
dB(mV/m) 

30 to 230 30 

230 to 1 000 37 

Table 3: Limits for radiated disturbance of class B ITE at a measuring distance of 10 m 

  

2.2.3 FCC Part 15 

The Federal Code of Regulation FCC Part 15 [9] is a common testing standard for most electronic equipment. 
FCC Part 15 covers the regulations under which an intentional, unintentional, or incidental radiator can be 
operated without an individual license. FCC Part 15 covers as well the technical specifications, administrative 
requirements and other conditions relating to the marketing of FCC Part 15 devices. Depending on the type of 
the equipment, verification, declaration of conformity, or certification is the process for FCC Part 15 compliance 
[10]. 

FCC Part 15 applies to In-home PLC. Present FCC rules say that carrier-current systems --this includes PLC-- 
need to meet the general radiated emission limits for unlicensed "intentional emitters." An intentional emitter is 
one that transmits a radio signal as a part of its normal operation. At HF, PLC systems are permitted a radiated 
field strength of 30 µV/meter measured at 30 meters from the signal source. At VHF, they are permitted radiated 
emissions of 100 µV/meter measured at 3 meters from the signal source. In most cases, the source will be the 
electrical wiring within a building or the electric-utility lines that pass close to residences and businesses in the 
US [11]. 
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3 Characterization of the PLC electromagnetic emission 

3.1 Context of the study and experimental setup 

From the EMC point of view, PLC systems are required to comply with the standard EN 55022 class B, since 
these products will be deployed in the customer premises, in a residential environment. As a consequence, 
applicable EMC tests are conducted disturbance between 150 kHz and 30 MHz, and the radiated disturbance 
between 30 MHz and 1 GHz. 

 

In this study, we observed the electrical field radiated by an electrical network at 3 m from the electrical wires. 
Note that the network under study was isolated from the mains network. As a function of the injected PSD, a 
direct measurement of the electrical field is taken, using a bi-conical antenna situated at a height of 1 m, and at a 
distance of 3 m from the centre of the electrical wire. The total length of the electrical wire is 15 m (see Figure 
4). The experiment took place above a copper ground plane. A coaxial cable conveys the inducted signals toward 
the selective received. 

 

Figure 4: Experimental setup for the measurement of the radiated field for a 15 m cable. 

 

In order to validate the selected measurement protocol, measurements were first taken in an anechoic chamber. 
In a second step, measurements were taken in a wide site, equivalent to free space conditions. During the 
experiment, we used two different electrical cables, with two different lengths, with a setup representative of a 
realistic residential environment. One of the cable extremities is connected to a 50 Ohm load. A computer-driven 
generator allowed injecting signals at one end of the cable using different power levels, in the 30-100 MHz band, 
using a passive coupler. Note that the measurements are done on a passive network, which is disconnected from 
the mains network. The injection of differential mode signal is thus realized using a simple wideband 
transformer, as depicted in Figure 5. 
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Figure 5: Wideband coupler. 
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It should be noted that the reference standard (EN 55022) defines the limits to take into account in a quasi-peak 
detection mode. For the sake of measurement rapidity, and in accordance with the EN 55022 measurement 
recommendations, all measurements are first realized in a peak detection mode, and the conversion to quasi-peak 
detection mode is done by post-processing. In the case of a narrowband signal, the difference between these two 
detection modes is negligible. 

In our experiment, the generator injects a narrowband signal, and the observation over the full frequency band is 
performed by sweeping the narrowband signal over the desired frequency range. The analyzer is thus also 
collecting a narrowband signal from the receive antenna. In this case, there is no difference between a 
measurement performed in peak, quasi-peak or mean mode. In practice, PLC systems will use wideband signals. 
Hence the result curves can be read equivalently in any of the three following manners: 

- a wideband signal injected with a PSD of X dBm/Hz quasi-peak will lead to the corresponding 
observed radiated field measured in dBµV/m in quasi-peak mode 

- a wideband signal injected with a PSD of X dBm/Hz peak will lead to the corresponding observed 
radiated field measured in dBµV/m in peak 

- a wideband signal injected with a PSD of X dBm/Hz on average will lead to the corresponding 
observed radiated field measured in dBµV/m in average mode 

 

3.2 Measurements in an anechoic chamber 

3.2.1 Experimental setup 

Electrical lines are situated at 15 cm or 1 m from the floor in a shielded anechoic chamber, hence isolating the 
experiment from external disturbance. The pictures and schematics of Figure 6 and Figure 7 present the 
geometrical configuration of the measurement setup within the anechoic chamber. The termination load of the 
electrical line is 50 Ohm. For the first cable type, noted Cable A, the transversal positioning of the three wires is 
almost uniform, as the three wires are moulded in the cable. For the second cable type, noted Cable B, the 
transversal positioning of the wires is random. 

 

  

Cable
B

Cable
A

Cable
B

Cable
A

 

 (a) (b) 

Figure 6: Anechoic chamber setup (a) and different types of cables (b). 
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Figure 7: Experimental setup for the measurement of the radiated field in an anechoic chamber for a 4 m cable. 

 

To evaluate the output power of the modems, on can use the following equation:  

(1)  ( ) PSDRP bwout +×= log10  
where Pout is the output power in dBm, PSD is the observed power spectral density in dBm/Hz, and Rbw is the 
width of the analysis filter in Hz. In principle, the standardized filter width is 120 kHz for measurements above 
30 MHz. 

 

3.2.2 Measurement results 

This experiment allows to analyse the influence of the type of cable (noted cable A and cable B, see Section 
3.2.1) on the electromagnetic radiation, as a function of the cable length. Note that the Protective Earth (PE) wire 
is connected at the metallic ground at the injection point, and that the power was injected using varying levels. 
At first, a reference measurement was taken, without injecting any signal at the feed port, in order to get an idea 
of the ambient noise. This measurement is labelled as "Reference Level" in the following figures. 
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Figure 8: Comparison of the EV field using cable B, with PE wire connected to the ground, at 1 m height. 
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Figure 9: Comparison of the EV field using cable A, with PE wire connected to the ground, at 1 m height. 

 

Results presented in Figure 8 and Figure 9 show that the amplitude level of the measured field is higher when 
using cable B as compared to using cable A. 
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Figure 10: Comparison of the EV field as a function of the cable length using cable A, with PE wire connected to 
the ground. 

 

Results presented in Figure 10 show that there is very low divergence between the different cable lengths 
regarding the level of the radiated power. However, one can note that the cable length plays an important role on 
the resonance frequency. 
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3.3 Measurements in an ideal environment 

This series of measurements was realized in a site similar to site in free space. We collected the measurements 
results regarding the electrical field as a function of the different types of cables and of the studies emission 
configurations. 

 

3.3.1 Configuration 1: experimental setup and measurement results 

The following figures represent the configuration 1 for field measurement, and the experimental setup. One can 
observe that cable B is placed at a height of 15 cm above the ground plane. 
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Figure 11: Configuration 1: experimental setup. 

 

 

Figure 12: Setup picture taken from plug P2. 

 

Figure 13 represents the comparison of different measurement results as a function of the injected power as well 
as the reference measurement. The reference measurement corresponds to a measurement taken without any 
power injection, and accounts for the local disturbance emitted by external sources and collected by the receiving 
antenna. On the same figure, we reported the limits given by the EN55022 class B standard, for the residential 
environment. 
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Figure 13: Evolution of the EV  field as a function of the injected power. 

 

One can observe from this figure that the class B standard is respected for an injected power of – 80 dBm/Hz 
(except for a small range of frequencies around 66 MHz and 81 MHz in this particular observation). With a 
injected PSD of – 75 dBm/Hz, the level of the radiated power is in the range of 10 dB with respect to the class B 
EN 55022 standard. One can also notice a large number of radio signals between 87 MHz and 100 MHz (due to 
the FM band within 87 MHz – 107 MHz), as well as some external emissions between 70 MHz and 80 MHz. 

 

3.3.2 Configuration 2: experimental setup and measurement results 

Figure 14 below represents the configuration 2 for field measurement, and the experimental setup. One can 
observe that cable B and cable A are placed at a height of 1 m above the ground plane. 
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Figure 14: Configuration 2: experimental setup. 

 



ICT-213311, OMEGA                                                                                                                                                               16 April 2010 

D3.3 – Report on Electro Magnetic Compatibility of Power Line Communications Page 21 (44) 

30 40 50 60 70 80 90
Frequency (MHz)

20

30

40

50

60

70

E-Field (Vertical)

E
 d

B
µV

/m

- 80 dBm/Hz
- 75 dBm/Hz
Limit Class B

 

Figure 15: Evolution of the EV field as a function of the injected power for cable B. 
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Figure 16: Evolution of the EV field as a function of the injected power for cable A of length 15 m. 

 

Figure 15 and Figure 16 represent the comparison of the radiated electrical field in configuration 2 as a function 
of the injected power. On the same figure, we reported the limits given by the EN55022 class B standard, for the 
residential environment. One can notice that the limit of the class B EN 55022 standard is respected when a PSD 
of – 80 dBm/Hz is injected, except for some frequencies, which can be due to ambient noise or measurement 
uncertainty. 
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3.3.3 Configuration 3: experimental setup and measurement results 

Figure 17 below represents the configuration 3 for field measurement, and the experimental setup. Cable B is 
situated at 15 cm above the ground plane in the first section of the cable, and is then positioned vertically up to a 
height of 2.50 m, followed by a horizontal section a 2.50 m above the ground plane. 

 

P1

9.5m 50 ohm
s

P4

P2

P3

3.5m

5m

Bi-conical antenna

l =3m

L=10m

Electrical cable

H = 15cm

P1

9.5m 50 ohm
s

P4P4

P2

P3

3.5m

5m

Bi-conical antenna

l =3m

L=10m

Electrical cable

H = 15cm

 

Figure 17: Configuration 3: experimental setup. 
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Figure 18: Evolution of the EV field as a function of the injected power. 

 

Again, the presence of external radio electric noise is observed above 70 MHz, and especially the FM band 
between 87 MHz and 100 MHz. 



ICT-213311, OMEGA                                                                                                                                                               16 April 2010 

D3.3 – Report on Electro Magnetic Compatibility of Power Line Communications Page 23 (44) 

 

3.4 Evaluation of the transmitted power in the 0-100 MHz band 

The experimental study presented above gives an idea of the radiated emission observed from a particular 
electrical network setup, with different levels of injected PSD. Before drawing conclusions on the transmitted 
power levels that are practical and realistic for an extension of the operating frequency for PLC systems, 
different points should be taken under consideration. 

First, there is currently no regulation standard specifically addressing the problem of transmitted power radiated 
in PLC transmission. Although a Project Team has been set up within CISPR/I in order to prepare an amendment 
to CISPR 22, the CISPR 22 regulation text in force addresses ITE in general. The described measurement 
process includes the device under test with its peripherals and connecting cables, but the equipment is connected 
to an AMN. This device is an artificial electrical network, providing the mains power and a given connection 
impedance, but without physical electrical wires. Hence, the power lines are not included in the current 
measurement setup. Whether or not a given topology of electrical network should be included in the radiation 
measurement setup has not been decided yet by regulation bodies. 

This question raises several issues. As is demonstrated in Figure 10, for instance, a simple electrical cable will 
provide different resonance frequencies depending on the length of the cable. A more complex network topology 
will obviously generate a higher disparity in the possible measurement results. The line terminations, with 
different types of loads depending on the connected devices, may also influence the observed results. 

Finally, it should be noted that the current CISPR 22 text, intended for the certification of ITE devices, 
recommends performing a series of test measurements, with a number of measurements generally comprised 
between 5 and 12. The recorded levels among all measurements are averaged, and a margin is applied with 
respect to the actual EMC limit, in order to account for statistical fluctuations. The experimental observations 
show that the radiated power presents some peaks with respect to the average level, the frequency of these peaks 
depending on the particular network topology (see for instance Figure 13 and Figure 15). If an averaging should 
be applied between measurements over different electrical network topologies, this would necessarily impact the 
level of injected power that should be considered as acceptable. As an example, Figure 19 represent the average 
between the 6 measurements performed with different topologies and cable types, corresponding to Figures 8, 9, 
13, 15, 16, 18. The average is performed over measurements expressed in dBµV/m, as specified in the CISPR 22 
text. One can observe that for an injected power of -80 dBm/Hz, the observed average level allows for a given 
margin before the limit of 40 dBµV/m is reached, which can account for statistical fluctuations. This is not the 
case when the injected power is -75 dBm/Hz. 
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Figure 19: Average EV field for 6 measurements performed with different topologies and cable types, as a 
function of the injected power. 
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With all these comments in mind, and according to the observed experimental results, we will consider in the 
OMEGA project that an injected power of -80 dBm/Hz over the frequency band 30 MHz-100 MHz is an 
acceptable value. For all performed measurements, this level of injected power lead to a few peaks only above 
the CISPR radiation limit, with less than 5 dB overlapping for most cases, and with a high correlation with the 
actual network topology. The proposed value will need to be refined, depending on possible further results, and 
on the evolution of the EMC regulation for PLC. 

For frequencies below 30 MHz, the OMEGA project will use an injected power of -50 dBm/Hz, as already used 
by deployed PLC products. Finally, the proposed injection power for future studies within the OMEGA project 
are recalled in Table 4. 

 

Frequency range (MHz) Injected power (dBm/Hz) 

1.705 - 30 -50 

30-100 -80 

Table 4: Proposed injection power limits for future studies within the OMEGA project 

 

3.5 Channel capacity under transmitted power limitations 

Channel capacities are evaluated in terms of outage probabilities. Figure 20 to Figure 22 give examples of outage 
probabilities of channel class 2, 5 and 9, as described in deliverable D3.2 [1]. To evaluate the outage capacities 
the PSD noise is obtained with the noise model described in deliverable D3.2 [1]. This noise model takes into 
account the background noise floor level, the strong radio interference carriers within short-wave radio 
frequency bands, a frequency-dependent radio background noise and randomly distributed interference carriers. 

Each outage probability curve is obtained using 1000 random draws for a couple of CTF realization and 
stationary noise realization according to the models described above. 

For each figure, 3 transmitted power masks are used: 

·  case A: -50 dBm/Hz in the 1-100 MHz bandwidth plus notches in the 1-30 MHz bandwidth with a level 
of -80 dBm/Hz, 

·  case B: case A with a lower PSD of -80 dBm/Hz in the 30-100 MHz bandwidth, 

·  case C: case B without transmission within FM bands (87.5-100 MHz). 

As it is shown in Figure 20 for channel class 2, the gigabit is never reached with the more tricky power mask. On 
the opposite side, 1 Gbps is all the time exceeded with channel class 9 and 2 Gbps is reachable with 94% of 
outage probability.  

The FM band has low influence for class 2 (curve C versus curve B) whereas it is not the case for class 5 and 9. 
So, the better the channel (i.e. the number of the channel class) the more important is the FM bandwidth 
influence. 

 

Figure 23 shows the outage probabilities of channel classes 1 to 9 taking into account the repartition of the 
channel classes given in deliverable D3.2, table 32, page 102. To plot the curves, transmitted power masks in 
cases A, B and C are also considered. The gigabit is possible in case C with an outage probability around 33%. 
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Figure 20: Outage probability of channel class 2. 

 

 

Figure 21: Outage probability of channel class 5. 
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Figure 22: Outage probability of channel class 9. 

 

Figure 23: Outage probability of channel classes 1 to 9. 
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4 Countermeasures for the mitigation of EMC issues 

4.1 Introduction to cognitive EMC 

The PLC technology is a promising candidate for the development of very high data rate networks in the 
residential environment. With a suitable extension of the currently used frequency band plan, capacities in excess 
of 1 Gbps can be achieved in the vast majority of investigated scenarios. However, as explained in the previous 
sections of this report, the use of conventional electrical wires, raises EMC issues. 

In general, the EMC studies and standards aim at guaranteeing a correct functioning of systems and equipments 
in the presence of electromagnetic disturbances (immunity issue). They also aim at assuring that the deployment 
of high bit-rate transmission systems don’t produce jamming of neighbouring systems, such as radio receivers 
and more particularly amateur radio (emission issue). 

New real time and multimedia services necessitating increasingly data rates, press transmission system designers 
to raise their transmitted powers. In term of EMC, this results in more electromagnetic radiations emitted from 
the physical transmission support. Regarding the electromagnetic immunity of the PLC systems, electromagnetic 
noises have significant impact on the quality of service (QoS) delivered by these technologies. 

The impulsive noise is a particularly disturbing source of data loss. It especially degrades the video services 
QoS, and more generally that of real-time services (VoIP…). This noise is often generated by electric devices 
and equipments located in the domestic environment. It is then conveyed by electric cables and coupled on 
telephone copper pairs. Impulsive noises have short durations and high amplitudes.  

At present, the robustness increase of the high bit rate transmission systems against impulsive noises is a 
discussion subject on several standardization bodies (such as [12], [13], [14] for xDSL and [15] for PLC), from 
which many solutions are issued. The electromagnetic emission issue is also atopic of intense debates. Discussed 
parameters are usually the maximum transmitted power and the PSD mask. 

The wired cognitive EMC concept proposes to sensibly complement the classic protection and emission limiting 
techniques by using new methods inspired from cognitive radio technology [16]. Rather than utilizing static error 
correction and emission-limiting techniques, modems would then be allowed to perceive their electromagnetic 
environment, analyze it and take the adequate corrective measures and transmission profiles. 

In wireless communications, the cognitive radio concept uses adaptive solutions for managing the spectrum of 
each user. In wired communication, the latter concept can also be introduced: some techniques such as the 
Dynamic Spectrum Management (DSM) are already studied for xDLS systems ([17], [18], [19], [20]), and 
adaptive noise detection and processing, can be considered as elements of cognitive EMC. 

In the following, the concept of cognitive radio is first recalled. We then expand this concept to the field of wired 
communication by giving two examples of cognitive EMC techniques. Finally, an experimental study is 
presented in order to assess the application of spectrum sensing in order to use the FM band spectrum in a 
cognitive EMC approach. 

4.1.1 Cognitive radio concept 

The cognitive radio is an intelligent radio system capable of perceiving its environment, of interpreting it, and of 
making suited decisions according to factors such as electromagnetic environment, internet provider strategy, 
requirements of each user, etc. 

In term of perception, the cognitive radio: 

- Analyzes the spectrum used in its environment ; 

- Detects the types of neighbouring networks and technologies, the terminal position and speed ; 

Regarding decision, the cognitive radio: 

- Establishes appropriate communications, for example by avoiding disturbing surrounding users ; 

- Widens the communications possibilities of a terminal, for example by defining radio parameters in 
software way, by adapting the modulation scheme, and by downloading new firmware for new 
technology’s compatibility. 

To make the quickest and best decisions, the cognitive radio integrates learning techniques making it capable of : 

- Reacting rapidly to the short-term environment fluctuations, such as traffic demand and interference 
variations ; 
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- Taking advantage of its previous experience to improve its long-term decisions. 

The cognitive radio thus presents several interests for the telecommunications operators : 

- More effective use of the available spectrum, thanks to an increased flexibility with regard to the 
current model ; 

- Jamming avoidance by new frequency sharing, for example by listening to the spectrum before emitting 
and managing the spectrum in a dynamic way ; 

- Terminals with vaster possibilities, and capable of auto-adapting to the behaviour and customs of the 
user ; 

- Cognitive networks capable of re-configuration according to the environment and the requirements. 

 

The introduction of the cognitive radio is subordinated to the implementation of mature technologies insuring a 
sharing between systems exempt from mutual jamming and guaranteeing the activity of the various users of the 
radio spectrum.  

Therefore, the standardization and the normalization surrounding the cognitive radio must be elaborated with a 
scrupulous care to guarantee users and operators against uncontrolled drift. 

Cognitive EMC, as a projection of the cognitive radio concept on the wired telecommunications, leads to treat 
the electromagnetic disturbances in an intelligent, adaptive, and software way as a supplement to the classic 
EMC approach. A number of elements in the current state of the art of wired communications will allow the 
success of the cognitive EMC approach :  

- Digitalization of the signals ; 

- Increasing DSP (Digital Signal Processors) processing speeds ; 

- Appearance of real-time services more and more sensitive to the impulsive noise ; 

- Electromagnetic disturbances in differential mode overlapping with useful signals. 

 

4.1.2 Illustrative examples of cognitive EMC 

 

In the following, two illustrative examples are given of advanced EMC mitigation techniques pertaining to the 
cognitive EMC concept, namely smart notching and impulsive noise reduction. 

 

4.1.2.1 Smart notching 

Here, a cognitive EMC application is described for the indoor PLC technology for which the electromagnetic 
emission is a crucial task. Indeed, the respect of the emission limits is often made at the expense of a transmitted 
power reduction, resulting in data rate and coverage limitations. 

In order to protect neighbouring radio stations and amateur radio from PLC radiations at shared frequencies, the 
Orthogonal Frequency Division Multiplexing (OFDM) gives the possibility of reducing the transmitted PSD 
only in these shared frequencies, called notches. Currently, notches are static; we hence speak about static 
notching. 

In Figure 24, the PSD mask for the Homeplug AV standard [15] is reported. This figure shows that the PSD is 
decreased from -50 to -80dBm/Hz in notched frequencies.  

In this context, an "adaptive notching" could be introduced as a cognitive EMC technique for the indoor PLC 
systems. Rather than applying a static notches configuration, newly connected PLC modem adapts its notches 
repartition according to the radio waves really present in its environment. As a consequence, short wave radio 
broadcasters and amateurs are protected in the domestic networks, while inutile static notches are avoided.  
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Figure 24: Homeplug AV transmitted PSD mask. 

 

This "adaptive notching" technique is aimed to be autonomous. PLC modems sound the radio spectrum and 
detect neighbouring radio waves, with a pre-fixed sensitivity and in real time. Notches are then introduced only 
on detected radio bands. As only a part of the whole radio stations is usually received at a customer home, the 
data rate reduction due to the “adaptive notching” would be weaker than that due to the “static notching”. This 
technique is actually under discussion within the ETSI and industry manufacturers [21]. 

Test campaigns performed by some manufacturers in laboratory and in real sites in association with the 
European Broadcasting Union (EBU) demonstrated the efficiency of this technique for the PLC systems. More 
details about these tests are reported in [22]. Furthermore, this technique is currently investigated for the 
protection of HF radio broadcasts between 2 and 30MHz, but can easily be extended to higher frequency bands. 
An experimental study of the application of this technique to the FM band is described in Section 4.2. 

 

4.1.2.2 Impulsive noise mitigation 

In this section, cognitive EMC application examples are presented for the electromagnetic immunity against 
impulsive noise. 

 

Figure 25: Impulsive noise example. 

 

Undeniably, impulsive noise impacts the quality of the real-time services. It is usually generated by electrical 
devices (engines, halogen lamps…). As its duration is very short (from some � s to some ms as shown in Figure 
25), it doesn’t reduce the transmission bandwidth and data rate, but causes the appearance of short series of 
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erroneous bits. For video services this appears as pixels and picture freezing on TV screens as shown in Figure 
26. 

 

Figure 26: Impulsive noise impact on IPTV. 

 

Immunity actions against impulsive noise can be divided into common mode actions and differential mode 
actions.  

Actions related to the common mode are hardware implemented, and can be summarized as: 

- Band-pass filtering at the entrance of the Analog Front End (AFE) of the receiving modems. This filter 
avoids the out-band frequency components of the impulsive noise, and minimizes consequently the 
Automatic Gain Control (AGC) saturation risk.  

- Protection components against lightning over-voltages [23]. 

- Common mode choke [24]. Self inductances are used to reduce the common mode noise. 

 

Actions related to the differential transmission mode consider the impulsive noise as a differential signal added 
to the useful one. Here modem developers appeal to advanced signal processing techniques for noise detection, 
learning and cancellation. 

In the field of PLC communications, in spite of the ARQ and advanced error correction technique (Turbo 
Encoding/Decoding for Homeplug modems for instance) used against the electromagnetic disturbances, certain 
users nevertheless encounter some transmission problems as soon as the number of conveyed services increases, 
or when the required data rate rises (for example when switching from Standard Definition to High Definition 
television). To improve retransmission and error correction systems, a cognitive EMC application consists in 
detecting and precisely locating impulsive noises. Indeed, the majority of the error correcting codes (LDPC, 
Viterbi coding, Turbo-Codes…) are more efficient when locating the data effectively damaged by noise. In fact, 
existing studies showed that transmission performances can be significantly enhanced by merely erasing the 
temporal samples where impulsive noise is detected, which is known as the "blanking technique" [25]. An 
example of detection method is the Matsuo method described in [26] and [27]. 

A precise detection of the electromagnetic disturbances can thus be a key issue for increasing the 
telecommunications systems performances. This is also apart of the cognitive EMC concept, as belonging to the 
perception stage. Below, a novel detection method is introduced for PLC systems. This method takes advantage 
from the unused carriers in the PLC frequency mask (see Figure 27) to locate impulsive noises. Indeed, 
impulsive noise being generally broadband, it affects used carriers as well as unused ones. In the receiver side, 
data transmitted on unused carries is known; it is thus easy for the receiver to detect disturbances. Figure 27 
represents the spectrums of two HomePlug AV signals at receiver side, respectively during a normal 
transmission (black curve) and when an impulsive noise happens (gray curve). We note that the impulsive noise 
increases considerably the signal level on unmasked carriers. More details about this detection technique are 
given in [28] and [25]. 
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Figure 27: HomePlug AV signal with and without impulsive noise. 

 

4.2 Application of cognitive EMC for the use of the FM band 

Because electric wires were not conceived for the data transmission in high frequency and are not shielded, 
transmission of PLC signals lead to a certain level of undesired electromagnetic radiation. Section 3 showed that 
the transmit power mask needs to be accurately specified in order to meet the current regulation limits. In 
addition, several narrowband systems are already using part of the [1.8 MHz – 30 MHz] band currently defined 
for PLC communication: in particular amateur radio (HAM) bands and Short Wave (SW) radio. From an 
electromagnetic compatibility (EMC) point of view, solutions must be defined to assure that the deployment of 
the PLC systems does not generate disturbances of neighbouring radio systems. Until now, the implemented 
solution in PLC systems consists in not using frequencies which are liable to be used by HAM or radio 
broadcasts. Today, more dynamic approaches are envisaged. Within the framework of a cognitive EMC 
approach, the PLC modem monitors the spectrum and it seeks the frequencies used by the radio systems present 
in its environment with the target to not emit there. This technique called smart notching has already been 
discussed for the [1.8 MHz – 30 MHz] band in Section 4.1.2. 

With the aim of reaching data rates of the order of 1 Gbps [29], [30], several studies are being made on the future 
PLC systems within the European project OMEGA. One of the solutions is to increase the bandwidth up to 
100 MHz [31]. In that case, a part of the FM band [87.5 MHz – 100 MHz] would be included in this new PLC 
bandwidth. The manufacturers will be required to incorporate a FM band protection technique, which will be 
considered as an undisputable condition for the broad acceptance of this extended technology. By using the static 
notching it would result an important data rate loss, as the transmission of PLC signals would be merely 
forbidden in the full [87.5 MHz – 100 MHz] band. Indeed, according to the areas or the countries, the entire FM 
band could be unusable. In other cases, PLC systems could benefit from part of the FM spectrum without 
interfering with any radio service. The use of a dynamic notching could thus turn out to be the optimal solution. 

 

4.2.1 Signal spectrum on power lines 

In order to verify the possibility of using the FM band in the PLC technology, we made a campaign of 
measurements in customer houses. Five sites were located in Lannion and the other one was in Pleumeur-Bodou, 
two cities of the north-west of France, separated by almost 8 Km. 

The measurement equipment consisted of a spectrum analyser, of a radio receiver, a radio antenna and a coupler. 
The measurement is realized in two steps. At first, we looked for receivable radio services with a sufficient 
quality of listening with the radio receiver in a site. Then, we measured the signal level received on a radio 
antenna connected directly with the spectrum analyzer. It allowed us to verify that there are radio peaks at the 
same frequencies found by the radio receiver. At the same time and at the same location, we measured the signal 
spectrum present on power lines with a PLC coupler. In each site, we measured the signal spectrum present on 
three sockets.  

The set-up used for the measurement campaign is given in Figure 28. 
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 (a) (b) 

Figure 28: Measurement set-up. 

Wireless reception using an antenna (a) and reception over power lines using a PLC coupler (b). 

 

4.2.2 Detection of receivable radios services on power line 

In order to protect the frequencies used by the broadcast stations, it is essential to detect them on the power lines. 
Besides the noise returned by the various electronic devices connected on the electrical network, the signals 
emitted by radio stations are seen as narrow bands noises on the power lines. 

In this report, the presented results correspond to two measurements sites of the campaign: one of site in Lannion 
(Site 1) and the site in Pleumeur-Bodou (Site 2). 

With the radio receiver, we searched the receivable radio services in the measurement sites. Respectively 18 and 
22 radio services are received in Site 1 and in Site 2 with sufficient quality of listening. The signal spectrums 
measured on the radio antenna (blue curve) and on a socket (red curve) in the two sites are given in Figure 29 
and Figure 30, respectively. The frequencies corresponding to the receivable radio services are numbered from 1 
to 18 for Site 1 and from 1 to 22 for Site 2. We can observe peaks at these frequencies on the two spectrums. The 
noise measurements collected on power line shows the possibility to detect the allocated FM frequencies. 

 

 

Figure 29: Spectrums measured on the radio antenna (blue) and on a socket (red) in Site 1 

 



ICT-213311, OMEGA                                                                                                                                                               16 April 2010 

D3.3 – Report on Electro Magnetic Compatibility of Power Line Communications Page 33 (44) 

 

Figure 30: Spectrums measured on the radio antenna (blue) and on a socket (red) in site 2 

 

We can note that generally the power of radio frequencies received in two sites is largest. The peaks noted "X" 
correspond to frequencies emitted by radio operators which are not received with sufficient quality in the sites. 
We observe that even if these radio services are not received, the associated frequencies can be detected. 

4.2.3 Cooperative detection of radio frequencies 

In this section, we demonstrate that the undetected radio frequency of site 2 can be detected on a different 
electrical plug of the same site. 

With the aim to identify all radio services present in a given site, we can use the cooperative detection concept 
used in cognitive radio [32][33]. In our measurements case, some receivable radio frequencies are not detectable 
on some electrical plugs. As a consequence, we propose to use the cooperative detection, by taking advantage of 
the diversity given by the noise measurements on several electrical plugs of a same site. The radio frequencies 
not detected on one plug, could be detected on another one. 

On Figure 31, the noise spectrums measured on two different electrical plugs of the site 2 are given. We observe 
that there is no peak associated to the radio frequency "4" on the plug 1. Nevertheless, this radio frequency is 
present on the noise measurement of the plug 2. In the same time, there is a peak associated to the radio 
frequency "16" on the plug 1 which is not present on the plug 2. A cooperative detection gathering the two plug 
permits to detect all radio frequencies. 

In a practical way, we can imagine that each PLC modem connected to the powerline network of a given house 
monitors the noise spectrum present on the electrical plug to which it is connected and seeks the receivable radio 
frequencies. All modems exchange, after that, their detection information in order to assemble a radio frequency 
table containing all radio frequencies practically present on their environment 

In this section we demonstrated that the powerline network behave as a good antenna and can be used to detect 
in real-time all present radio frequencies. In the following section, we propose a simple method for radio 
frequencies detection on this powerline network. 
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Figure 31: Noise spectrums measured on two different electrical plug of site 2 

 

4.2.4 Threshold-based radio frequencies detection method 

It is shown in Section 4.2.3 that we can detect reliably the radio frequencies directly on the power lines. The 
radio frequencies can, after that, be located by simply comparing the noise spectrum level to a pre-defined 
threshold.  

In our detection simulations, three threshold levels denoted � 1, � 2, and � 3 are respectively considered. The 
values of these thresholds are given in the equation (2). In this equation, CBGN refers to the Coloured 
Background Noise spectrum calculated by smoothing the measured noise spectrum, and �  is the standard 
deviation of the noise spectrum. 

(2) 

se
se

se

 3

 2

3

2

1

+=

+=

+=

CBGN

CBGN

CBGN

 

 

On Figure 32 and Figure 33 are reported the noise spectrums measured on the powerline networks of site 1 and 
site 2 respectively, with the three associated thresholds. 

We note that, if the detection threshold is too high, some present radio frequencies would not be detected. In 
opposite, if the threshold is too low, some radio frequencies not detected by the radio receiver would be 
considered as an effective radio frequency, and thus would be vainly notched. 

For a given threshold, we denote Pd the detection percentage, which corresponds to the percentage of radio 
frequencies really present in a given site and detected in the powerline noise spectrum. We denote also Pfa the 
false alarm percentage, which corresponds to the percentage of radio frequencies not detected by the radio 
receiver but detected in the powerline noise spectrum. 

Table 5 gives the Pd and Pfa values for the three thresholds and for the sites 1 and 2. 
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Figure 32: Treshold levels applied to the noise spectrum of site 1 

 

 

Figure 33: Threshold levels applied to the noise spectrum of site 2 

 

 � 1 � 2 � 3 

% Pd Pfa Pd Pfa Pd Pfa 

Site 1 100 42 94.4 11 83.3 0 

Site 2 95.5 12.5 70.8 0 45.8 0 

Site 3 94.4 19 88.9 0 77.8 0 

Site 4 100 25 88.9 15.8 88.9 0 

Site 5 100 43.8 100 18.1 94.4 10.5 

Table 5: Detection and false alarm percentages 
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This table shows that a compromise should be done between Pd and Pfa when choosing the best detection 
threshold level. � 1 provides the best detection percentage for the two sites, nevertheless, with � 1 we have the 
worst false alarm percentage. In this context, the cooperative detection concept can also be used in order to 
increase Pd while decreasing Pfa, when we apply the threshold detection method. 

Table 6 gives, for 5 measurement sites and two thresholds, the results of the association of the cognitive EMC 
proposed technique with the threshold detection method, when the number of electrical plugs per site is equal to 
1, 2, and 3. 

With the � 1 threshold, all receivable radio frequencies of each site are detected when we use 2 electrical plugs. 
With � 2, 2 plugs are not sufficient, and with 3 plugs we detect all radio frequencies for 4 sites. 

 

 � 1 � 2 

Sockets 
number 

1 2 3 1 2 3 

Site 1 100 100 100 77.8 83.3 100 

Site 2 95.5 100 100 81.8 90.9 95.5 

Site 3 94.5 100 100 94.4 100 100 

Site 4 94.5 100 100 88.9 94.5 100 

Site 5 83.3 100 100 88.3 100 100 

Table 6: Cooperative detection percentages 

 

4.2.5 Impact of cognitive EMC approach on data rates 

To evaluate the impact of cognitive EMC approach on the performance of PLC modems, we simulated the 
theoretical data rates which could be obtained when using the FM band. Indeed, by applying the static notching 
technique, probably all FM band should be unusable. 

The data rates calculation is based on Shannon's capacity formula, for a given reference noise and power spectral 
density (PSD) emission mask. In each site, we assumed a cooperative detection with 2 plugs and the detection 
threshold � 1. All detected radio frequencies are notched. Data-rate simulations are done for 144 PLC channels 
measured in 7 sites [1][34]. The channel capacity calculation parameters are: 

- inter-frequency spacing: � f = 24.414 kHz,  

- transmitted PSD: Pe = -80 dBm/Hz, 

- considered bandwidth: [fmin ; fmax] = [87.5 MHz ; 100 MHz] 

 

The considered bandwidth corresponds to the part of the FM band included in the frequency band considered in 
the OMEGA project for PLC transmission. 

 

The capacity formula is given by (2). 
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where Pb denotes the coloured noise PSD, N is the number of the channel frequencies, and H(f) is the channel 
transfer function. In accordance with the HomePlug AV standard [15], the number of bits per carrier is limited to 
10. 

On Figure 34 and Figure 35, are reported the theoretical data-rates over the [87.5-100] MHz band obtained for 
the 144 transfer functions, ordered in increasing value, when we consider the radio frequency cooperative 
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detection for the sites 1 and 2. The blue curve corresponds to the theoretical case where only the carriers actually 
corresponding to an FM broadcast frequency are notched. In the red curves, a notch depth of 200 Hz (9 carriers) 
is applied for each detected FM frequency, to account for some signal spectrum sroll-off. 

 

 

 

Figure 34: Theoretical data rates over the [87.5-100] MHz band by using site 1 cooperative detection 

 

 

 

Figure 35: Theoretical data rates over the [87.5-100] MHz band by using site 2 cooperative detection 

 

The simulation results show data rates gains by using FM band. 50 % of PLC channels provide data rates from 
40 Mbps to 120 Mbps and from 30 Mbps to 120 Mbps by using respectively site 1 and site 2 cooperative 
detections. In the most attenuated channels the data-rate gain is less significant. It should be reminded that using 
a simple static notching strategy to avoid transmission in the FM band, no information would be transmitted in 
the observed frequency band. Hence, our analysis shows that a dynamic notching technique associated to a 
cooperative detection mechanism provides a significant gain in terms of available throughput. 
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4.3 Other mitigation strategies for EM fields emitted by PLC 

Active and passive mitigation techniques for EM emission in PLC 
 
In general, the “mitigation technique” in PLC refers to any method designed to lower emissions without 
significantly affecting the attainable transmission throughput. In the previous paragraphs were described some 
advanced mitigation techniques. However, the mitigation techniques can be also classify as passive or active, 
depending on whether or not additional power is required for the technique to operate. We will summarize here 
at least four techniques which can be used to mitigate emissions from PLC networks: 
 

1) The use of notches in the Power Spectral Density mask at frequencies already used by critical services 
or creating disturbances on other nearby systems. This technique can be classified as passive since it 
can be implemented in software in OFDM systems.   

2) Those that attain a reduction by shielding at the source. This could involve, for instance, the shielding 
of the low voltage cables in the home or the use of a metallic grid in wallpaper, although these measures 
may prove expensive and impractical in most cases. This class is also passive. 

3) Those that use shielding at the victim equipment. This refers to the use of measures to improve the 
immunity of the victim. This technique is passive as well. 

4) Those that introduce a new signal to diminish emissions. The techniques in this class are generally 
active since additional energy is required for the extra signal. 

 
The mitigation techniques that are related to channel capacity in home network are one of the primary interest 
for OMEGA project. Previous work done by Korovkin et al addressed this issue for indoor environment [35]. A 
mitigation method using an auxiliary signal was recently proposed in [36]. Another idea is to take advantage of 
the presence of the additional ground conductor in the low voltage power network to inject a 180° out-of-phase 
version of the PLC wanted signal into the ground-neutral circuit. If all three wires run parallel and in close 
proximity to one another, the expectation is that the radiated fields from both circuits will have similar 
amplitudes and that they will be approximately 180° out of phase. Under these conditions, destructive 
interference should lead to partial or total cancellation of the radiation. Numerical and experimental tests carried 
out on simple network geometries show that reductions in the emissions of more than 20 dB can in fact be 
achieved [37]. However, the results from the experimental set-up are less significant and we can even observe a 
worsening of the emissions level for certain frequencies, as in Figure 36 (b). In this case, the addition of the 
desired signal and the compensation signal (also called auxiliary signal) is constructive, while the technique 
assumes a destructive addition. The compensation signal does not help reduce the emissions level over the whole 
band and, even at those frequencies at which a reduction is in fact observed, since it is considerably smaller than 
in the straight cable case. Further improvement can be achieved for random layout by modification 180° constant 
shift of amplitude and phase into a selective and adaptive correction. More complex PLC installation for a 
random deployment and with adaptive compensation is under investigation in THYIA Lab in cooperation with 
EPFL. The method requires that field measurements be made in the field mitigation area and that the information 
be relayed back to the PLC-signal injection point.  

 
Figure 36: EM field measured with and without compensation signal for a) 2 m fixed set-up cable; b) a random 
layout configuration.  

The future deployment of OMEGA network from a home to an extended home environment, for example a 
building with many homes/apartments, or commercial networks (like SOHO) will requires a multi-home 
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approach in which EM emission will play an important role for a successful implementation of new OMEGA 
technologies and networks. There will be different interface scenarios that should be examined carefully.  
 
One of the most critical components of any PLC system is its interface circuit (or coupling circuit) with the 
power distribution network. This is by no means a simple unit considering the challenging characteristics of the 
PLC channel. Due to high voltages, varying impedances, high amplitudes and time dependent disturbances, 
coupling circuits need to be carefully designed to provide both the specific signal transmission with the 
appropriate bandwidth, and the safety level required by the applicable domestic or international standard. We 
investigated inductive coupling, capacitive coupling and some hybrid designs that are schematically illustrated in 
Figure 36.  
 

 
Figure 37: Coupling methods used in PLC a) capacitive, b) inductive. 

A typical coupling circuit employs generally both coupling capacitors and a coupling transformer as in Figure 38 
[38]. The capacitors are used to couple PLC signal but also they are used as higher order filters (ANSI C93.1-
1971). The filter characteristics depend of the load onto which the waveform terminates. The coupling 
transformer serve as galvanic isolation and impedance adaptation and it is responsible to pass high frequency 
communication signals. Blocking inductors are designed to block modulation frequency and the self-resonant 
point needs to be above that frequency. Figure 38 shows a circuit that has both coupling capacitors and a 
coupling transformer. This circuit can filter out the 50/60 Hz high voltage waveform by a broadband transformer 
and a combination of diodes for over voltage protection.  
 

 
 

Figure 38. A broadband coupling circuit [38] 

Figure 39 illustrates a transfer function of coupling circuit which should not have an influence on the actual 
scattering parameters of PLC channel during measurements [38].  
 

 
 

Figure 39. Transfer function of coupling circuit in Figure 38 [38]. 
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For the inductive coupling PLC signal is injected into the power distribution lines. This method is most effective 
when the main impedance is low at the signal injection point and thus is a preferred method for coupling since 
offer better performance in low impedance connections, lower radiation and is simple for use. The 
implementation of new types blocking filters will not be enough to guaranty the proper functioning of a multi-
home environment. For these cases additional improvements are needed and are subject of further investigation.  
New configurations for capacitive and inductive coupling are under investigation. A filter solution is illustrated 
in Figure 39. 

 

 

Figure 40: A new concept of blocking filter in PLC. 

 

4.4 Perspectives for the mitigation of EMC issues 

4.4.1 Perspectives of cognitive EMC 

In Section 4.2, we discussed the reachable gain of the FM frequency band used in PLC transmission. Instead of 
protect all FM band, the use of cognitive EMC approach can improve the PLC systems performance. We firstly 
demonstrated that the powerline network behaves as a perfect antenna upon which we can detect all radio 
frequencies. Then a threshold-based cognitive detection technique was proposed. Simulations demonstrated that 
data-rates gain is considerable, up to 120 Mb/s, when using the FM band with our detection method. 

In the future, additional cognitive EMC techniques could be developed for the improvement of the PLC systems: 

- In addition to fixed radio services, other spectrum users could be detected in order to share the spectrum 
in an optimum way. For instance, a PLC modem with embedded cognitive EMC techniques could 
detect the presence of VDSL2 modem, and react in order to minimize the mutual interference. 

- Impulsive noise generally corresponds to repeated noise patterns. A smart PLC modem could learn the 
temporal and spectral characteristics of the impulsive noise and use this information either to minimize 
collisions between data and noise, or to develop noise mitigation techniques. 

- One of the most challenging tasks for the development of PLC products is the management of the 
electromagnetic emission from the power lines due to high frequency signal propagation. Using all 
information that PLC modems could gather from their environment, the transmitted power could be 
controlled in order to meet both the QoS requirements and the EMC regulation limits. 

4.4.2 Towards cognitive OMEGA networks 

The goal of POWERNET project was to develop and validate a ‘plug and play’ Cognitive Broadband over 
Power Lines (CBPL) communications equipment that meets the regulatory requirements concerning 
electromagnetic radiations and can deliver high data rates while using low transmit power spectral density and 
working at low signal to noise ratio.  

In the OMEGA project, it is demonstrated that residential networks offer the possibility of simple, inexpensive, 
whole-home multimedia coverage. Cognitive radio, though still in its infancy, is the key technology for 
addressing the basic challenges of interference control and self-coexistence. As OMEGA networks will evolve 
from laboratory prototypes to practical consumer products, additional technical problems will undoubtedly arise. 
We can be confident that cognitive radio, also evolving, will develop new capabilities to meet these new 
challenges.  
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The main problems in PLC such as multipath effects due to the branches create deep attenuation or frequency 
notches. A possible mitigation strategy will be to consider a single communication link as multiple links, 
because when one link has deep attenuation in certain sub-bands, the other link may not observe the same 
characteristics of transmission channel. This lead to the exploitation of different characteristic using different 
part of OFDM spectrum, when each carrier can be turned on or off individually. Cognitive radio (CR) concept 
can be used to detect the channel to act accordingly to unused OFDM channels [39]. This leads to Cognitive 
PLC (CPLC) concept for exploiting unused spectrum while maintaining the QoS for the intended user. Such 
concept requires a definition and distinction between intended or primary user that refer to the current rightful 
PLC device that has highest priority, which wins the channel access. Other devices will be considered as 
secondary devices. Extension of this concept leads to Smart PLC (SPLC) or Intelligent PLC (iPLC) concept 
where cognitive techniques will be applied not only to PLC technology in OMEGA. THYIA and UoR-CRAT 
jointly investigate a cognitive architecture for the future OMEGA networks as is illustrated in Figure 40 [40].  

 

Figure 40: A cognitive approach for the future home and commercial networks. 

 
As we can see the cognitive properties will be based on measured parameters from PHY, MAC/iMAC, Network, 
Transport & Presentation (Middleware), and Application Layers. Based on theses sensing properties and 
measured parameters will be applied different mechanisms on each of these layers to achieve significant 
advantages in sense of performance improvements, QoS, security, mitigation techniques for EMC, etc.  A cross-
layer bus will play a key role in achieving maximal throughput and optimal performance for the future OMEGA 
networks. The advantage to these vertical calibration architectures is that they provide a structured method for 
accessing parameters, controlling, and sensing the status of each layer.  
 
Spectrum sensing enables CR users to adapt to the PLC environment by detecting spectrum holes without 
causing interference to the primary OMEGA network. This can be accomplished through a real-time wideband 
sensing capability to detect weak primary signals in a wide spectrum range. 
 

5 Conclusion 

In this OMEGA deliverable, we presented a thorough study of the EMC issues associated to an extension of the 
frequency band for PLC up to 100 MHz. 

The current status of EMC regulations for PLC is recalled, with a particular focus on the current activities 
conducted at CISPR 22. Specifically, a Project Team was established within CISPR/I to prepare an amendment 
to CISPR 22 for the assessment of PLT systems. The draft amendment is considering different additional 
protection measures to reduce the potential interference with other systems: dynamic notching and transmit 
power management. A particular level for conducted common mode disturbance is proposed for devices 
implementing these features. Further work is still needed within this committee in order to establish a specific 
standard amendment for PLC. 
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An experimental study was set up in order to evaluate the electromagnetic field radiated by an electrical network 
for different injected PSD levels. For this purpose, a complete experimental setup was realized, and experiments 
were conducted both in an anechoic chamber and in an ideal open environment. Two types of cables were 
studied, where the conductors are either moulded or loose. Results show that the recorded radiated level is 
strongly influenced by the cable length, and more generally by the network topology, with a weaker, but still 
observable, influence of the cable type. In general, an injection power of -80 dBm/Hz leads to an acceptable 
fulfilment of the CISPR radiation limit above 30 MHz. In most observed cases, the recorded radiation level 
exceeded the limit at a few frequency peaks only, with generally less than 5 dB overlap. In addition, the 
frequency of these peaks is strongly dependent on the network topology, which dictates the resonant frequency 
of the network. 

Different questions need to be investigated before drawing conclusions on the transmitted power levels to be 
used by PLC systems above 30 MHz. In this deliverable, a few of them are examined: the current discussions on 
the measurement methods within EMC regulation bodies; the influence of the electrical network topology on the 
radiated fields; and the issue of measurement averaging in the EMC certification process. From these comments, 
and according to our observations, an injected power of -80 dBm/Hz over the frequency band 30 – 100 MHz will 
be used for future OMEGA studies. Below 30 MHz, we will consider the power level of -50 dBm/Hz already 
used by deployed products. The proposed value will need to be refined, depending on possible further results, 
and on the evolution of the EMC regulation for PLC. 

We conducted a statistical analysis of the PLC channel capacity in terms of outage probability. For this purpose, 
the proposed injected power levels were taken into account, in conjunction with realistic models of CTF and 
stationary noise. Three power masks were considered, including a specific protection of the FM bands. In 
general, for the worst channel cases, a capacity of 1 Gbps is not reached unless releasing the EMC limitations 
constraints. On the other hand, our study shows that the average channels always achieve a capacity higher than 
1 Gbps, with channel capacities above 2 Gbps for the best channel class. When considering all channel classes 
simultaneously along with their probability of appearance, a channel capacity of 1 Gbps is reached with an 
outage probability around 33%. This demonstrates that the bandwidth for PLC operation can be successfully 
enlarged to provide capacities in excess of 1 Gbps, while satisfying the emission limits currently defined by 
regulation bodies. 

The countermeasure methods were investigated for the mitigation of EMC interference. For this purpose, we 
introduced the concept of cognitive EMC, which builds on cognitive radio to improve the transmission over PLC 
networks in a smart way. In particular, we discussed the methods of smart notching, were some frequency bands 
are dynamically notched depending on the presence of any potentially interfered service. This concept was 
illustrated through an experimental study, showing that the FM band can actually be used for PLC transmission, 
provided that appropriate detection and notching methods are employed. Using smart notching and cooperative 
detection, we showed that the use of the FM band could be used without harmful interference to radio services. 
This technique provides up to 120 Mbps capacity increase using the FM band, with more than 30 Mbps capacity 
increase for the majority of the considered channels. 

Finally, for a cognitive approach in PLC we can conclude the following. Even the cognitive radio is still in its 
infancy, it is the key technology for addressing the basic challenges of interference control and self-
coexistence. As OMEGA networks will evolve from laboratory prototypes to practical consumer products, 
additional technical problems will undoubtedly arise. We can be confident that cognitive radio, also evolving, 
will develop new capabilities to meet these new research challenges for EMC.  
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