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Abstract

This deliverable provides a detailed functional lys&s of the OMEGA network. In Chapter 1, followithg
work presented in D6.1, a refined description &f BAMEGA generic device is given, which includesttzd
mandatory functionalities for the OMEGA device,lwétlso security functionalities. Chapter 2 dealshwthe]
management of the OMEGA network, and describesihp@ssnechanisms for both local and rem
management. In addition, taking into consideratioa features of the OMEGA network, Chapter 2 prepdhke
new opportunities that could be exploited from aweek management point of view, due to the intrdidacof
the Inter-MAC layer in the network protocol sta€hapter 3 describes the interaction of the laydy @f the
OMEGA network with upper layers, in particular fire establishment of application layer flows witloS]

requirements. The interaction between the Inter-M&y@r with UPnP-QoS and SIP are analysed and deed|

in details. Finally, an analysis of the distributicof the functionalities among the different eletaenf the
OMEGA network is presented in Chapter 4, where mparison is proposed between a centralized a

ote

nd a

distributed approach.

Keyword list

OMEGA functionalities, network management, UPnP-(&iB

D6.3 — OMEGA functional analysis Page 1 (58)



ICT-213311, OMEGA 14 January 2010

Executive Summary

In the continuation of the work engaged in 2008tloa architecture of the OMEGA network, this docuiten
refines the functional description of a generic OB device, in particular in introducing securityafares
(Chapter 1). New important topics are then elalokathe organization of the management of the OMEGA
network (Chapter 2) and the interaction of the OMEIBter-MAC framework with service layer management
or control protocols (Chapter 3).

"Self care" and "Customer care" features (respelstidefined as the management actions achieved by
the customer and achieved by the operator for tistomer) are described from the twofold point of
view of existing management mechanisms (such a®88%Rer SNMP) and of solutions tightly related to
the OMEGA operation (the Inter-MAC framework). Emielg management solutions (such as the
UPnP Device Management approach or LLTD) are almasidered. The management concern is
presented in the prospect of a multiple stakehsl¢imultiple application service providers) contfott
which several scenarios are highlighted (secti@y. 2.

The interaction of the Inter-MAC with the upper éay is described in the special cases of UPnP and
SIP (respectively sections 3.1 and 3.2). This sigdyndertaken from the point of view of the ressur
management.

Different schemes of distribution of the intelligenamong the highlighted components of the OMEGi#vork
are then analyzed according to centralized andhliséd approaches (chapter 4).
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ACS Auto Configuration Server
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ALG Application Layer Gateway
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B2BUA Back to Back User Agent
BBF BroadBand Forum
BSP Broadband Service Provider
CPE Customer Premises Equipment
CWMP CPE WAN Management Protocol
DHCP Dynamic Host Configuration Protocol
DM Device Management
ED End Device
FTP File Transfer Protocol
GENA General Event Notification Architecture
HG Home Gateway
HGI Home Gateway Initiative
HTTP HyperText Transfer Protocol
IGD Internet Gateway Device
IGMP Internet Group Management Protocol
IMS Internet Multimedia Subsystem
LLTD Link Layer Topology Discovery
JMX JAVA Management Extensions
MDU Multi Dwelling Unit
MIB Management Information Base
NAPT Network Address and Port Translation
NAT Network Address Translation
NBI North Bound Interface
NGN New Generation Network
OAM Operations, Administration and Maintenance
OMA DM Open Mobile Alliance Device Management
O0OB Out Of Band
0SS Operations Support System
P-CSCF Proxy-Call Session Control Function
POTS Plain-old Telephony System
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RCE
RM-Proxy
RMS

SIP
SNMP
SOAP
SSDP
SSL

STUN

TFTP
TLS
UA
UPNP
URI
URL
XML

Remotely Configurable Equipment
Remote Management Proxy

Remote Management System

Session Initiation Protocol

Simple Network Management Protocol
Simple Object Access Protocol

Simple Service Discovery Protocol

Secure Socket Layer

Simple Traversal of User Datagram Protocol throdighwork
Address Translators

Trivial File Transfer Protocol
Transport Layer Security
User Agent

Universal Plug & Play
Uniform Resource Identifier
Uniform Resource Locator

eXtensible Markup Language
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1 OMEGA network functionalities

This chapter describes the different functionait®ipported by the OMEGA network from an architesdtu
point of view. In particular, starting from the fttronal analysis already provided in D6.1 [1], fhal OMEGA
functional analysis is provided in this chaptekjig also in consideration the work done in WP5.

The functional analysis is carried out splittingwerk functionalities among the management, thetroband
the data plane.

1.1 OMEGA Functionalities

This section presents all functionalities that kbalsupported by the OMEGA network.

All the functionalities have been divided into twidferent sets: the first set includes the ones #na usually
supported by home networks in general, while treose set includes some functionalities that areifipdor
the OMEGA network.

1.1.1 OMEGA functionalities description

Generic home network functionalities:

LAN connectivity: the home network must support connectivity betw@dMEGA devices. The LAN
connectivity can be established over heterogenséeeimologies. The OMEGA project will provide
support forUWB, WiFi, PLT, and Free Space Optics. Other likedghnologies are Ethernet, USB,
SATA, FXS, FXO, 3G (femtocell), ZigBee, DECT NGg¢et

WAN Connectivity: allows the devices to be connected to the WAN.dlguonly one element in the
OMEGA network will implement this functionality,&. the OMEGA Gateway. WAN connectivity can
be achieved using at least one technology (ouhefscope of the OMEGA project): xDSL, FTTH,
WIMAX, HSDPA, etc.

Data transfer includes all the functionalities needed to suppant realize the reception and the
transmission of data.

Network attachment: is the functionality used to manage the provisignai addresses at IP layer
inside the home network and, in case, providingndsquerading towards the external network. It can
be realized using a server/client model.

Local Device managementis the functionality that allows the home netwodkranistrator to manage
the devices of the network. In this way, the horaework administrator is able to insert some poticie
in order to manage the network (i.e., parental mbnenergy consumption profiles, etc.). It can be
realized using a server/client model.

Remote Device managementis the functionality that allows a remote (from W&AN) management

of the devices belonging to the home network. Ia tiay the network operator is able to insert some
policies in order to manage the network (i.e., @aameters setting, etc.).

Operations and Maintenance supports processes for periodic diagnosis of Gen&MEGA
functional units. It performs the routine actiomeluding measurements and tests for performance
control, and adjustments and part reconfiguratianprder to prevent faults from occurring and to
reconfigure worn parts before they cause OMEGAesydhilure.

Specific OMEGA network functionalities:

PHY connectivity: The ability of two adjacent OMEGA devices to comneate with each other over
a physical media. The OMEGA project will providepport for UWB, WiFi, PLT, and Free Space
Optics bythe OMEGA network
Path selection: The functionality to compute one or multiple bgstths between OMEGA source
device(s) and OMEGA destination device(s) based arertain optimality criterion. Dedicated path
selection algorithms are used within the OMEGA reekwv Path selection can be done in advance with a
proactive protocol or on demand with a reactivetgrol. Also path recalculations are allowed and are
usually triggered when the link parameters chamgafgcantly.
Inter-MAC Forwarding: assures frame transfer (for frames coming botimfiayyer 2 and layer 3). An
Omega device will transfer incoming frames to ayhbouring OMEGA device based on:

o0 the destination and other information containethenframes

o the forwarding information contained in the forwiaigitable.
Some OMEGA devices might be configured not to faduaaffic of other devices.
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Load-Balancing: if supported by the OMEGA network, it defines htawdistribute traffic, going from

a source node to a destination node, among twaooe Bxisting paths between the two nodes.
Connection Admission Control: decides whether or not to accept a new conneaticghe OMEGA
network, in order to support QoS to accepted flows.

QoS mapping: decision to which QoS service class the session Belongs to on the basis of the
traffic specifications.

QoS marking and handling: is in charge of marking data packets (e.g., setlirgOMEGA class of
service bits) in order to differentiate each paakethe basis of the QoS class of service it beddng

In addition, it is in charge of handling such dpteckets and managing the forwarding with the aim to
fulfil QoS requirements (including shaping and tHecision of which technology use for the
transmission of the packet).

Monitoring: to monitor network links and devices availabiliBarticular link parameters are monitored
to support CAC, path selection and other functiibieal for their operation, in order to support t@eS
required by the data flows transmitted over thevoet.

Encryption: includes the functionality implemented to providenfidentiality and integrity of
communications within the OMEGA network, end to ehds provided as part of the Data Transfer
function.

Authentication includes the protocols implemented to verify tlegitimacy of membership in the
OMEGA network. It is based on a password shareddrst the Device and the Security Controller.
Device Integrity: it includes the functionality defined under thei§ted Computing principles to ensure
that the device is clear of unknown and unwantdthbieur.

Signalling agent capability: additional functionality is performed at sessiavdl to allow the
establishment of a connection among two differeMBEGA devices that want to communicate. The
signalling agent functionality is then in chargeirdbrming the application about the possibilitystart

or not to start the transmission of applicatioradat

Device Discoveryfunctionality is used to discover the presenceothier devices and identify their
services (optional functionality). It is a middlemgafunctionalities, as physical device discovery is
performed by means of monitoring and link setupftean functionality.

Energy Savingfunctionality is used to manage the energy prefdefined by the manufacturer of the
OMEGA device and set through the local device maramnt client functional block. Energy Saving
policies employed by an OMEGA device are sent éodperation and maintenance module in order to
differentiate the operational ways of that pardeulDMEGA device. In fact, different levels of engrg
profiles can be brought to different ways of opieraby Inter-MAC control functionalities in the bt
MAC functional block.

User input support: this functionality is referred to the possibility tun user’s application and to
provide an interface with the user of the device.

Serve legacy devicesincludes the functionalities used to allow lega®yvides to use the services
offered by the OMEGA network. The goal is to pravicbnnectivity to legacy devices to the OMEGA
network and to preserve the QoS experienced blegaey device for a specific flow.

Link setup/teardown: is in charge of understanding and decide, on thsisbaf measurements
collected by the monitoring engine, the physicaikbility of the connection of the device with eth
devices.

Intra-home mobility management: this functionality is referred to the possibility support session
continuity while users are switching between défarphysical access technologies. How the OMEGA
network will support this functionality is describe D6.4.

1.1.2 OMEGA functionalities distribution among planes

Following current research trends, the architectoasidered in OMEGA is verticallgtructured into two
“macro-layers”: Application and Service Macro-Layeahd Transport Macro-Layet’
Horizontally the architecture is traditionally didd into Management PlaneControl Planeand Data Plane

Vertical decomposition:
Applications and Service Macro-Layer: includes the architectural layers and functiondquering
management, contrand alsooperations on datde.g. adaptation, transcoding, etc.) at higherriaye
independently of network transport.
Transport Macro-Layer: includes the architectural layers and functionsfggering management,
controlfor resources and traffic and alsperations on datan order to transport the data traffic through
various networking technologies.

Horizontal decomposition:
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Data Plane:is responsible for transferring the user/applaratiata. It also transports the control- and
management-related data of higher layers betwesnetipective entities. It may include functions and
mechanisms to act upon the packets transported.

Control Plane: includes all layers which perform short-term cohgictions related to higher layers
(high-level services and applications): througmalmg, the control plane sets up and releases high
level connections, and may restore a connectiovasge of a failure transport layers: it performs the
short-term actions for resource and traffic engimgeand control.

Management Plane:based on the management functional areas idehiifi¢éTU-T Rec. M.3010, the
following functionalities are performed in the mgeaent plane: Fault, Configuration, Accounting,
Performance, Security management, Energy saving.

Applications
A A
Control User
flow data flow
il MANAGEMENT PLANE
DATA PLANE
> v
o
=2
=
=
8 S Application signalling Control /
o
)
-3 (o)
Qo o
B Z ) /
2 3
8 ry 9
T
A4 —
>
z
m / /v
&
38 Resource Control /
e 2 )
29
o 3

Figure 1: OMEGA planes

The following table summarizes the distributiontioé functionalities listed previously into the dafane, the
control plane and the management plane.

Functionality Data Plane Control Plane Management fane
PHY connectivity X
LAN connectivity X

WAN connectivity X
Data transfer X
Network attachment X
Local device management X
Remote device management X
Operations & Maintenance X

Path selection X
Inter-MAC forwarding X
Load-Balancing X X

Connection Admission Control X
Link setup/teardown X
QoS mapping X

QoS marking and handling X
Monitoring X X
Encryption X
Authentication X
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Device Integrity X
Signalling agent capability X
Device discovery X
Energy saving X
User input support X X
Serve legacy device X X

Table 1: OMEGA Functionalities distribution acrossplanes

Some of the functionalities can be grouped in ltiter-MAC block , which is the module characterizing an
OMEGA device, because it is used for the integratibdifferent technologies and provides connettitd any
network device. It includes the following Data pdafiunctionalities:

Inter-MAC forwarding;

QoS marking and handling;

Encryption;
the following Control plane functionalities:

Path selection;

Load balancing;

QoS mapping;

Connection admission control;

Link setup/teardown;
and the following management plane functionalities:

Monitoring.

The Inter-MAC functional block can communicate wadther Inter-MAC functional blocks, included in eth
OMEGA peer devices, through an I-MAC protocol.

1.2 Generic OMEGA device

An OMEGA network is composed by a set of OMEGA desi As stated in the D6.1, there exist differénti&

of OMEGA devices, depending on the capabilitiespsufed by the device. Anyway, all the OMEGA devices
have a common set of functionalities that mustupperted.

The generic OMEGA Device represents the set oftfanal elements that must be supported by any OMEGA
device. Thus, the generic OMEGA device is not daeitself, but rather it is a set of functionagithat have to
be supported by a device to be conside@MEGA compliarit or better, an OMEGA device.

As a matter of fact, the Generic OMEGA device arttture includes both generic home network funetiities
(i.e., network attachment, local and remote dememagement, operation and maintenance, etc.) and@M
network-specific functionalities (i.e., Inter-MAQirctionalities, energy saving, etc.) that must lygpsrted by

all the OMEGA Devices.

As said before, several optional OMEGA specific atafities and functionalities can be added to tbeggic
OMEGA device structure in order to realize more pboated devices supporting additional featurde liser
input support, WAN connectivity, connection to legadevice, etc. Thus, depending on the set of optio
capabilities supported, there can be several typ€8VIEGA devices.

Therefore the Generic OMEGA device can be consiie® the basic element for the definition of every
OMEGA device.

1.2.1 Description and functionalities

In the followingFigure 2, the architecture of the generic OMEGA deviceapidted. In particular, the specific
required capabilities of a Generic OMEGA device ahdir distribution over different planes (dataug),
control (red) and management (green)) are indicated
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Figure 2: OMEGA Device Functionalities

With reference to th€igure 2, the messages exchanged among the different dumattblocks belonging to the
same OMEGA device (internal messages) are indicatddcontinuous arrows, while the messages exabdng
among different functional blocks belonging to difnt OMEGA devices (external messages) are iratioatth

dotted arrows.

Some of the functionalities in the generic OMEGAVvIZes are only provided through their client mode,

details:

Local Device Management(client), the generic OMEGA device acts only as a client tioe
management. The client is in charge of enforcighad policies received by the server. In particula
energy saving policies can be set through the LDeaice Management Client in order to set the level
energy profile to be used for that device. Enengyiles are defined by the manufacturer of the deyi
different profiles will allow to save or not powénfluencing the operation of the device.

Remote Device Management (clientihe client enforces in the device the policieereed from the
Remote Device Management Server accessed by thenkebperator from the WAN, and forwarded
by the Remote Device Management Proxy locateddrONEGA gateway.

In Figure2 are reported some functionalities as “additiortlanal functionalities”: they are not includedthre
generic OMEGA network functionalities but the gea@MEGA device functional block interacts with theln

particular:
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QoS and frame translationinteracts with the data transfer plane of the gen@MEGA device to
support the transfer of legacy device flows.

WAN Connectivity interacts with the generic OMEGA device data trangflane in order to assure
connectivity with the WAN.

“Signalling agent” and “Specific Legacy Device sigalling agent” interacts with the Inter-MAGn
order toinform the Inter-MAC of a new connection requedtse Inter-MAC is in charge of providing
an adequate end-to-end connection to the flows.

Device discoveryinteracts with other device discovery agents isrp@MEGA devices enabling the
discovery of devices and services at middlewarerldy is an optional functionality, out of the geoof
the OMEGA project.

1.2.2 Interfaces

In the OMEGA network, each OMEGA device has onenore interfaces for connection with other devidése
only mandatory interface for a generic OMEGA de\iEeahe so calledW service interface”, that allows two
OMEGA devices to be connected and exchange datelhas signalling and management related inforomati
In addition, there are other two optional interfateat could be implemented in an OMEGA device:

Interface with the WAN

Interface with legacy devices
In addition, there are other “internal” interfadhat the generic OMEGA device has to support. Tlesefaces
are used for the communication of functional blob&k®nging to the OMEGA device.

Thus, theW/service interfaceallows an OMEGA device to be connected with ano@®EGA device. As
shown in Figure?, the W service interface allows the generic OMEGA dewizeexchange information with
other OMEGA devices (OMEGA peer, OMEGA gateway &adurity Controller, that could also be included in
the OMEGA gateway, depending on manufacturer implaation and integration choices).
In particular, the following information is exchasdy over theW service interface between the following
functional blocks:
“network attachment cliehin the generic OMEGA device andétwork attachment servein the
OMEGA gateway: information used to assign an IPresklto the OMEGA device
“local device management (cliehip the generic OMEGA device andotal device management
(server} in the OMEGA gateway: exchange of local managenpaticies introduced by the network
administrator in accordance with received devidermation, e.g., access restrictions to certaire typ
contents, or to the use of specific device, orlenliase of application type.
“remote device management (cliént) the generic OMEGA device andéeémote device management
(proxy) in the OMEGA gateway: exchange of remote managemelicies and device information.
“Inter-MAC’ in the generic OMEGA device andihter-MAC’ in another OMEGA device: exchange of
information used to perform Inter-MAC functionadisi.
“device discovetyin two peers OMEGA device: exchange of information device supported
services.
“authentication agefitin the generic OMEGA device andatthentication servérin the Security
Controller: exchange information used for the aatication process of the device.
“device integrity ageitin the generic OMEGA device andiévice integrity agentin the Security
Controller”: exchange of information used to penficdlevice integrity test.

“Internal” interfaces include the following interttans between functional blocks in the generic OME@vice
and additional optional functional blocks that @bbk implemented in the OMEGA device :
“Inter-MAC’ and “Signalling Ageritor “Specific Legacy Device Signalling agen®xchange of QoS
information about the flows to be transmitted ia MEGA network;
“Data transfet and “WAN connectivity exchange of data, control and management infaoma
“Data transfet and “QoS and frame translatidnexchange of data flows.
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2 Management of the OMEGA network

2.1 Definitions

Most of the following definitions, used in this e, rely on the OMEGA Deliverable D1.4 "Requirams
Architecture & Topology Report" [2] definitions andn the Home Gateway Initiative (HGI) Technical
Requirements Residential Profile [3] terminology.

Application Service Provider (ASP) : entity whosesimess is to offer communication services or to
provide contents to the final user

Broadband Service Provider (BSP) : entity whosdn®ss is to offer the access infrastructure to the
final user

Operator/Business Support System (OSS/BSS) : ibrapasses the functions required for the
Broadband Service Provider to manage its netwodaioverall way

Remote Management System (RMS): entity embeddingagement functions such as resource and
device inventory, event notification and alarm ngeraent, diagnostics and troubleshooting. The RMS
presents a northbound interface to the OSS/BSS. RM& also includes the Auto Configuration
System (ACS) defined hereafter.

Auto Configuration System (ACS): entity implemeigtiremote management functions such as device
configuration, software updates, device diagnostesiote operations and reboot requests as ddfined
the Broad Band Forum TR-069 Amendment 2 standash known as CPE WAN Management
Protocol (CWMP) [4]. The Home Gateway and the TR-Gabled devices located in the Home
network can be managed on the basis of this prbtoco

Remotely Configurable Equipment (RCE): Equipmentated in the home network and remotely
managed by the RMS: it may be the Home Gatewaynoeguipment located behind the Home
Gateway.

Management client: set of mechanisms (protocok}e@imbedded in a device of the home network and
allowing the management of the device either Igcatl from the Remote Management System. This
management client can be based on the TR-069 sthrinl# also on UPnP, DHCP, SNMP, TFTP, ...

Self Care : management actions achieved by themmeast

Customer Care: management actions achieved byprator for the customer. In frequent cases it will
be more appropriate to talk about self care antbousr care than about management

Multi Dwelling Unit (MDU): apartment in a cabled itding.

Managed device : A managed device is a devicectiramunicates directly or indirectly (via the Home
Gateway) with a RMS of the BSP

Unmanaged device : An unmanaged device is a dévitedoes not communicate directly or indirectly
(via the Home Gateway) with a RMS of the BSP

Role of an Application Layer Gateway (ALG) in thase of NA(P)T traversal : the ALG is an
application (example SIP) specific software funetishich analyses and modifies if necessary the data
exchanged between the applications so that theersal of a network function such as NA(P)T is
transparent for the application. The applicatiarguiring an ALG typically include IP addresses, UDP
or TCP port numbers or media information in thated applicative protocols.

Device discovery and identification of remotely ragad devices: this is a prerequisite phase for the
management procedure. All end devices with a remmaagement client should be discovered and
identified uniquely (and must be in the case whhey are managed). This is achieved by the Home
Gateway.

ARP cache : set of IP/MAC addresses stored in &d@mbedding the ARP protocol
DHCP repository : storage location containing infation about DHCP addresses

Managed Devices Data Base : Data Model (BBF terlo@yg, Management Information Base MIB
(SNMP terminology) or Management Information ModEIGI terminology) collecting the managed
parameters
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Secure Socket Layer/Transport Layer Security (SE8)T Transport Layer Security (formerly Secure
Socket Layer) are cryptographic protocols that ewsecurity for communications at the Transport
layer end-to-end.

2.2 General approach
The capability of management of the OMEGA devicas heen highlighted in the OMEGA Deliverable D6.1
[1] and is reminded in the section 1 of this Delalde D6.3. It covers the two following areas :
Remote management
Local management

As explained in [1] the OMEGA network may coexisthwdevices and networks which do not support titer}
MAC (also known as legacy devices) but may supfmrtinstance UPnP, SIP or simply DHCP, all of them
requiring some management features.

Among the various mechanisms implemented in thdécdsevof the home network, achieving "self care" or
"customer care" functions, some are clearly "mamege oriented”, such as:

The TR-069 standard, also known as CPE WAN Managenkeotocol (CWMP) [4], already
mentioned in section 3.1, and allowing the manageroéthe home gateway and of TR-069 enabled
devices on the basis of transactions with the ACS.

The SNMP (Simple Network Management Protocol) rjar its version v3, the most advanced of the
standard recommended by the IETF for the manageafamtworks elements by network management
stations [5].

The OMA DM (Open Mobile Alliance Device Managemertitased on clients embedded on phones [6].

The JMX (Java Management Extensions) approach, hwhges the Java technology for managing
applications [7]. It can be considered as an aira to the UPnP approach.

The UPnP (Universal Plug & Play) standard [8], balty designed for local management, but
potentially extensible to remote management thaakihe implementation of a proxy located in the
home gateway or of a new framework such as the UPnkce Management, as described in the next
sections.

The LLTD (Link Layer Discovery Protocol) protocohich allows the discovery of the topology of the
home network and lies at the border between laudlramote management [9].

Other approaches or mechanisms are not strictlynagement oriented” but provide nevertheless some
management possibilities, for instance the Openl@pptoach, or the SIP, DHCP or TFTP protocols. fber-
MAC belongs to this category: its possible role fiaanagement purposes will be highlighted at the afrttlis
chapter.

In the following, these mechanisms achieving "sale" or "customer care" functions are referrebyttdhe term
of "client".

The Home Gateway Initiative (HGI) Technical Reqments Residential Profile [3] describes quite &ffit
mechanisms for the remote management of TR-069PU#Pid DHCP-enabled end devices. In this approdch al
the devices embedding a remote management cliemtlcdshbe discovered and uniquely identified for
management purposes. On the basis of transactetmeén the Remote Management Server (RMS) and the
devices, these mechanisms allow to achieve thewolg management functions:

Device management

QoS management

Security management
Configuration management
Dynamic service provisioning
Firmware upgrade management
Performance monitoring

Diagnostics and troubleshooting (alarms/notificagi@and log management)
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No relevant argument shows that the OMEGA devidesulsl not cope with these consolidated methods
applicable to the remote management. They arelgheminded in the two following sections 3.4 and,3
respectively dedicated to TR-069-enabled end deW&MEGA or not OMEGA) and not TR-069-enabled end
devices (OMEGA or not OMEGA). Nevertheless this silo®t exclude the other methods mentioned above,
because each approach has its own assets and dofregplication. A classification of the differeRemote
Management categories of devices is then propasseéction 3.6.

The topic of UPnP Device Management (also knowdRsP" Execution Platform) is addressed in section 3.7,
as an alternative option for the remote managewfemdt TR-069 devices.

It is important to notice that the layer 2 opematiof the OMEGA network is not favourable to the cgen
management of OMEGA devices, such as the extenthatsyould not have the end device capabilitygiréd
D6.1 for the definition of the end device capapjlitEven if the protocol layer stack of the extensde limited to
the layer 2 in the data plane, the possibilithéwe upper layers available in the management ghosgld be
kept open for the future developments of the exdéendllowing their remote management.

On the other hand, the Inter-MAC operation of tHdELA network opens up new prospects from the laca
remote management point of view. Its specific feeguare described and faced to the local management
capability of the UPnP devices (UPnP AV) respetyive sections 3.8 and 3.9.

In the following section 3.3 the frame of the exfpios opens up first by a description of the malgiplication
service provider (or multiple stakeholders) scasmiGonsidered within OMEGA for the remote managdmen
concerns.

2.3 Multiple stakeholders scenarios

2.3.1 Multi Application Service Provider management mode$ in the classical
mono access scenario (one single access line, ongls home gateway)

Different models of this scenario have been anayznethe FP6 MUSE project [10]: MUSE provided end-t
end recommendations for the fixed network, takintp iaccount the constraints of the different segmen
constituted by the core network, the aggregatiawork and the access network up to the residegtisdway.
This project pushed forward a business role mod®ling the part between the Application Service Riev
(ASP), the Broadband Service Provider (BSP), amd Rlesidential Gateway (RGW), also named Remotely
Configurable Equipment (RCE) in the MUSE multi-pidsr context since the project did not cope with plart

of the home network located behind the home gatewhg pictures below, illustrating the different deds
studied in MUSE for the multi-provider scenario, kmaeference to the OMEGA context, where a Remotely
Configurable Equipment (RCE) may be located beltisdHome Gateway.

2.3.1.1Model 1

In that case all ASP have their own ACS and eacl$ Adanages the whole set of RCE. The providers are
completely unaware of each other and perform tbefigurations independently. The highly likelynficts
have to be solved inside the RCE, which is a vagcky situation to manage for responsibility reasomhis
model was not retained by the HGI.

Figure 3: Synoptic for Multi-Application Service Provider management model 1
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2.3.1.2Model 2

In that model each RCE is connected to one and oméy ACS. Each ASP has an independent access to the
different ACS through their North Bound Interfad@$Bl). The conflicts have to be solved inside thES\
which is also a quite tricky situation to manage responsibility reasons. This model was not rediby the

HGI.

Figure 4: Synoptic for Multi-Application Service Provider management model 2

2.3.1.3Model 3

In that model each RCE is again connected to odepaly one ACS. The ASP must first contact the @Ste
BSP hosting the ACS. The conflicts are solved imsite OSS of the BSP, which is an acceptable soefdris
model is the only one which was recommended byHGé

Figure 5: Synoptic for Multi-Application Service Provider management model 3

2.3.2 Multi ASP management models in the multiple accesscenario

That scenario mainly concerns the dense areas viheagsed the concern of the cabling of Multiplevéling
Units (MDU), or apartments, inside the buildingbeTscenario refers to the deployment of FTTx (FTFHTB,
FTTCab) in the cities. In that scenario the fibraynbe mutualised in the access network, but fraerfdbt of the
building one fibre per couple ASP/BSP is drawn apghe MDU, which means that there are as many alptic
connectors interfaces in the customer's apartmenpaential couples ASP/BSP. Therefore the client i
completely free to choose one couple ASP/BSP ansengral possible competitors, and has the podgildli
change operator: this represents a possible apgprfmcthe future, though leading obviously to areiov
investment in terms of infrastructure.

The customer may even subscribe simultaneouslgveral ASP. In that case one home gateway per ASP i
installed in the home: this scenario is tacklethmfollowing section (multi homing scenario).

2.3.3 The multi homing scenario
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In that scenario the client is simultaneously cated to several ASP/BSP and there are several lgatesvays

in the home. These home gateways may be connegtelifferent access networks (xDSL, optical, radio,
satellite,...). That situation is taken into acco(thbugh not recommended) by the RFC 3927, allowiniiple

IP addresses on one physical interface of the esdce concerned by the multiple connections. The
management of such a scenario remains nevertregldescomplex.

From the QoS point of view the OMEGA network iseald manage that situation in a best effort andvaiy,
at the condition that the operators respect thest'Beirrent Practices” in terms of Diffserv-basedQ@uarkings.

In order to simplify the scenario, each home gateméght also address an independent sub netwoitteirtbe
home.

2.4 Remote management of TR-069 end devices (OMEGA opbh
OMEGA) — HGI referenced

In that case the device supports the CPE WAN Mamegé Protocol (CWMP client) based on the TR-069
Amendment 2 framework from the BBF. Annex F alloavs ACS to determine the identity of the HG through
which the device is connected (on the basis ofctirenection between the DHCP server of the HG amd th
DHCP client of the device). Annex G allows an A@Srtitiate a TR-069 session with a device thatgerating
behind a NAT gateway. The NAT traversal by TR-06§uires some appropriate mechanism (such as STUN).
The transactions with the ACS are based on the Hirdicol applied on standard SOAP XML-based fildwe
discovery of the ID information of the device ishaved through the ARP cache of the HG (or throtigh
DHCP repository of the HG if the device include®ECP client) : the related information is uploadecthe
Managed Devices Data Base, also located in theWi@re it can be read by the Remote Management Serve

Connections between the ACS and the end device:

Device -> ACS
0 The first time the device establishes a conne¢tidhe access network
0 After power-up or reset
0 On every Periodicinforminterval or Scheduledinform
0 Whenever the device receives a valid ConnectioruBgidfrom ACS (HTTP Get)
0 Whenever the URL of the ACS changes
0 Whenever a parameter is modified

ACS -> Device

0 The Connection Request notification is an HTTP €@et specific URL designated by the
device.

In its basic architecture elaborated until now, GB/=does not make any assumption on the proces$ititeo
flows inside the HG either in bridge mode or intemimode (refer to [1]). Even if the routed modeofars the
interactivity between services and terminals (thelEBA operation clearly lies in a full-routed gatewa
context), actually both scenarios are possible ftbenremote management point of view : some flovay tme
handled in bridge mode and some in routed moderefére both scenarios considered by the HGI for the
remote management of TR-069-enabled end devicéstiaét HG operating in bridge or routed mode havieeto
taken into account. When the flow is processedridge mode the TR-069 transaction is directly dithbd
between the remote management client of the daridethe RMS ; when the flow is processed in romede

the TR-069 transaction is established through tAEN)T function of the HG.

Security is addressed by the SSL/TLS layer. A Tli€nt and server negotiate a stateful connectiomdigg a
handshaking procedure.

2.5 Remote management of not TR-069 end devices (OMEG# not
OMEGA) — HGI referenced

Some management solutions (such as SNMP or TFEPgr=d-to-end mechanisms between the management
server and the end device. The solutions desciibétis section are hybrid, i.e. they are basedhenTR-069
mechanism between the RMS and the HG and on amatitee component (typically UPnP or DHCP) between
the HG and the end device.
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This section is typically related to the case ofides including UPnP and/or DHCP remote managercianits,
and no TR-069 CWMP client.

In the case of an UPnP remote management cliertraheactions between the RMS and the home dewvice a
achieved through an UPnP RM-Proxy located in the H@& transactions with the ACS are based on th€mHT
protocol applied on standard XML-based files. Theeadvery of the ID information of the device is @sfed by
the UPnP Simple Service Discovery Protocol (SSD#) the transactions between the HG and the degee u
UPnNP control/eventing mechanisms: these transac{ldRnP control and eventing) are also based oR &>
protocol applied on standard XML-based files (sand R-069).

In the case of a DHCP only remote management dientransactions between the RMS and the homeealevi
are achieved through a DHCP server + RM Proxy &atat the HG. The transactions with the ACS aretam
the HTTP protocol applied on standard XML-basedsfilThe discovery of the ID information of the devis
achieved by the DHCP Discovery mechanism. The &etitns between the HG and the device are bas#teon
DHCP options (for instance DHCP option 60, 77, ...).

2.6 Remote Management categories of devices

The devices of the home network may integrate iiffe combinations of the Inter-MAC (OMEGA), CWMP
(TR-069), UPnP, DHCP and SIP functionalities, deatgd as "clients" in this section.

The categories of devices from the point of viewthasdir remote management capability in the homevoet
have been extensively described in the Home Gatémigtive Technical Requirements Residential Fed].
These categories allow to make the difference betwemotely managed and unmanaged end devices :

A managed device is a device that communicatesttiirer indirectly (via the Home Gateway) with a
RMS of the BSP

An unmanaged device is a device that does not coniwame directly or indirectly (via the Home
Gateway) with a RMS of the BSP

The HGI also introduces some difference betweeamately manageable device and an unmanageablesdevic

A manageable device has an active and detectabileteemanagement client, and may or may not
communicate with the RMS of the BSP

An unmanageable device is any other type of deviggically these are user-configured or pre-
configured devices

Additionally in the OMEGA context the device maypgeort the Inter-MAC client or not.

Thus, according to the different possible comboratiof clients supported in the device, we geediit types

of devices which are represented in the followislgieé. The columns represent the various devicestygred the
rows show which remote management client staclkupparted by each device type. For instance the "CU"
device type embeds the CWMP (TR-069) and UPnP ttaeréfore DHCP) clients.

Client/Type| | 9] IC | ICD| ICU| IS| ID C S CU| CD U D z
Inter-MAC X X X X X X X
CWMP X X X X X X
UPnP X X X X
DHCP X X X X X X X X
SIP X X

Table 2: OMEGA types of managed and (manageable) nmnaged devices

The types C, S, CU, CD, U, D, Z are the classaeuices identified by the HGI. Managed end devaresC, S,
CU and CD. Types U and D are manageable but unmednggince they communicate only through a Proxy).
Type Z is unmanageable.

The other types of devices are obtained by addiedriter-MAC client to the other clients.
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Type S devices represent SIP devices. The discaserghieved through a SIP proxy/server. A B2BUAyrha
required if the IMS inter-working with access netiw@s needed.

Type U devices represent UPnP devices. Therefeseititlude a DHCP client by default.

2.7 The UPnP Device Management approach

The topic of UPnP Device Management (also knowklBaP™ Execution Platform) is related to the presence
of a software execution environment in the homevasgt. The UPnP" is a story beginning in the OSGi™
community (2004-2007).

The rationale for this approach is a service pressddemand to install, upgrade and remove cusemmiz
software on the Home Gateway (and by extensiomendbme Devices) without updating the entire firmava

The UPnP Device Management approach can also bsideved as an alternative option for the remote
management of not TR-069 devices. The challeng@gegration with TR-069 for an end-to-end admirgigon
have been presented in [11]. The UPnP Device Maneage lies within the framework of the hybrid
management solutions already described at the hiegirof the section 3.5, based on the TR-069 mashan
between the RMS and the HG and on the UPnP DM capmidetween the HG and the end device.

The approach consists in elaborating some scenafiadministration, then in selecting the data nhoded in
setting on the operation of the UPnP managementefneork of devices. In order to achieve that lashipdhe
UPNP Device Management introduces the concepta®i€ management service, of configuration managemen
service (with different configuration tools), andl software management service (for instance addmge
software component on a device).

UPnP DM can be implemented through the developmiatGeneric Execution Platform Genex for instaoiee
the basis of the following technologies: .NET™ (@@&ssing unit : assembly), Linux Debian (processing :
package), OSGi™ (processing unit : bundle) [12].

2.8 Local management of UPnP end devices (UPnP AV)

This section gives a short overview of the locahagement capability provided by the standard stemgriom
the UPnP AV Working Committee [8], currently avéila in numerous devices of the home networking
landscape. The standard describes the mechanisted far the following actions:

Attribution of an IP address either by DHCP or byaaito-IP procedure

Discovery on the basis of the Simple Service Discpwrotocol (SSDP) over HTTP (multicast or
unicast) over UDP

Description and presentation of device/servicerimfttion by HTTP exchanges of XML files

Control of device/service on the basis of the Sempbject Access Protocol (SOAP) applied to XML
files over HTTP over TCP

Notification of events on the basis of the Gené&na¢nt Notification Architecture (GENA) applied to
XML files over HTTP over TCP

2.9 New opportunities of (local or remote) managemeniof the Inter-
MAC based OMEGA network

This section shows how the everyday operation ef Ititer-MAC can be extended in order to provide the
customer some relevant information for the locahagement of his/her home network, and, if the custo
consents to such an approach, to achieve additjos@ine remote management based on the uploaditigein
operator network of information gathered locally.

The path selection engine of the Inter-MAC requirgsrmation about the neighbourhood of each OMEGA
device. Also the handover engine requires inforomaéibout parameter or metric changes in orderdpare set-
up and tear-down of links.
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That kind of information is available in the Manaynt Information Base (MIB) implemented in the
monitoring engine of each OMEGA device. Additiogathe monitoring engine gathers information frore th
Inter-MAC adapters about link metrics and measurdratatistics in order to keep track of the cur@MEGA
links status.

The management capability of the monitoring endiae been clearly identified in the OMEGA Deliveexbl
[13] and [14]: indeed the monitoring engine (whistpart of every OMEGA device) collects informatiabout
the configuration (discovery of neighbours), pemiance (measurement statistics on the links) andt fau
(detection of degradation of the link quality).

Nevertheless in the standard operation of the IM&€C this information is sparse among the differ@MEGA
devices and provides only some local view at thell®of each device. In order to obtain a reallyickht
management tool, the OMEGA system should allowpioad in a specific entity called tteMEGA Manager'
a selection of the most relevant information prawidan overall view of the OMEGA network. The infagtion
addressed in this entity might be (not exhaustatg |

The topology of the OMEGA network (devices and $itdetween them)
The current links quality
The links quality evolution
The active links (carrying some traffic)
The "powered on" links with no traffic
The "powered down" links
The OMEGA Manager could also support other tasks:
- The display of some specific information: home audtion, health ...

- The security control : indeed the studies achiew#tlin OMEGA on the security architecture have
highlighted the role of a Security Controller inet©@MEGA network, embedding the functions of
Authentication Server and a Device Integrity Agérdfer to Deliverable D6.2, July 2009). This
Security Controller could also be implemented im @MEGA Manager

- The control of specific flows, for instance thevil established between 2 UPnP devices, or between 2
SIP devices : indeed, in order to take into accdlthigh diversity of end devices (OMEGA, legacy,
UPNP, SIP, combination of these different kinds, which rely on a number of technologies, the
knowledge of the reachable kind of devices andedlaervices should very likely be centralizednn a
entity such as the OMEGA Manager

The OMEGA Manager might therefore become the adumhan machine interface, accessible either by a
'touch-screen’ (haptic) approach or through a remontrol device. This is the big picture for theufe home
network.

The three following sections illustrate the addetlse of the Inter-MAC operation in terms of managein
successively from the point of view of the topolodjgcovery, of the performance measurement, anthef
Operations & Maintenance procedures. A similar apph might be extended to the management of sawvimgs
power consumption: any newly managed functionglisg requires a new specific metrics.

2.9.1 Topology Discovery

Among other purposes, the OMEGA network allows gtalklish a communication between two or several end
devices that can communicate only through interatediodes.

The end devices are associated to services antifiei@iy an IP address: the related Inter-MAC &ddris first
obtained by execution of an ARP protocol.

Once we have reached that stage, the routing téileaning layer 2 Inter-MAC routing), embeddedhia path
selection engine, can be updated regularly in agihee way, or elaborated on demand, only whenuteres
needed, according to a reactive approach. Thisrlapproach presents the obvious advantages tal awoi
maintain routes even when no communication is neé¢dhich leads to over dimensioned routing tablashe
more flexible in situations of dynamic network rafiguration and to suit better to scalability diffities related

to large networks (in order to give an estimatitre number of OMEGA nodes might be about 100 units)
Nevertheless the proactive approach has also its adwantages: a lower set up latency, a reduceld pat
discovery packet flooding, therefore an increaséfitiency if the home network is medium sized. The
compromise between these two approaches remaigfirie.
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For instance in the reactive approach, when a rotliees to communicate with a node B, the operati@guires
the broadcast of a Route Request (RREQ) messagetfr® node A towards its neighbours until it reesia
positive Route Reply (RREP) from the node B. Duttingt process, the node A (and each node of the GME
network involved in a process of communication)sgadt only the knowledge of its immediate neighlscamd
of the different technology linksexisting with these neighbours (since the Reqaest Reply messages are
broadcast on the different links), but also gefsrimation about the hop count and sequence nund®ecning
the more distant nodes (including the destinatioe).

The overall set of this information is stored i tmonitoring engine of the OMEGA device and is usgdhe
path selection (together with other information fiestance relative to the Quality of Service regoients) to
find the optimum end to end path from source tdidason.

The interesting point for management purposesasttiese data, elaborated only on the basis dhteeMAC
operation, provide the full information about tlpaology of the OMEGA network, and this without theed of
any other mechanism.

All this information is readable by the system thigh an appropriate API which will facilitate thaisfer of the
useful part of it to the 'OMEGA Manager' for load well as remote management operations (locatéiaein
management plane). The related remote managemerdtimms may be achieved afterwards on the bagiseof
TR-069 protocol applied between the RMS and the GMBJanager.

It may be noticed that this topology discovery niiglso be achieved by a discovery protocol suchldaD
already mentioned in the introduction of this cleapNevertheless the use of this protocol wouldiireqgsome
adaptations in order to match the OMEGA mesh nétwpecificities.

2.9.2 Measurement of performance and available bandwidth

Actually the monitoring engine does not only calledformation relative to the topology of the netkoThe
monitoring engine is also assumed to be able ggéri the transmission of measurement packets/drabees,
handled by the forwarding engine, towards the HM&C adapters of the OMEGA technologies embedded in
the OMEGA device. In return the Inter-MAC adapte¥sover some measurement statistics on the qurlitye

link which are then stored in the Management Infation Base of the device. The type of measurement
statistics has to be defined for each technologarsgely. The purpose is to take advantage offdstre of
OMEGA in order to build an in-home available bandithi estimation mechanism applicable to a multi
technologies home network. The structure of therimation stored in the MIB of the OMEGA device is
specified by a common semantic language whichfisel® in the OMEGA Deliverable D5.1 [15].

In the specific case of IEEE 802.11 the useful imfation can be directly extracted from the MAC aidY
layers insofar as this information is made avaédh} the standard (refer for instance to IEEE 8022008) .

In the same way as for the topology informatiohttad information about the available bandwidth tagmed in
the MIB of the different OMEGA devices is readalg the system. Of course this information about the
available bandwidth of a given link is eminentlybgct to fluctuations: it does not only depend tie t
interference with disrupters, but also on the ctteréstics of the traffic already present on thkliThe useful
part of this information can be uploaded to the BEXBA Manager' for local or remote Operations &
Maintenance actions, described in the next section.

2.9.3 Operations & Maintenance function

The aim of this function is to get an overview bé ttraffic in order to be able to take externaljally human-
directed, actions, such as supervision, fault dietecdiagnosis, fault handling and troubleshoating

Here again the presence of a specific "OMEGA Mariagigpears necessary to manage (locally or remjotiedy
long-term decisions related to these Operationsamn&nance actions.

The type of information collected for that purpdsethe OMEGA Manager is typically:
The state of connections (end-to-end services)
The active intermediate nodes (forwarding somédit)af
The active links between intermediate nodes (fodivay some traffic)
The quality of connections

The detection of some connection breakdown

! According to the terminology used in the OMEGA Deliverable D6.1, several links using different technologies may exist
between 2 neighbouring OMEGA nodes
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And, in the purpose of power saving:
"powered on" nodes with and without traffic
"powered on" links with and without traffic

The collection of these data by the OMEGA Manadlwa the (local or remote) supervision of the home
network. The other "Operations & Maintenance" awtio(fault detection, diagnosis, fault handling and
troubleshooting) may be achieved on the basis ef TR-069 protocol applied between the RMS and the
OMEGA Manager.
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3 Interfacing with upper layers

This chapter aims to show how Omega network shimiéatface upper layers for the establishment of flews
with QOS requirements.

In particular, the case in which the connectiomgés orchestrated using UPnP-QoS and SIP is reghamtthe
following. Of course this work does not intend ®dxhaustive, as several other middleware or agtjgit layer
solutions could be used. Anyway, UPnP-QoS has kettted as the most used standard in home networks
while SIP is one of the most important emergingiqols capable also to provide continuity with N@btess
and core networks.

3.1 UPnP as middleware layers

In modern home network environments, a wide vargdtylevices have the capabilities to interact vettch
other. A solution for device interfacing is propddsy the UPnP (Universal Plug and Play) ForumT8le UPnP
Forum was established by 14 major PC and CE matwiéas in 1999. Founding members include Microsoft,
Intel, HP, Sony, Canon and Panasonic, and todagstmore than 800 member companies from indusises
diverse as personal computers, consumer electraalesom, home automation, security, printing,tpgoaphy,
and building controls. The mission of the Forumsisple: interoperability between devices using sidu
standards. To that end, the Forum selected TCR/ltReabasis for all network connectivity. AddedTitGP/IP
were Web standards such as HTTP, HTML, XML, and 8Qkat provided the framework for device discovery,
device and services description, control, and prtasen.

With the help of the UPnP standard, new devicesbeaquickly detected, services can be used andeedre
capable to start a direct communication. In ordesupport a large spectrum of applications andicesvin the
domestic environment, especially high bandwidthewidstreaming and interactive video conferences, a
mechanism of regulating and managing the simultamezxecution of all running traffic streams hasrbee
needed to be designed. With respect to this cldifmP Forum formulated a set of specifications [b@ked on
UPNP standard, allowing the management and esfyeitial setup of the requested traffic streams wigho be
deployed in the home network. UPnP-QoS starts fteenbasic assumption that a typical UPnP network is
heterogeneous in its admission mechanisms, in tefnmetwork resources and device resources: itefber
provides a standard set of functionalities whichsamt to abstract from each technology dependentsatbn
mechanism.

Hereafter it is shown how the Omega network, angadrticular the Inter-MAC layer, can interface withe
UPnP-QoS middleware framework for the establishnoést new connection with associated QoS requirésnen
in the Omega network.

3.1.1 UPnP Framework

Universal Plug and Play (UPnP) is a set of netwarkirotocols with the goals of allowing devicesctmnect
seamlessly and to simplify the implementation ofwaeks in the home (data sharing, communicatioms, a
entertainment) and in corporate environments fonpfied installation of computer components. UPnP
achieves this by defining and publishing UPnP deviontrol protocols built upon open, Internet-based
communication standards. UPnP devices are consideyelug-and-play devices because, when connéeated
the network, they automatically announce their oekwaddress and supported device and services,types
enabling clients that recognize those types to idiately begin using the device.

The UPnP architecture offers pervasive peer-to-pesrork connectivity of PCs of all form factoratelligent
appliances, and wireless devices. The UPnP artliiteds a distributed, open networking architectthvat
leverages TCP/IP and the Web to enable seamlesamity networking in addition to control and datansfer
among networked devices in the home, office, amahyavhere in between.

The main benefits of the UPnP technology consistitén media and device independence, its platform
independence, its service extensibility, and inftwd that it is built upon robust and well knowrtdrnet-based
protocols, using TCP, UDP, and SOAP messages overPH UPnP technology targets home networks,
proximity networks and networks in small businessed commercial buildings. It enables data commaiito
between any two devices under the command of amgralodevice on the network. UPnP technology is
independent of any particular operating systemggamming language, or network technology. Fromehe
user point of view, the UPnP architecture offereen-configuration and automatic discovery, whiokams that

an UPnP device can dynamically join a network, ibtan IP address, announce its name, convey its
capabilities, learn about the presence and capiabilbf other devices and leave the network smgatlithout
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leaving any unwanted state information. DHCP andSDéérvers are optional and are used only if they ar
available on the network.

Two types of devices are defined by the UPnP achite: controlled devices (or simply “deviceshdacontrol
points. A controlled device acts as a server, nedjpg to requests from control points. Both conpoints and
controlled devices can be implemented on a wideetyarof platforms including personal computers and
embedded systems. Multiple devices, control poimtdyoth may be operational on the same networlp@ntl
simultaneously. The Figure 6 illustrates a badieraction between UPnP-enabled devices:

Figure 6: UPnP devices, control points and services

The UPnP offers six main features ruling the basgieractions between UPnP devices and control paitiich
are summarized in [8] as follows:

0. Addressing When a device joins the home network, it obta@inmique network address. The Addressing
is based on IPv4 and IPv6.

1. Discovery. When a device joins the network, it advertisssparticipation (advertisement). The device
multicasts specific device unique identifier (uit)pes of the device and services to devices irhtirae
network. A device can be discovered by control fmiand learn about the device's capabilities by
retrieving a device description. A control poinfjce added to the network, may search for particular
devices or services (search). A search may befmmbi terms of a specific device uid, a particidarvice
type, or a particular device type. Discovery messagye sent to devices through an IP multicasesénv
the home network. The discovery phase uses Simgteice Discovery Protocol (SSDP - a multicast
discovery and search mechanism that uses a muftiagant of HTTP over UDP).

2. Description: For a control point to learn more about the dewand its capabilities or to interact with a
device, the device summarizes its services andbd#jgs and sends them in a description to thetrobn
point. The device description includes a list ofi@ts the service responds to and a list of vaemlbhat
model the state of the services. Descriptions sgsgmted in XML and carried through HTTP.

3. Control: Given knowledge of a device and its services,dietrol point can ask these services to invoke
actions. Controlling is performed through SOAP ragss.

4. Eventing: The device can send an event to control poinsnwialues of state variables in a device change.
A device may subscribe to receive event notifigatiBventing is ensured thanks to the UPnP General
Event Notification Architecture (GENA).

5. Presentation A device should provide an HTML based adminisimtinterface that allows a user to
directly control the device and view the devicdisgta

More details about the UPnP architecture can bedau [8].

3.1.2 UPnP-QoS Architecture

The UPnP-QoS framework is designed to be a stargpadification for QoS setup of traffic streamshiig to
be executed in single IP subnets. The UPnP-QoSfiga¢ion also supports QoS management on the LAN f
traffic streams originating from or terminating @ WAN. This section wishes to illustrate the UPn®SQ
specification, showing the relationships of vari@magmponents forming the whole architecture. Funddaty,
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UPNnP-QoS manages the QoS for a traffic streanflthat between a source and a sink device. A tratiieam

is viewed as a uni-directional flow from a sour@wide to a sink device, possibly passing througérmediate
devices. UPnP-QoS Specification is defined over asels UPnP elements, as devices, services ancblcontr
points. In particular, UPnP-QoS architecture:3 [$pEcification defines a set of services and cpmedent
actions building the whole UPnP-QoS environment:

QosManager:3 this UPnP service defines a set of actions f@oatrol Point to setup, release, and
update the Quality of Service for a requesteditraffream. In a network with admission control, the
role of the QosManager:3 is to admit a traffic @tmeto the network on the basis of the traffic strsa
requirements from the traffic specification. Itdrdacts with all network elements by means of the
UPNP-QoS services deployed on them.

QosPolicyHolder:3 this UPnPservice is a repository of QoS policies for the UR@@work. The main
function of this service in a prioritized network to judiciously allocate the use of traffic importe
numbers (mapped into priority indexes) by trafftteams so that traffic importance levels are not
overused.

QosDevice:3 this UPnPservice is implemented in a source, sink or intetiate network device. A
QosDevice:3 Service is responsible for managingedkeurces in the device.

UPNP-QoS supports three types of Q&8oritized, Parameterizedand Hybrid QoS. Prioritized QoS means
end-to-end prioritized QoS. UPnP-QoS considerdférént Quality of Service classes (0-7), from Befort to
High Priority classes (e.g. Audio and Video conferee and Control packets). Parameterized QoS rexjthest
network resources are reserved for a traffic streadito-end. If there is a non-parameterized QaBni@ogy
on the path, then it is not possible to setup petarized QoS end-to-end on the entire path. HyQb
addresses this issue, reserving resources in texgjies that support parameterized QoS and estaiish
prioritized QoS on the other technologies.

Figure 7: UPnP QoS Architecture Overview

Figure 7 illustrates an example of scenario whigplans a basic dialogue among the UPnP-QoS estilibe
Control Point application is assumed to have thewtadge of source, sink and content characteristicse
streamed, along with the content’s Traffic Speaificn. The steps to be executed described in thediare the
following:

1. the Control Point constructs a Traffic Descriptvusture and requests a QosManager:3 Service on the
UPNP network to setup QoS for a traffic stream;

2. the QosManager:3 Service (acting as a UPnP coptriok) requests the QosPolicyHolder:3 Service to
provide;

appropriate policy for the traffic stream descrilbgthe Traffic Descriptor structure;

based on this policy, the QoS Manager configuresQbsDevice:3 Service(s) for establishing the QoS
for the new traffic stream.
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When the QoS setup request fails due to the lacksufurces, the possibility to free resources rsaeggo allow
the new traffic stream to reserve them is contetaglarhe process of taking resources from exisdicignitted
traffic streams is calledreemption In case of preemption enabled, the setup prasdssger than the simple
case, because a second attempt of reserving resococld be performed. In fact, the preemption raeism
contemplates three steps: the first step is torehte which flow must be dropped, the second stepoi
communicate to the involved devices the releasth@fresources previously admitted, and the fingh $6 to
establish the QoS of the flow, by executing aghenrequest process.

The actions offered by the QoSManager:3 servicé¢twhuild the basis of the whole UPnP QoS managémen
are the following:

RequestTrafficQgs a Control Point invokes this action for setting QoS for a particular traffic
stream, which could request prioritized, paramegetior hybrid QoS. The QoS information about the
stream are contained in the Traffic Descriptor pdsss argument to the QosManager:3 service. In case
of preemption enabled, a variant of this actiothesRequestExtendedTrafficQds

UpdateTrafficQo§: a Control Point invokes this action if it neettschange the QoS requirements
associated with a particular traffic stream. TheSQoformation to be updated about the stream are
contained in the Traffic Descriptor passed as ampinto the QosManager:3 service. In case of
preemption enabled, a variant of this action isUpdateExtendedTrafficQ@s

ReleaseTrafficQdk a Control Point invokes this action for relewgithe Quality of Service for a
particular traffic stream. Only a flow identifiess irequested to be passed as argument to the
QosManager:3 service.

Finally, the UPnP-QoS specification does not cagrsidulticast or broadcast multi-media communicatiend
related QoS setup: UPnP-QoS version 3 is ablettg smly unicast flows. Multicast and broadcastipetan be
simulated by admitting each flow composing the renthultiple communication at a time: unfortunatée
great waste of resources would be very evidensfoh case setup would not take into account théiaast tree
and the shared technologies with the consequentipteulreservations of the same content in the same
technological link). However, being UPnP-QoS anrogtandard, it will be easily modified, enhanced an
integrated in the future, also by including mulstand broadcast efficient QoS management.

3.1.3 UPnP-QoS — Omega Mapping Architecture Model

The adoption of a standard for the QoS setup ofrdféic streams is always a desirable good salubiecause
increases interoperability among devices by me&ng)@ transparent connectivity inside the digtame, (ii)
an unified approach for device discovery and camfition and control and (iii) compatible Quality $érvice
mechanisms. In advance, this approach delegatetogilial level protocol effort to UPnP-QoS but the
technology-specific admission logic is performeditigr-MAC layer. This allows a total separatioriveeen the
two QoS logical participants, the first one is haoge of executing the standard protocol by comoatimg with
the network entities, the second one has a low-le& of the network, deciding whether a singlehieology
may or may not admit the requested traffic.
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Figure 8: UPnP over Inter-MAC - Protocol Stack

Figure 8 shows the protocol stack complete of UBN® Inter-MAC layering sub-stacks. As describedthsy
figure, the UPnP-QoS and Inter-MAC solutions arstld in two different layers, allowing interopetapiand
deep separation of roles. The two frameworks ameptementary thanks to their substantial differemtsions:
the UPnP-QoS layer should perform the discoveryhefdevices in the network and should coordinagér th
collaboration activities in a standard way, allogvBimple interoperation among entities, also byawotsidering
the underlying stack levels. The most importaniésthat UPnP-QoS is in charge of addressing isdwige, in
a standard way, to the Inter-MAC layer the traffitormation describing the flow (involved nodes anetated
traffic specifications). The Inter-MAC layer, inath is in charge of managing and composing all the
technological resources in order to guarantee ¢nfopnance level requested by the network usensdgns of
the UPnP-QoS signalling features. The Inter-MACutiause such signalling information gathered frdm t
UPNP framework for establishing and correctly hangdthe flows and their related Quality of Servi@n the
other hand, the UPnP Framework uses the informatomng from the Inter-MAC layer to have a globadien
of the network, in terms of connectivity and resmgr state, in a high-level point of view. There rmog in fact,
any overlapping or duplication of functionalitiegtiveen the two layers, thanks to their independenk
separation of roles.

Each Level 2 technology which is under a single iadion mechanism is called in the UPnP-QoS spetifin

as QoS Segment (e.g. a single Ethernet LAN or glesiWi-Fi network). Each Qos Segment has an assutia
device interface (e.g. ethO or wlan0) and is urligidgentified with a QoS Segment ID in the home iemwment.
Because of the technology transparency due to tesepce of the Inter-MAC layer, the Omega home
environment is viewed at network and upper laysra anique Level 2 LAN in which each node is sirigbg
connected to every other node: therefore a singl8 Qegment must be considered at UPnP-QoS level. Th
Inter-MAC layer generates a unique QoS Segmentd@ntifying the whole heterogeneous network, ang an
single interface for each device is exposed: therdMAC interface. Since the Omega network is coeid as

an Admission-based network, it represents an Adamssnabled segment, therefore it applies Parameter
requests. The TSpec parameters provided by the {Jfx8 framework are mapped into the 6 Omega QoS
classes, basing on the QoS requirements they ndezlgatisfied (as explained in Omega deliverabi¢)|

Referring to Figure 14 of [8], three functional rlkents are defined in the Omega Network: the Omegiav@y,

a set of Omega Devices and a (sometimes empty)fdetgacy Devices. However, two typologies of Legac

devices must be considered, depending of theirkiliiess: (i) Omega-disabled but UPnP-QoS-enabigdl,

totally unaware of QoS management capabilitieghis latter case, Legacy Devices are able to manadber
-messages nor UPnP-QoS messages.

In this respect, the following figure shows an epéof which UPnP-QoS services should be mappeeach
device in the Omega network, distinguishing the tases of legacy devices:
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Figure 9: UPnP QoS mapping on OMEGA Architecture Réerence Model

Each Omega Device in the network (including Omegte®ay) should host a QosDevice:3 Service, whidh is
charge of managing the Quality of Service of tHatesl device and the network resources connectéd\Wth
respect to a legacy device, it will be usually ceeted to the Omega network: therefore one or mone@mega
networks (other distinct QoS Segments) could begirein the home environment. Depending on its URnB
capabilities, the associated non-Omega segmentwilinanaged by itself (if the legacy device is U)UdS-
aware) or by the Omega Device with legacy adagtingtionalities and UPnP-QoS capabilities connetbeitl
This distinction does not alter the effective bebar of UPnP-QoS framework: the non-Omega segment i
managed by two different entities depending on ¢hpabilities of the Legacy Device. Finally, the Qyae
Gateway should host, besides a QosDevice:3 Seraise,a QosManager:3 Service and a QosPolicyH@der:
Service. Therefore the Omega Gateway should beidemesl as the centralized coordinator of the Qualft
Service of the whole Omega network. In the futuiston of the Omega project, in which no legacy segts are
present in the network, being the Omega networkcharge of managing the users’ policies, the
QosPolicyHolder:3 service is totally useless, lagvsuch role to the Omega network (simplificatidntioe
UPNnP-QoS architecture). Instead, in case of presehtegacy devices and segments, such servicgefsilufor
the legacy QoS policies holding and managemenétbrey must be considered as available in the n&twor

With respect to preemption capabilities, it is imrtpat to remark that the Inter-MAC layer shouldibeharge of
autonomously deciding whether one or more tratiieaans have to be dropped. This fact could happease
of lack of resources. Therefore the UPnP-QoS préemgapabilities should not totally be used, resey this
functionality to the Inter-MAC layer. In this resgein the following paragraphs only the three URp®S
standard procedures are described, in particutarsfag on Inter-MAC assigned tasks.

In addition to the simplification in the architemuthat the Omega network could bring (QosPolicgdal3
simplification discussed above), it is very impottao highlight that the Inter-MAC layer introducesveral
simplifications in the UPnP-QoS sequence of adtisitcomposing the execution flow of the QoS setup
framework. Such simplifications are essentiallydshen the convergence capabilities of the Inter-MAger.

By exposing to the upper layer a unique Level-Zhtetogy (masking the presence of several underlying
technologies), the task of UPnP-QoS is highly redudeing the main activity of UPnP-QoS the setiQ@S

in bridged heterogeneous networks forming a unlgusub-network, the sequence of activities in absari the
Inter-MAC convergence layer is complex, in ordergiarantee a global respect of end to end requireme
(such procedure is deeply analyzed in the followpagagraphs, either considering Inter-MAC preserceot).
The complexity consists of:

Determination of the heterogeneous path from thecsonode to the destination node of the flow.
Application of the end-to-end requirements in atjments of the source-destination paths.

Division of end-to-end metrics in segment-speadifietrics (e.g. dividing end to end maximum delay in
segment-specific maximum delay in order to be &pbin all segments composing the paths).

Management of the QoS setup in all the segmeradransactional way.
The simplification is evident, especially in terofscomplexity and response time of the QoS setopguiure.

Another important simplification introduced by ther-MAC layer consists in the fact that only #ved devices
require being aware of the UPnP-QoS framework (Ben@osing the services described in paragrapR)3.1.
Without Inter-MAC layer, each segment that wouldnienaged by the UPnP-QoS protocol requires tHatat

one device connected to it must be equipped withUWPnP-QoS framework (e.g. in case of a sequence of
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bridges connecting the source to the destinatioth@fflow, for each intermediate segment at least loridge
must be UPnP-QoS aware). Actually, common homegbsgdre not equipped by the UPnP-QoS protocoltand i
installation could not be feasible in several ca¥éish Inter-MAC layer, this deployment will be noecessary,
because the segment is unique and managed by tdreMAC layer (only source and/or destination regui
UPNP-QoS framework).

3.1.4 UPnP-QoS — Request Traffic QoS Procedure

The UPnP-QoS approach to the setup procedure off@Qo&specific traffic flow is strictly centralideand the
centralized engine is represented by the QosMartagervice. Th&QM:RequestTrafficQd} action offered by
the QosManager:3 Service is in charge of intergatiith the network devices in order to establiftoe with a
specified guaranteed Quality of Service. A sequeicactions has to be invoked to several UPnP-Quifies

in order to establish the Quality of Service of tflew: these actions involve two kinds of services:
QosPolicyHolder:3 and QosDevice:3. The first (opdb) interaction aims at obtaining from the Politgider of
the network, the policy associated to the admitfilogv (in terms of importance for the user). Themsd
interaction aims at contacting the devices in th&r@e-destination path (through their UPnP-QoS)taridvoke
on them an action which triggers the reservationthe prioritization of resources. A source-dedtora path
usually involves more than one segment, and then mapability of UPnP-QoS is to guarantee the Qo& ov
heterogeneous level-2 networks forming a uniquedfork.

The following UML Sequence Diagram shows the margiabove interactions to be accomplished in cimer
correctly establish a new flow:
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Figure 10: Request Traffic QoS Procedure — UML Segence Diagram

The Control Point of the network (intended as thimal entity in charge of starting the setup Gighalling
process, situated in a device wishing to execute agplication over the network) invokes the
QM:RequestTrafficQd} action exposed by the QosManager:3, providingraficDescriptorargument. Such
argument describes the flow in terms of involvedwoek nodes and traffic characteristics (TSpec and/
TrafficilmportanceNumber). Afterwards, the QosMana®econtacts the QosPolicyHolder:3 in order to
determine the traffic policy for the flow, speciieby a network user, basing on the TrafficDescripto
information.

Once QosManager:3 has obtained the traffic poliégrmation, the dialogue will be concentrated dméween
the QosManager:3 and all the QosDevice:3 servicesept in the network.

The first step is to contact all the QosDeviceises and gather all information needed to deteenthe path
source-destinatiorQD:GetPathInformatiof) action).
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The second step is to gather the current stataaf device by invoking th@D:GetExtendedQosStdjeaction.
The obtained information could be used to analyeedapabilities of the device and of the relatednected
networks.

The QosManager:3, once determined the source-déstinpath, sent to each device in the path a eoapl
Boolean values indicating whether a single devicgreceded and whether is followed by other nodete
same segment. These values univocally specify wiléstice is in charge of reserving the resourceciatsal to
the QoS segment of interest (and effectively irdtng with the layer-2 technology representing segment):
the leader of the QoS segment.

Finally the QosManager:3 invokes t@®:AdmitTrafficQo¢) on each QosDevice:3 in the path (providing QoS
segment leadership information). If all deviceslyepith a positive response, then the flow is ssstelly
admitted in the network (in Prioritized, Parameted or Hybrid mode) and will start to be executed.

3.1.5 UPnP-QoS — Request Traffic QoS Procedure in OMEGA

As expressed in paragraph 3.1.3, the QosManagenac8 should be hosted in the Omega Gateway, libang
overall centralized coordinator of the Omega nekwdrhe following figure illustrates an UML Sequence
Diagram describing the interactions among the iestinvolved in setup procedure, either at Omewgeller at
UPNP-QoS level.

= |
| |
| |
| |

Figure 11: Request Traffic QoS Procedure — UML Segence Diagram

The first interaction with the QosPolicyHolder:3nist essential in case of Parameterized QoS requbith is
the case of the Omega network. Being the Omegaonktin charge of containing the policies of thergsat
Inter-MAC layer management plane, this interactionld be bypassed. However, such interaction isitamed
in case of legacy devices and segments. This factuges a first simplification of the UPnP-QoS satpe of
activities.

The second interaction between QosManager:3 an@tsDevice:3 services available in the network a@ins
determining the path from the source node to tistimkgion node of the flow: it is important to remkahat there
isn't any kind of overlapping between path deteation of UPnP-QoS level and the Path Selectionrengf

the Inter-MAC layer. The effective Path Selectioreothe heterogeneous networks belonging to thegame
network is performed by the Inter-MAC layer, whilee path determination at UPnP-QoS layer, in cdse o
Omega network, is not a concrete path selectiofadt) being each couple of nodes within the Omegfavork
directly connected (single-hop connection), thehpiat simply composed by source and destination siode
without any intermediate nodes (the path is ob\ioo®re complex in case of Legacy Devices and eelaion-
Omega networks, which will be considered as difiergegments than the Omega segment). Such separatio
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produces a second simplification in the UPnP-Qafusece of activities. However, in case of legacyicks
and segments, the path determination is a fundanh&gk and cannot be omitted (the UPnP-QoS stendar

framework is applied on the

legacy segments).

The third interaction aims at obtaining from thevzides connected to one or more segments, informatimut
the device, the state of the segments and its dajesbrelated to the admitting flow (essentiaityprovides to
the QosManager:3 service the potentiality of thgnsent in relation to the flow, the available bandtj the
maximum delay and jitter that could be admittedtfa flow in the segment — e.g. useful to decompiosesnd
to end metrics as delay or jitter in segment speptérameters). Such interaction loses a greatgbéid meaning
in case of absence of legacy devices (future visibthe Omega project) but it is mandatory for poot
execution purposes and it is useful for the managemf legacy segments.

As mentioned above, only one node, in each segnmemst invoke the admission procedure: this fact als
happens in the Omega segment. Since in the Omeagaese the source is assumed to be responsible of
initiating the admission procedure at Inter-MACdgwnly the QosDevice:3 which receives a couplBadlean
values describing that no devices follow it in ffeh will start the Inter-MAC level admission prdeee. This
procedure avoids multiple admission requests (iedokither from source or destination node) reggrdie

same QoS request.

In the Omega network

case, where the requested Qofsists in a Parameterized QoS,

the

QD:AdmitTrafficQo$) invoked on source and destination network devioé the admitting flow contains,
among its arguments, source and destination infiomand a set of TSpec parameters which detailethe of

QoS associated to the flow.

Name

RequestedQosType

Such parameters [Blisted in the following table:

Description

Type of QoS requested by the floRarameterizedn the Omega segment.

DataRate

[RFC 2212] where it is callebucket rate

MinServiceRate

Lowest data rate, in octets per second, requirettdasport of the packets
belonging to the traffic stream.

MaxBurstSize

[RFC 2212] where it is callelducket depth

PeakDataRate [RFC 2212] where it is callepeak rate
ReservedServiceRate [RFC 2212] where it is calleRspec rate term
TimeUnit Smallest time interval, in units of microseconaswhich the behavior of the

traffic source is characterized in these TSpecrpaters.

MaxPacketSize

[RFC 2212] where it is calleshaximum datagram size

E2EMaxDelayHigh Upper bound of the End-to-End Delay of individuatkets belonging to the
traffic stream.

E2EMaxDelayLow Lower bound of the maximum End-to-End Delay: padeadtys smaller than
E2EMaxDelayLowvare not necessary.

E2EMaxJitter Upper bound of the End-to-End Jitter.

QosSegmentMaxDelayHighUpper bound of the maximum of QoS Segment Delapdifidual packets

belonging to the traffic stream. In case of singtelerlying segment (e.g.
Omega segment without legacy devic€®sSegmentMaxDelayHighequal
to E2EMaxDelayHigh.

QosSegmentMaxDelayLoy

v Informative lower bound for the maximum of QoS SegtDelay. In case 0
single underlying segment (e.g. Omega segment uilithegacy devices)
QosSegmentMaxDelaylL asiequal toE2EMaxDelayLow.

=2

QosSegmentMaxJitter

The QosSegmentMaxJittgrarameter is the upper bound of the QoS Segment

Jitter. In case of single underlying segment (€©gnega segment withoy
legacy devices)QosSegmentMaxJittés equal toE2EMaxJitter.

t

MaxServicelnterval

Maximum interval, in units of microseconds, betwethe start of two
successive contiguous transmissions of one or hopackets belonging to th
traffic stream.

D

MinServicelnterval

Minimum interval, in units of microseconds, betweé&me start of two

successive contiguous transmissions of one or fopackets belonging to th

¢}
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traffic stream.

LossSensitivity [RFC 1363], value specifying whether the streaseissitive to packet loss.

ServiceType Type of service to be appliedGtuaranteed Quality of Servic§RFC 2212] or
“Controlled-load service[RFC 2211].

Table 3: UPnP QoS — TSpec Parameters

A subset of the above-listed parameters which shbalof interest for the QoS resource managemepbpas
of the Inter-MAC layer is forwarded to it by meaothe I-MAC:AdmitTrafficQo$) function exposed by the
CI_NEL_QOSnterface, defined in [13]:

Name Description
DataRate [RFC 2212] where it is callebucket rate

Lowest data rate, in octets per second, requirettdasport of the packets

MinServiceRate belonging to the traffic stream.

PeakDataRate [RFC 2212] where it is callepeak rate

E2EMaxDelayHigh Upper bound of the End-to-End Delay of individuatkets belonging to the
traffic stream.

E2EMaxJitter Upper bound of the End-to-End Jitter.

LossSensitivity [RFC 1363], value specifying whether the streaseissitive to packet loss.

Table 4: UPnP-QoS — Reduced TSpec Parameters

Thel-MAC:AdmitTrafficQo$) function uses TSpec information in order to gtpe advanced network resource
management procedures such as path selection amdsémh control policies at Omega level. HowevePnB-

QoS level TSpec parameters reported in the redtatd#d are not directly applied in the resource rgensent
procedures at the Inter-MAC level, but rather a piag between TSpec parameters and Omega QoS classes
[17] is needed: such mapping is performed by th& @tapper module, inside the Inter-MAC layer, asrosf

in [13].

Moreover, jointly with the reduced set of TSpecamaeters listed in Table 4, an opportune value ifjémg the

traffic flow must be forwarded t€1_NEL_QOSnter-MAC interface. It uniquely represents thevflat UPnP-
QoS level and, by means of a mapping between leigdl identifier and Omega level identifier, thedrMAC

layer is able to associate the UPnP-QoS ID to tme@a flow, especially for updating and releasingppses.

Once allQD:AdmitTrafficQo$) have been successfully executed on all QosDgvicethe considered source-
destination path, a positive response will be gildank to the Control Point and the Quality of Seevof the
requested flow is correctly established.

3.1.6 UPnP-QoS — Update Traffic QoS Procedure

The aim ofQM:UpdateTrafficQo§ is to update the QoS requirements of a prevjoadmitted flow whether
they are expected to change in the applicationwgiaclife.

e 77777777777 T
e
I
I
I

Figure 12: Update Traffic QoS Procedure — UML Sequece Diagram
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3.1.7 UPnP-QoS — Update Traffic QoS Procedure in OMEGA

The UML Sequence Diagram illustrated in Figure #3atibes the Update Traffic QoS procedure and shiosvs
interactions among the involved entities. Thisatis similar to th&QM:RequestTrafficQd} action, excepting
for the phases of path determination and gatheesgurces states. Obviously B®:UpdateAdmittedQd} is
invoked only on the devices belonging to the sowlestination path, which in an Omega network aiy tre
source and destination (or other devices if leghinyices and segments are considered).

-3 3 3 Inter-

Not needed

{ [ | segment
e ,,,,,,,,,

>

Kmmmm o Poooooooooo-
I
I
I
I
I
I
I

e 77777777777 T
e
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I
I

Figure 13: Update Traffic QoS Procedure — UML Sequece Diagram

The same considerations about the QosPolicyHoldete3action discussed in paragraph 3.1.5 applyh®o
update procedure (Omega segment and legacy manatjeAtelnter-MAC level, theCl_NEL_QOSnterface is
used, as defined in [13], more precisely HMAC:UpdateAdmittedQd} function which recalculates the source-
destination path according to new QoS parametaisttan state of the network and return positive egative
responses. Besides the identifier of the updatiog, fa list of updated TSpec parameters are forecnd the
Inter-MAC layer by means of th€l_NEL_QOSinterface, following the structure shown in TalBleAs the
QM:RequestTrafficQd$P case, the QoS Mapper module is in charge ofop@ihg the required mapping
between UPnP-QoS TSpec parameters and Omega (s8stla

3.1.8 UPnP-QoS — Release Traffic QoS Procedure

The aim of theQM:ReleaseTrafficQd} action is to release a previously admitted flevich was admitted
using theQM:RequestTrafficQd} action.

The principal and fundamental task which this atxecutes consists in releasing the Level-2 ressun all
the QoS segments crossed by the application floe flath of the flow). Therefore QosManager:3 siadyl
contacts each device (hence the associated Qosb@\service) and calls the release action in résjpethe
segment connected to it (if two or more devicescareected to the same segment, then only oneeof th in
charge of releasing the network resources). Onkceealices have replied with a positive responsel aih
resource have been released, then the actioneilim a positive response.

The following UML sequence diagram describes thevabmentioned steps.
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Figure 14: Release Traffic QoS Procedure — UML Seaunce Diagram

The steps accomplished by this action are verylaino theQM:UpdateTrafficQo§ action, excepting for the
fact that the interaction with the QosPolicyHol@es not necessary and tf®:UpdateAdmittedQd§ action is
substituted by th@D:Release AdmittedQfs

3.1.9 UPnP-QoS - Release Traffic QoS Procedure in OMEGA

If UPnP-QoS framework works over the Omega netwtink, heterogeneous underlying network is viewed at
higher layer (and at consequence at UPnP-QoS lagex)unique technology (more precisely a uniqgensat).
Therefore the UPnP-QoS UML Sequence Diagram iséime of the standard case, excepting for the la¢t t
only one QosDevice:3 is in charge of releasing#seurces, the QosDevice:3 over the source devitde dlow
(even if the destination is contacted for coheremite UPNP-QoS data structures).

The following UML Sequence Diagram describes thée&se Traffic QoS procedure over the Omega Network
and illustrates the interactions among the involeetities:

:3 :3 QosDevice:3 Inter-

T

€ mmmm oo L
N 1
| |
| |

Figure 15: Release Traffic QoS Procedure — UML Seceunce Diagram

Going down in the layering structure at Inter-MA&vé¢l, once a singl®D:ReleaseAdmittedQ@ss invoked to
the QosDevice:3 of interest, it will invoke, by apportune fragment of code, tlt&_NEL_ QOSinterface,
defined in [13], more precisely theMAC:ReleaseAdmittedQ@dunction. The releasing traffic flow identifiés
the only parameter which must be forwarded as aegitio the releasing function.

3.2 SIP as a service layer control protocol inside thO@MEGA Network

This paragraph is divided into the following suligsts:

< Rationale: a short introduction on why it is important tonsider SIP as a protocol inside the OMEGA
network;

D6.3 — OMEGA functional analysis Page 36 (58)



ICT-213311, OMEGA 14 January 2010

e SIP protocol: details the protocol with its RFCs and basic rapens. Moreover two additional
paragraphs describe the SDP parameters and thefi8l@ in Next Generation Networks;

« SIP Omega Mapping Architecture Modetlescribes the functional components of a Sikhémmork
inside the OMEGA network;

e SIP with Resources Management in OMEGA Netwahle usage of SIP with SDP protocol is detailed
by taking into consideration possible interactiovith the Inter-MAC. It is important to note thateth
SIP standard defines Resources Reservation buttfrerfact that an exact reservation also depends on
the Inter-MAC internal algorithms, in this paragnaghe term "Resources Management" is used instead
to indicate a more general process.

3.2.1 Rationale

UPNP protocol is a widely accepted protocol that ba used in the home network to discover devices a
services. Nevertheless it is restrictive to consady UPnP as middleware protocol inside the OMEGAwork
due to the fact that other protocols can be alrgmdgent and used in the home network. More spadifiother
protocols can be considered to support:

« Expandability of the network.e. the possibility to integrate different termal types inside the home
network;

« Interaction with legacy and different networkse. other protocols can be used as enablershtor
service provision from/to external networks that ba legacy (e.g. xXDSL) or more advanced types (e.g
NGN).

Taking into account the previous requirements jtassible to consider SIP as a session protocédcin

e SIP allows to provide multimedia conte®iP is content agnostic but provides sessionrabtitat is
applicable to multimedia content even if other nsgébms are used for a full content provision (e.qg.
multimedia data description, resource reservatign,...

« SIP supports user and session mobility with natieehanismssuch mechanisms can be used alone or
jointed with lower layer mechanisms (e.g. Mobile B®2.21,...) in order to optimize the mobility
performances;

* SIP client and server are free or commercially #afale. For the server consider as an example
Asterisk (GPL software) or proprietary from Alcataicent (5020 Call Session Controller). For the
client consider as an example Ekiga (ex GhomeMggetBPL) or proprietary from CounterPath (X-
Lite, freeware).

« Next Generation Networks are based on $iBrefore any interaction with such networks stoul
consider SIP as a session protocol

OMEGA should consider the support of SIP at leasaraarchitectural level (i.e. the necessary SH#nehts
should be identified and the relationship with tier-MAC be identified) in order to:

e support SIP client inside the netwdtkprovide services based on SIP to the final user

« allow service continuitpetween external network and home network
3.2.2 SIP Protocol

3.2.2.10verview

SIP [19] is an application layer control protocbat can be used to operate on a multimedia sesgtbnthe
following operations:

« establishment through the use of the INVITE messAdgeagreement on the content can be reached
between the different parties.

< maodification through the use of the re-INVITE megssdhe re-INVITE should contain a new media
description and must refer to an existing sessietwéen parties, called DIALOG in the SIP
terminology.

e termination through the use of the BYE message
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More specifically SIP supports:
e User location i.e. the localization of end systems that cambielved in communications;
e User availability i.e. the willingness of a party to be involvedaiicommunication;
< User capabilitiesi.e. the determination of the end system mediaraadia parameters capabilities;
e Session Setyjpe. the possibility to establish session parensefor the called and calling entities;
e Session Managemeiite. the establishment, transfer, modificatiod germination of sessions.

The base architecture of the SIP protocol is based so-called SIP-Trapezoid that involves theecglhlice)
and the called (Bob) parties as well as two prokggseach party. It is important to note that aftiee initial
phase the communication can proceed directly betwhe parties. It is possible that one or more j@®Xx
remains involved in the communication to ease &rgession modifications.

Proxy 1 Proxy 2

\

INVITE
o INVITE
100 Trying > INVITE
=== 100 Trying q
[A=-=-=----1 180 Ringing SIP .
180 Ringing [ 7777777 TrapeZOId
180 Ringing [¢~~~~~~""1 200 OK
(-----=--=4
< _________
2000k |- 2020K__J
DA ACK Dialog

Figure 16: SIP Session Set-up

Before proceeding with the SIP description it isportant to note that SIP is not a vertically inttgd

communications system but it should be used witteroprotocols to form an architecture that can ®v
multimedia content. Such an issue is importantrtdeustand the role of SIP in the OMEGA project, ag a
session control protocol that operates at middlewayer over I-MAC.

Session Initiation Protocol is structured as a degigprotocol where each layer is defined throughube of a
specific Syntax and Encoding (relays on a BackusrN@rm grammar).
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Figure 17: SIP Functional Elements
The different layers are:
e Transport Layerdefines how a server receives requests and sesgisnses;
e Transaction Layerhas a client and server component defined thrauigimite State Machine;

e Transaction Useris the layer above the Transaction Layer. Itudeks the User Agent core or the proxy
core of a stateful proxy (defined hereafter).

SIP is based on the following elements:

e SIP User Agents (UAJunlike HTTP, a SIP user agent plays at the same the role of client and
server. It includes a user agent client and a agent server. The user agent client generates seque
while the user agent server answers to those reqjues

* SIP Servers: a SIP server is an intermediate déviegrated in a SIP network in order to assistuiser
agents in session establishment. A SIP servesigraling relay element. It has no media capabditi
and does not initiate requests except on beha# afer agent. Three categories of SIP servers are
differentiated :

SIP Proxy: it is a server that receives requestsi fuser agents or other proxies and achieves
the forwarding or responding to the requests onalbebf the user agents. The main
functionality of a SIP Proxy is to route the caigrsling. In order to achieve this, the
implementation of some location databases is requiBIP Proxies can be stateful or stateless,
if a Proxy does not maintain the transaction statis called stateless. A stateless Proxy
answers two identical requests made at the sangeWiith the same message while a stateful
Proxy can behave differently

SIP Registrar: it is a server that processes tgistration of the user agents and binds a SIP
URI address (address of registration) to a contet (contact address). It is the core
component of a location service that provides asidiginding for a particular domain. It
includes a location database.

SIP Redirect : it is a server that returns theeamircontact URI of the called party to the caller
after looking it up in a location database

Two features of SIP, of interest to the OMEGA netwyare presented in the following sections: (g tise of
SIP with SDP for resources management and (iijjdleof SIP in Next Generation Networks (NGN).
3.2.2.2SIP and SDP

SDP, firstly defined in [20] and updated in [21]used to represent information relative to a sesiat can be
used by the participants in a standardized ananiged way.

SDP is intended to be of general purpose and camsbd with different protocals$SDP session description
contains:

e Session name and purpose;
« Time(s) the session is active;

e The media comprising the session;
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« Information to receive those media (addresses spfoatmats and so on) .

SDP, integrated with SIP, realizes a mechanisnitferdescription of the session and establishegyeeement
between the parts of a multimedia conference. Tineeament and the integration with resources manageis
described in [22] and is described in the nextriigu

INVITE

183 Answer
PRACK (offer 2)

A

200 PRACK (offer 2)

UPDATE (offer 3)

—200 OK (UPDATE)
180 RINGING

Figure 18: SIP Session Set-up with Resource Resetizan

The different steps are as follows:
1. Alincludes quality of service preconditions in ®BP of the initial INVITE;
2. Breturns a 183 (Session Progress) response t&iAgA to start resource reservation;
3. Afinishes reserving resources in the A->B directiib sends an UPDATE;
4. Session goes on as usually, i.e. the differentggacan exchange data traffic.

A typical SDP description contains many fields tleaintain information regarding the session desonipt
(protocol version, session name, session attrilngs, etc.), the time description (time during @hthe session
is active, etc.), and media description (media name transport, media title, connection informatioredia
attribute lines, etc.). As an example, the syntattiree important descriptors of SDP is given hftes :

e The Bandwidth (b) : b=<bwtype>:<bandwidth>
where:
bwtypemay be CT for “conference” total bandwidth or A &pplication specific bandwidth
bandwidthis defined in kilobits per second
e The Codec Information (m) : m=<media> <port> <trapert> <fmt list>
where:

Media may be one of the following announcements :"aydlwideo”, “text”, “application",
“message"

Port : destination transport port

Transport: for instance RTP/AVP (Real-Time Protocol/Audioded Profile), RTP/SAVP (Real-
Time Protocol/Secure Audio Video Profile) [27]

fmt list : media format, in which the audio and video aréngel by a RTP audio video profile
(refer for instance to [23])
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The media attribute line(s) (a) : a=<token>:<valugraviding information on timing or on the payload
type
As an example, a typical IP-delivered voice comroation would be of the form :

m=audio 3456 RTP/AVP 0
a=ptime:10

On the transport address line (m), the first terefings the media type, which in the case of an ditey
communication session is audio. The second terinetethe UDP port to which the media is sent (3d86).
The third term indicates that this stream is an RNURlio/Video profile. Finally, the last term is thmedia
payload type as defined in the RTP Audio/Video Reofn this case, the 0 represents a static paylpae of. -

law PCM coded single channel audio sampled at 8 KMizthe media attribute line (a), the first terafides the
packet formation time (10ms).

In the instruction :
a= rtpmap:96 G726-32/8000,

The payload type 96 indicates that the payload tgdecally defined for the duration of this sessiand the
following line indicates that payload type 96 isubd to the encoding “G726-32" with a clock rate8&00
samples/sec

It is important to note that the Resources Resinvats defined in [22] includes the following vdii@s that can
be added to the media level SDP attributes:

* current-statusindicates the current status of resources resenya.g.qos local sendrecv, to indicate
that the session needs QoS in the local segméuatimdirections;

» desired-statusindicates the desired status of resources res@myaos optional local sendrecv, to
indicate that the session can request QoS but imandatory in the local segment in both directions

The Resources Reservation may be integrated wihOtfier/Answer mechanism by which the two terminals
agree on session parameters.

3.2.2.3SIP and Next Generation Networks

Since its creation in 2003, ETSI TISPAN (Telecominations and Internet converged Services and Potdoc
for Advanced Networking) [25] has been the key dtadization body in the elaboration of the Next &ation
Networks (NGN) specifications. A Next Generationtierk (NGN) is defined by the Telecommunication
Standardization Sector of the International Teletomication Union (ITU-T) as: “a packet-based netwable

to provide services including Telecommunicationv@ers and able to make use rafiltiple broadband, QoS-
enabled transport technologieand in which service-related functions arelependent from underlying
transport-related technologiés

The specific home network issues are treated witierETSI by the Working Group WG5.

NGN Release 1 specifications [26] adopted the INPSMultimedia Subsystem) standard from the 3GPFS IM
a control plane designed for the cellular netwarktext in order to manage the scarceness of batidwicbugh
resource reservation and admission control mechmnishe ETSI has integrated the extension of iigept to
the broadband fixed networks. However in early 0d8e common IMS specifications were transferrackiio
3GPP so that one unique standards organizatioadp@mnsible for providing a common IMS fitting angtwork
(fixed, 3GPP, CDMA2000, etc.). The following figurepresents the main interfaces between the hota@re
and the IMS and the relation between the main soitkb of the IMS:
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Figure 19: The Home Network and the main function®f the IMS

The picture shows in particular the Resource anchidsion Control Subsystem which includes the Resour
and Admission Control Function (RACF), the Netwdkitachment Subsystem (NASS) for registration and
initialization of the user interface equipment (theme gateway), introduced by TISPAN on top of 'tBere
IMS", and the interface Gm between the home networkthe first access network element in the copteme,

i.e. the Proxy Call Session Control Function (P-EpC

Obviously this architecture introduces featuresatesl to the continuity between the home (OMEGAWwoek:
such matters will be elaborated in Deliverable D@810). The interesting point for the present ¢hafs the
fact that the SIP protocol is the common signafingtocol in the ETSI/TISPAN architecture. In pautir the
Gm interface on the former figure is compliant wBHP. This approach allows a separation betweenarsg
network signaling; the IMS provides additional ifigeence to convert user requests into network detsaThis
architecture is not without consequences on thetifmmal distribution in the OMEGA network.

The following picture is a simplified representatiof the home network architecture captured from HGI,
highlighting the interconnection of SIP deviceghe home network with the NGN/IMS access networkulgh
the home gateway.

D6.3 — OMEGA functional analysis Page 42 (58)



ICT-213311, OMEGA 14 January 2010

Control Plane

NGN Service Layer

Application
U p-------

SIP
device

IMS Core

Figure 20: Interconnection between the access netvkoand SIP devices in the home network

On this picture the IMS (therefore embedding theé 8$er agent function) devices are directly coretetd the
IMS Core through the firewall of the home gatewale legacy devices (IP and legacy POTS for insiaace
connected to the access through a SIP user adreairiadescribed in section 4.2.2.1.

A new component (defined by SIP RFC [19]) is introeld here in order to ensure the IMS interworkirige:
Back-to-Back User Agent (B2BUA), which is a logiaaitity that receives a request and processesatuser
agent server (UAS). In order to determine howréguest should be answered, it acts as a user eljemt
(UAC) and generates requests. Unlike a proxy seivenaintains the dialog state and must partigpa all
requests sent on the dialogs it has establishe®d2BUA embeds a SIP/IMS adapter and a SIP server
(Proxy/Registrar), described in section 4.2.2.1odks like establishing an end-to-end dialog byplimg two
dialogs and forwarding messages transparently lgtweer agents, but it is a party to both dialdde main
role of the B2BUA is its monitoring of the entiralkstate and parameters. A B2BUA can process theebody
of the SIP messages (including the SDP parametarshas a full control over all parameters and @éead he
B2BUA terminates the dialogs, which differentiatefrom an ALG (Application Layer Gateway), definéa
chapter 3.

That description of the inter working of the hometwmork in general with the NGN can be comparedhi® t
functional architecture elaborated for the OMEGAegay in the Deliverable D6.1 :
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Figure 21: OMEGA Gateway

The Signalling Agent GW function appearing on thigaire collects typically the IMS inter-working fations
described above in this section.

Other components, not detailed in this architegtare taken into account by the ETSI/TISPAN andukhbe
included in the OMEGA Gateway organization:

Universal Integrated Circuit CardUICC) which is the support for the IP Multimeds&rvices Identity
Module (ISIM), which stores IP Multimedia Privatéentities (IMPI), IP Multimedia Public Identities
(IMPU), Home Network IMS URIs (WAN domain) and lotgym secrets, and takes part in ISIM based
authentication (IMS Authentication and Key Agreetg&KA)

NAPT and firewall functiong/hich provide gateway control functionalities

IPTV functionswhich allow translating incoming multicast to umét or to multicast L2 packets
towards links or paths that have a listener joiritethe multicast group.

3.2.3 SIP Omega Mapping Architecture Model

As described on the figure above, the ETSI/TISPAdhitecture takes into consideration and suppdftsrdnt
types of user equipments:

Analogue phones in such case the Customer Network Gateway shmdilide all the Customer
Premises Network functionalities that are necesgarysupport service provisioning between the
analogue phone and the Next Generation Networks

IMS Customer Network Devices such case the Customer Network Devices irchitithe Customer
Premises Network functionalities that are necestaryupport service provisioning between the IMS
Customer Network Devices and the Next Generatiomvblieks

Non IMS SIP IETF Customer Network Devices such case the Customer Network Gateway should
include all the Customer Premises Network functitiea that are necessary to support service
provisioning between the non IMS SIP IETF CustorNetwork Devices and the Next Generation

Networks

ISDN Customer Network Deviceshis case is similar to the analogue phones easept for digital
conversion.

The OMEGA approach is different. Actually in thipproach the devices are differentiated accordinthédr
support of the OMEGA Inter-MAC framework : we halegacy devices which do not support the OMEGA
Inter-MAC framework, and OMEGA devices which suppbe OMEGA Inter-MAC framework :
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« A Legacy devicas supported through an OMEG®erve Legacy Devicénat may include a specific
legacy device signaling agent and may embed a §&dtaas represented on the following figure
captured from Deliverable D6.1 :

Legacy Device

/Senre Legacy Devica

Application Signalling

moneass | (“Specific Legaey | ]| Fest__ ] .
+ > Device S Y S Application
L Signalling Agent “pp"cif;iggﬁf;‘a”'”g ry
Mandatory
OMEGA (
| Data .
Device + QoS and Frame Data

L translation

Functionalities T

Data

¥

w

PHY /MAC Interfacef+-|-tT---=-=---—+ )[PHYIMAC Interface]

| AN /

Figure 22: OMEGA Serve Legacy Device Functional Desiption

* An OMEGA Devicamay embed a specific signaling agent that may $#8aone, as represented on the
following figure captured from Deliverable D6.1 :
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Figure 23: OMEGA End Device Functional Description
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The Signaling Agent interacts with the mandatory EXBA functionalities through QoS Requests/QoS
Responses primitives.

A new differentiation can be introduced between BtRcy devices and not SIP legacy devices. Thereagh
the following figure which depicts the functionaisttibution of the SIP components inside the OMEGA
Network, coping with the functions highlighted akow the section 4.2.2.3 for the IMS compliant @pien of
the OMEGA Gateway (Back-to-Back User Agent, SIP mtg&IP Proxy/Registrar).

R1

— — Access
Network

R2

Inter-MAC Inter-MAC

Figure 24: SIP Components inside the OMEGA Network

The SIP components appearing in this figure artspdithe Signalling Agent appearing on figuresa2ad 23.

As it is shown in the next sections, it is quiteitfiul to study how the SIP enabled componentsinaract with
the OMEGA framework based on the Inter-MAC.

It is also worth noticing that in the case of intlAN communications, between SIP devices or betwae&iP
device and another not SIP device, the initiatibrs@ssions can be managed by an OMEGA Manager, as
mentioned in section 3.9 of the former chapters®sisumes a shift of some functions of the OMEG fe@ay
towards the OMEGA Manager, typically the SIP UseyeAt and Proxy/Registrar functions. This scenagio i
related to the approach where the Home Gatewawtisiecessarily in charge of the all the communicesi
initiated inside the OMEGA network (the Home Gatgwaight be in charge of the communications initiate
between LAN and WAN only).

3.2.4 SIP with Resources Management in OMEGA Network
It is necessary to consider the management ofetbiurces in the OMEGA network in order to:

e Guarantee the QaSfor certain classes of flows, including legaeywsces like voice or High Definition
TV, itis important to guarantee the QoS to provadeacceptable quality of experience to the user;

« Exploit the resourcesat the same time it is important that no resoisagasted especially in the home
environment where the resources are shared amarg ugluding not experts that are not able to
configure the network at the best of its posshilit

Considering the fact that some services can us8grotocols it is important to consider the dalitg of SIP
to support resources management both in the homtexdoand in interaction with external networkgptovide
QoS in the full end-to-end path.

It is important to note that SIP/SDP provides asgsion control, i.e. mechanisms for the setupdéosan and
modifications of the session, therefore additiomachanisms are required to provide a resources gearent;
among the most important mechanisms we consideafter:

- Parameters mappingt is important to adequate the service levehpaaters into something that can be
managed at network level.
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< Interfacing with lower layersit is not only necessary to determine the besimpaters but also to define
how the lower layers are informed of such paransedad how they can be used.
3.2.4.1Interfacing of a signalling agent with the Inter-IGA

To analyze how the Inter-MAC can interact with tbpper layers, the following interfaces, defined in
Deliverable D5.2 [13], have been considered:

« CI_NEL_QOS with AdmitTrafficQos and UpdateAdmitteo€)
¢« CIl_QOS_NEL with ReleaseAdmittedQos

The Signalling Agent will execute the operatiorupper layers, and will use these interfaces, alsarfollowing
figure:

CI_NEL_QOS Cl_QOS_NEL

Figure 25: Interfaces between Signalling Agent anMAC

The interfaces need a Traffic Identifier therefitie necessary that the Signalling Agent can ptevi.

3.2.4.2Mapping of SDP to Inter-MAC parameters

That section proposes a way to map SDP parametieraiRSVP Flowspec description required by therint
MAC. The mapping can be executed in an enhancedsjfalling Agent or in a part of the QoS enginelaf
Inter-MAC so that the standard SIP agents can dkimwke the Inter-MAC with a traffic contract psibly
better than the best effort approach. In the casemapping inside the QoS Engine, the I-MAC shcddable
to accept SDP data.

In the following figure a conceptual flow chart thfe different actions necessary for the mappingrésented
where the core part dealing with QoS is calEls Adapter
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Figure 26: QoS Adapter
The role of the QoS Adapter part is the following:

1. Determine the media QoS clasgmpping each media session to a corresponding, @agsaudio ->
Class Qvideo -> Class 1.. The QoS classes can be additionally mapped to-M#eC QoS Classes
according to internal Inter-MAC mechanism. The dwetaation of an application level QoS class can
facilitate the mapping by providing some simplifiggplication level information;

2. Determine the media QoShe traffic description should be determined acitwydo the information
provided by the Session Description Protocol. Thestn Description Parameters can be mapped to
RSVP FlowSpec parameters (refer for instance td);[B¢pical SDP parameters are the RTP/AVP code,
rtpmap and Ptime. These parameters can be mappd#ue tparameters of a Tspec token bucket
(Controlled Load Service), useful to control thecaumt of data injected into a network, typically :

r — token bucket rate

b — token bucket size

p — peak rate

M — maximum datagram size

m — minimum policed unit

The Tspec characteristics can be associated to &spec characteristics in order to achieve a Gtegdn
Service. Rspec is identified by:

Arate R
A slack (loose) term S

The Rspec terms (R,S) are selected to obtain :
The desired bandwidth and

Delay guarantees
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For instance in the case of the G729 Annex E CaittecRTP/AVP code can be 96, rtpmap is G729E/80@0 a
Ptime can be 10 ms. The related Tspec parametersp=5500 bytes/sec, b=m=M=55 bytes

3. Invoke the I-MAC using the appropriate interfaggitally CI_NEL_QOS, and the appropriate call on
the interface, e.g. AdmitTrafficQoshe QoS Adapter should be responsible of formattivg values
using appropriate coding for Inter-MAC, for instangyte ordering and data structure representafion.
the QoS Adapter is inside the Inter-MAC the inteefdbetween the QoS Adapter and other internal
modules should be invoked according to Inter-MAiinal mechanism.

3.2.4.3The different interaction use cases
The interfaces can be triggered by the Signalliggm in different use cases depending on:

e The presence of some QoS requiestif there is a request for Quality of Servazenot. If the request is
effective it is necessary to determine the requitdglgree of quality”, i.e. the amount of required
bandwidth, the maximum admissible delay, the jithed packet loss ratio.

* The Service Scopdefining if the service is requested for a logse inside the OMEGA network or in
relation with services platforms belonging to thgphcation Service Provider..

Which leads us to the four following interactiorelsses:

External External
Call with Call without
QoS QoS

Internal Internal
Call with Call without
QoS QoS

Figure 27: SIP Use Cases

The purpose is to make cooperate SIP (Signallingnfgwith the Inter-MAC to support these differarge
cases in the OMEGA Architecture. The next sectiolesail possible session set-up, update and release
negotiation procedures in these different use cases

3.2.4.4Admit Traffic QoS Procedure in OMEGA

3.2.4.4.1. Internal Case without QoS

In the internal case without QoS the session mbéished between two different SIP User Agents (3M1 and
SIP UA2) that are inside the same home network.

The overall sequence chart is described in theviatig figure:
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Figure 28: Internal case without QoS

The entity “Inter-MAC User 1” and “Inter-MAC User' 2re the Inter-MAC of the first user and of thead

one respectively. Their interactions with upperelagan be considered optional because there ie@o to have
a real resources management. In any case theNift€r-is invoked even if the flows can be handledbast

effort.

3.2.4.4.2. External Case without QoS

The external case without QoS is similar to thermal case without QoS except that there is thessity to
forward the request to the external network. Anpsideration already presented for the previous asé¢so
valid for the External Case without QoS.

The following figure shows the sequence chart:

Figure 29: External Case without QoS

3.2.4.4.3. Internal Case with QoS

The following message sequence chart shows theasttens with the Inter-MAC in the case of a local
communication requiring QoS between two SIP cliémtated in the same home network:
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Figure 30: Internal case with QoS
Two distinct parts can be identified:
SIP specific interactions with Offer/Exchange part
The interaction with Inter-MAC, which is requireal this case.

The SIP devices may be legacy or OMEGA devices.

3.2.4.4.4. External Case with QoS

In that case at least one of the clients partioipato the session is not inside the same OMEGAvoit as the
other: the consequence is that the overall enditbgath has to be considered, as described inotlmving
figure:

D6.3 — OMEGA functional analysis Page 51 (58)



ICT-213311, OMEGA 14 January 2010

SIP Client 1 1 HGW1 Edge Router 1} Service Provider Edge Router 2 HGW2 ' SIP Client 2
| (OMEGA) ' ' '
) ' | [ | e
*‘ 1 | 1 I *‘
1 | ! 1
. O : 1 ! ! : | 1 ! L
! D RO b e e 1o ! \
1 ]
! INVITE 1) | | ! ' X '
1
! | ! ! ! |
! 100 TRYING (2) 1 : : ! | :
<—l 1
: . INVITE B) ! | | | |
' ! [V | | |
h T ' e | ! |
! | 100 TRYING (4) | | | |
: < : ! INVITE! (5) | :
. : | : : > |
: | ! ‘L 100 TRYING (5) | |
| : | e ; L INVITE®)
1 ' | ! ! | 183 Answer(7) !
! : X ! 183 Answer(8) ' !
! | 183 Ansyer(9) € ! - |
! 183 Answer(10) '.,4 1 ' ! ! !
-~ ! : : : :
1
1PRACK (Offer2) (11); | ! ! | :
————Pp ! 1 1 ! 1
| : PRACK (Offer 2) (12) ! ! ! :
] 1
: ! : » PRACK (Offer 2) (13) | |
1 L N »l
! | ! \ . »| PRACK (Offer2) (14)
X | ' | | ' 200 '
, | h | | ! |
| : | : | Reserve  PRACK Offer (15) i
I 1 I [}
E ! | ! ' RESPONSE ! !
1 ! 1 1
1 1
! 200 | : > 200 PRACK, (Offer2) (18) | !
t PRACK (Offer2) (20), 200 PRACK (Offer2) (19) 1< " X !
o 1 1
| < T 1 1
@ ! RESERVE | ' ! \ '
! I | | | |
! 1 ! 1
RESPONSE ! ! !
Update (Offer3) (23) ' "oor ONSE | ! ! | !
1 1
— Update (Offer3) (24) H ' | |
: ; » Upc§ate (Offer3) (25) :
1 : | gl 1
: [ | | :
1
! X ! X Update X
: ! : - (Offer3) (26) _1
1 ! | | 1
1
| ! : | 2000K(27) |
| 1 e
! | 200 dK (28)
! 200 QK (29) <
I
I‘
1

|
|
|
|
|
|
|
|
|
|
|
1
1
'
'
'
i
1
: 200 OK (30)
0
l
1
|
'
|
1
|
1
|
|
|
|
|
1
|
|
|
|
'

Figure 31: External case with QoS - End-to-end path

Resources have thus to be managed on the ovethllgma different actors may intervene in the défer
segments of the path, i.e. the OMEGA Network Omerahe Network Provider, and the Service or Caonten
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Provider. In that case the different requirementhsas for instance the delay must be splitted gntioa parties
in compliance with an overall Service Level Agreaime
3.2.4.5Udpate Traffic QoS Procedure in OMEGA

The update of session parameters can be executaddynvite command. The update will follow onetbé
case described for the admission with the exceptiahthe UpdateAdmittedQos command is used. M@eov
the Inter-MAC has to know that it is the same smssherefore it must be solicited with the sameffiaa
Identifier.

3.2.4.6Release Admitted QoS Procedure in OMEGA

The following message sequence chart shows theatiens with the I-MAC in the release case:

SIP Proxy
I-MAC User 1 SIP UA1 B2BUA SIP UA2 I-MAC User 2
(OMEGA GW)

T T T T T
| | | | |
I I I I I
I I I I I
I I I I I
I I I I I
i i i i i

Bye
—_—= Bye

!

BN I

I-MAC Interaction - REQUIRED

Figure 32: Release Admitted QoS Procedure
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4 Distribution of functions among the OMEGA network
elements

4.1 A new differentiation between the OMEGA functions

The functional analysis of the OMEGA devices sysihed in chapter 1 mainly differentiates betweenltiter-
MAC specific functions and the rest of the funcipavhich are management functions or functionsnidri
working with the operator network. After this fuimtal analysis, the next chapters 2 (OMEGA manag#me
and 3 (Interaction with upper layers) actually pdeva new perspective on the concern of the ideatibn of
the functions of the OMEGA environment.

Thus the chapter 2 identifies management functrdmsh appear useful:
In a first level for management actions achievexlly, possibly by the customer (Self Care)
In a second level for management actions achieyalléooperator for the customer (Customer Care)

These functions are typically: topology discovepgrformance measurement, operations and maintenance
acquisition of the status of connections with respe real traffic, power saving. Most of the tintkeey concern
only the local operation of the OMEGA network.

From the point of view of the remote managemerd,dhapter 2 particularly describes mechanisms wthere
home gateway plays the role of interface betweenhibme network and the access network (TR-069,idhybr
scenarios such as UPnP, DHCP, UPnP DM).

The chapter 3 on its side describes firstly therandtion of the Inter-MAC framework with UPnP Qachd
secondly the interaction of the Inter-MAC framewarith SIP. These interactions are described in thap
from their local point of view, though the inter-vking component of these functions with the acaestsvork
may require some consideration (this is especmtblyious in the case of SIP (refer to section 33})2They
have been analyzed from the particular point ofwid the resource management. In this context tREEGA
network is therefore assumed to support the SIPUPIdP QoS frameworks. It integrates therefore éheted
"service layer functions" which can be differerghinto "service layer management components"ifi&tance
Control Point, QoS Manager, QoS PolicyHolder in ttese of UPnP QoS) and "service layer control
components" (for instance User Agent, Proxy/ReagistBack to Back Agent, SIP QoS Adapter (descriimed
section 3.2.4.2) in the case of SIP).

This suggests the following differentiation (spdgiaelevant for the study of the distribution afirfctions)
among the identified functions:

1. The Inter-MAC specific functions, namely, for rerdar :
o Data Plane :
Inter-MAC forwarding
QoS marking and handling
Encryption
o Control Plane :
Path selection
Load balancing
QoS mapping
Connection Admission Control
Link set up/tear down
0 Management Plane :

Monitoring
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2. The service layer functions :
0 Service layer management functions, for instand¢hencase of UPnP QoS :
Control Point
QoS Manager
QoS Policy Holder
0 Service layer control functions, for instance ia ttase of SIP :
QoS Adapter
User Agent
Proxy/Registrar
Back to Back Agent
3. The self/customer care functions, typically :
0 Topology discovery
o Performance measurement
0 Operations and maintenance
0 Acquisition of the status of connections with restpe real traffic
0 Power saving
to which we can add :

0 The OMEGA Security Controller, including an Authieation Server and a Device Integrity
Agent

4. The functions of interfacing (or inter-working) laeten the operator (access) network and the OMEGA
network :

0 WAN connectivity
Access Authentication, Firewall, Security, Pare@ahtrol
Application Layer Gateways (ALGS)

Remote management

O O O o

IMS inter-working

The subject of this chapter is the distributiontiefse functions among the OMEGA devices (end dsyice
gateway ...)

4.2 Distributed and centralized approaches

In a first approach the matter of the distributaffunctions can be tackled from the point of viefsthe flow
forwarding inside of the OMEGA network, in relatiarith the path selection engine and with otherriM&C
functions (the set up/tear down engine, the moimi¢gpengine).

In a first fully centralized scenario, all the patiection decisions are taken inside the OMEGAway, and all
the flows pass through the OMEGA gateway. In addito the fact that the path is likely not optindze that
scenario, this approach presents two risks:

Risk of congestion at the technology interfacethefhome gateway (refer to HGI QoS White
Paper [28])

Risk of exceeding the capacity of the router preicgs unit, specially when the Home
Gateway operates in full router mode

A second approach consists in taking all the paflection decisions inside the OMEGA gateway, withou
requiring that all the flows are forwarded throufjle OMEGA gateway, typically the flows between tesmd
devices internal to the OMEGA network. Neverthelesthis approach the operation requires contifloading
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of the OMEGA network with control messages (reggieahswers and acknowledgements) exchanged between
the gateway and the nodes of the home networkanptirpose to inform all the nodes of the path selec
policy to apply. Moreover this method (like the fmr one) presents the drawback that the operaficheo
whole OMEGA network is compromised in case of falof the OMEGA Gateway.

Finally we have the third approach which consistpiiofiting by the mesh structure of the OMEGA neitkv
(instead of a tree-and-star approach for instateajistribute the intelligence about path selectand flow
forwarding among all the nodes of the OMEGA netwdrhkis is the approach recommended by OMEGA. In
that case each node is able to achieve a pathtiseléar a given flow in an autonomous way, withdatving to
wait for control messages from a central element.

If we consider the other Inter-MAC specific featsiré appears natural for instance that the dataepfunctions
(Inter-MAC forwarding, QoS marking and handlingceyption) are distributed among each concernedcgevi
The cases of the Connection Admission Control i @ontrol Plane and of the Monitoring function het
Management Plane are less obvious, and centradizeirios might be considered for them, in additiothe
distributed approach which is the usual approathiwiOMEGA.

4.3 Discussion

A similar rationale can be applied to the otheegaties of functions.

If the natural location for the functions listed section 4.1 under the terminology of 'functionsirdgérfacing
with the access network' appears to be the OMEG@&wgy, it is not obvious that this one should hbsetwhole
set of the other functions (namely the servicelayel the self/customer care functions).

This way, in the everyday operation, the functiddentified in section 4.1 as self/customer carecfioms
(topology discovery, performance measurement, djp@saand maintenance, status of connections weihect
to real traffic, power saving, OMEGA Security Cailer) are mainly local functions. As stated in ptea 2
there is some advantage to collect (through ancgpiatte interface) the information relative to thdgnctions in
a centralized entity (named the 'OMEGA Managethsndocument) : the advantage is to allow furtiperadic
actions from the operator in order to improve thel@y of Experience. This 'OMEGA Manager' can beslted
in a device different (but not independent) from @MEGA Gateway, since it is busy with local opem@imost
of the time ; in that case the operator actionseaszuted through the OMEGA Gateway.

In the same line the service layer functions (ezlab mechanisms such as UPnP QoS or SIP) cagsitdartly,
also be located in this 'OMEGA Manager'. A notideadxception is the case of SIP communications éetw
the home network and an external network, requian§IP component inside the home gateway. Another
exception is the SIP QoS Adapter (defined in saci®.4.2) which achieves the mapping of SDP parensi¢o

the Inter-MAC layer and which is associated to ad éevice.

Let's make clear that the purpose is not to creatall costs a new box (the 'OMEGA Manager’) if the
components that are identified as being part céiit be hosted in the Home Gateway. The idea is todighten
the home gateway from numerous locally operatingctions in a highly interactive home environmenttifw
devices from quite different horizons and legacimoeks) which is precisely the OMEGA context. Inrchuan
advanced scenario an attractive "human machinefaee, allowing the control and establishment of
connections either by a simple 'touch-screen' amirar through a remote control device, and eminedttie
local functions mentioned above, could be justifiedom the user's perception point of view, thiensrio
would present the advantage to separate in awi@adifferent degrees of the customer's motivattovards the
future home network.
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5 Conclusion

OMEGA Functional Analysis:

The functional analysis elaborated in 2009 did actually reopen the main results of the work agdiein
2008. On the opposite the functional componenesadly highlighted for the OMEGA devices could besagied
to describe the interoperation with new domainhsag UPnP and SIP. The main evolution is the inictdn
of a new building block, the Security Controllendaof the security modules "Authentication Servard
"Device Integrity Agent" extensively described iel@erable D6.2 (OMEGA Security Architecture).

OMEGA management:

What comes out from the survey of the challengethefadministration of the OMEGA network is thaisth
domain appears like a melting-pot where differeanagement approaches can find their place. Themdas
this is that the home network area collects deVicas quite different horizons. What is new witletdMEGA
approach is the potential of the Inter-MAC to getersome management utilities, including mechanisfns
power saving. Moreover it has been shown that trexadl operation of the OMEGA network consolidates
concept of an "OMEGA Manager" in the home netwahiks approach would contribute to a lightening lof t
functions embedded in the home gateway which wbaldonfined to the role of intermediate node betwbe
home network and the access network. All in all wimast not be forgotten is that the purpose isrtvige
some "Customer Care" functionalities with simplexible and few energy consuming solutions.

Interfacing of the Inter-MAC with service layers:

The interfacing of the Inter-MAC with the upper éag (the terminology "North Interface” might be djsbas
been illustrated in the two examples of UPnP arfel Bith respect to their impact on the managemernhef
resources (QoS) in the OMEGA network. These twaenatare looking differently. It is shown in thisaiment
how the Inter-MAC framework can participate to mgiification of the UPnP Qos mechanism, which may b
somehow heavy to implement otherwise: indeed th8 ugine of the Inter-MAC can directly take in hahd
responsibility of the resource management fromkimewledge of the Flowspec description. In the aais8IP
the situation is different since this Flowspec digsion has to be reconstituted.

Distribution of functions:

In order to get a better insight on the concerthefdistribution of functions, four categories ahétions have
been identified in the OMEGA environment: the IR@AC specific functions, the service layer functgorihe
self/customer care functions, and finally the fims of inter-working between the OMEGA network ahe
operator network.

In an extreme scenario it would be conceivable thiast whole set of functions is embedded inside tbme
gateway: this scenario is closely related to tleegssing capabilities of the home gateway whichhacessarily
limited, especially in a full routed HG context. @re opposite it appears that the implementatiothefwhole
Inter-MAC framework inside the home gateway wouttply, among other drawbacks, a continual floodifig o
the OMEGA network with control messages exchangetivéen the gateway and the nodes of the home
network: a distributed approach for the Inter-MA@rhework is therefore more appropriate, specidllgn
optimized flow forwarding and load balancing iseasched.

In the same way the implementation in the HG ofiserlayer management or control functions (such/easP
QoS or SIP) and of many self/customer care funstigtopology discovery, performance measurement,
operations and maintenance, status of connectidghsrespect to real traffic, power saving, OMEGAcGsty
Controller) would be a burden for the gateway wherthey concern only the local operation of the @AE
network most of the time. The implementation ofstheunctions in an independent entity (the 'OMEGA
Manager") is therefore recommended.

From a marketing point of view let's remind thatadvanced home network scenarios the customemedtl
some advanced "human machine interface". The 'OMB&Aager might play that role. Moreover it doe$ no
seem reasonable that the home gateway is straightawercrowded with functions that the customeresar
nothing about: different steps should be anticigpaethe roadmap of deployment in order to copéd different
levels of customer wishes. Finally the home gatewayld remain dedicated to its classical role dkiin
working interface with the operator network andehote management interface.
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