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Abstract  

This deliverable provides a detailed functional analysis of the OMEGA network. In Chapter 1, following the 
work presented in D6.1, a refined description of the OMEGA generic device is given, which includes all the 
mandatory functionalities for the OMEGA device, with also security functionalities. Chapter 2 deals with the 
management of the OMEGA network, and describes possible mechanisms for both local and remote 
management. In addition, taking into consideration the features of the OMEGA network, Chapter 2 proposes the 
new opportunities that could be exploited from a network management point of view, due to the introduction of 
the Inter-MAC layer in the network protocol stack. Chapter 3 describes the interaction of the layer 2.5 of the 
OMEGA network with upper layers, in particular for the establishment of application layer flows with QoS 
requirements. The interaction between the Inter-MAC layer with UPnP-QoS and SIP are analysed and described 
in details. Finally, an analysis of the distribution of the functionalities among the different elements of the 
OMEGA network is presented in Chapter 4, where a comparison is proposed between a centralized and a 
distributed approach. 
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Executive Summary 
 

In the continuation of the work engaged in 2008 on the architecture of the OMEGA network, this document 
refines the functional description of a generic OMEGA device, in particular in introducing security features 
(Chapter 1). New important topics are then elaborated: the organization of the management of the OMEGA 
network (Chapter 2) and the interaction of the OMEGA Inter-MAC framework with service layer management 
or control protocols (Chapter 3). 

�  "Self care" and "Customer care" features (respectively defined as the management actions achieved by 
the customer and achieved by the operator for the customer) are described from the twofold point of 
view of existing management mechanisms (such as TR-069 or SNMP) and of solutions tightly related to 
the OMEGA operation (the Inter-MAC framework). Emerging management solutions (such as the 
UPnP Device Management approach or LLTD) are also considered. The management concern is 
presented in the prospect of a multiple stakeholders (multiple application service providers) context for 
which several scenarios are highlighted (section 2.3). 

�  The interaction of the Inter-MAC with the upper layers is described in the special cases of UPnP and 
SIP (respectively sections 3.1 and 3.2). This study is undertaken from the point of view of the resource 
management. 

Different schemes of distribution of the intelligence among the highlighted components of the OMEGA network 
are then analyzed according to centralized and distributed approaches (chapter 4).    
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1 OMEGA network functionalities 

This chapter describes the different functionalities supported by the OMEGA network from an architectural 
point of view. In particular, starting from the functional analysis already provided in D6.1 [1], the final OMEGA 
functional analysis is provided in this chapter, taking also in consideration the work done in WP5. 
The functional analysis is carried out splitting network functionalities among the management, the control and 
the data plane. 
 

1.1 OMEGA Functionalities 

This section presents all functionalities that shall be supported by the OMEGA network. 
All the functionalities have been divided into two different sets: the first set includes the ones that are usually 
supported by home networks in general, while the second set includes some functionalities that are specific for 
the OMEGA network. 
 

1.1.1 OMEGA functionalities description 

Generic home network functionalities: 
 

�  LAN connectivity: the home network must support connectivity between OMEGA devices. The LAN 
connectivity can be established over heterogeneous technologies. The OMEGA project will provide 
support for UWB, WiFi, PLT, and Free Space Optics. Other likely technologies are Ethernet, USB, 
SATA, FXS, FXO, 3G (femtocell), ZigBee, DECT NG, etc. 

�  WAN Connectivity:  allows the devices to be connected to the WAN. Usually, only one element in the 
OMEGA network will implement this functionality, i.e. the OMEGA Gateway. WAN connectivity can 
be achieved using at least one technology (out of the scope of the OMEGA project): xDSL, FTTH, 
WiMAX, HSDPA, etc. 

�  Data transfer includes all the functionalities needed to support and realize the reception and the 
transmission of data.  

�  Network attachment: is the functionality used to manage the provisioning of addresses at IP layer 
inside the home network and, in case, providing IP masquerading towards the external network. It can 
be realized using a server/client model. 

�  Local Device management: is the functionality that allows the home network administrator to manage 
the devices of the network. In this way, the home network administrator is able to insert some policies 
in order to manage the network (i.e., parental control, energy consumption profiles, etc.). It can be 
realized using a server/client model. 

�  Remote Device management: is the functionality that allows a remote (from the WAN) management 
of the devices belonging to the home network. In this way the network operator is able to insert some 
policies in order to manage the network (i.e., QoS parameters setting, etc.). 

�  Operations and Maintenance supports processes for periodic diagnosis of Generic OMEGA 
functional units. It performs the routine actions including measurements and tests for performance 
control, and adjustments and part reconfiguration, in order to prevent faults from occurring and to 
reconfigure worn parts before they cause OMEGA system failure. 

 
Specific OMEGA network functionalities: 
 

�  PHY connectivity: The ability of two adjacent OMEGA devices to communicate with each other over 
a physical media. The OMEGA project will provide support for UWB, WiFi, PLT, and Free Space 
Optics by the OMEGA network. 

�  Path selection: The functionality to compute one or multiple best paths between OMEGA source 
device(s) and OMEGA destination device(s) based on a certain optimality criterion. Dedicated path 
selection algorithms are used within the OMEGA network. Path selection can be done in advance with a 
proactive protocol or on demand with a reactive protocol. Also path recalculations are allowed and are 
usually triggered when the link parameters change significantly.  

�  Inter-MAC Forwarding:  assures frame transfer (for frames coming both from layer 2 and layer 3). An 
Omega device will transfer incoming frames to a neighbouring OMEGA device based on: 

o the destination and other information contained in the frames 
o the forwarding information contained in the forwarding table.  

Some OMEGA devices might be configured not to forward traffic of other devices. 
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�  Load-Balancing: if supported by the OMEGA network, it defines how to distribute traffic, going from 
a source node to a destination node, among two or more existing paths between the two nodes. 

�  Connection Admission Control: decides whether or not to accept a new connection in the OMEGA 
network, in order to support QoS to accepted flows. 

�  QoS mapping: decision to which QoS service class the session flow belongs to on the basis of the 
traffic specifications. 

�  QoS marking and handling: is in charge of marking data packets (e.g., setting the OMEGA class of 
service bits) in order to differentiate each packet on the basis of the QoS class of service it belongs to. 
In addition, it is in charge of handling such data packets and managing the forwarding with the aim to 
fulfil QoS requirements (including shaping and the decision of which technology use for the 
transmission of the packet). 

�  Monitoring:  to monitor network links and devices availability. Particular link parameters are monitored 
to support CAC, path selection and other functionalities for their operation, in order to support the QoS 
required by the data flows transmitted over the network. 

�  Encryption:  includes the functionality implemented to provide confidentiality and integrity of 
communications within the OMEGA network, end to end. It is provided as part of the Data Transfer 
function. 

�  Authentication includes the protocols implemented to verify the legitimacy of membership in the 
OMEGA network. It is based on a password shared between the Device and the Security Controller. 

�  Device Integrity: it includes the functionality defined under the Trusted Computing principles to ensure 
that the device is clear of unknown and unwanted behaviour. 

�  Signalling agent capability: additional functionality is performed at session level to allow the 
establishment of a connection among two different OMEGA devices that want to communicate. The 
signalling agent functionality is then in charge of informing the application about the possibility to start 
or not to start the transmission of application data.  

�  Device Discovery functionality is used to discover the presence of other devices and identify their 
services (optional functionality). It is a middleware functionalities, as physical device discovery is 
performed by means of monitoring and link setup/teardown functionality. 

�  Energy Saving functionality is used to manage the energy profiles defined by the manufacturer of the 
OMEGA device and set through the local device management client functional block. Energy Saving 
policies employed by an OMEGA device are sent to the operation and maintenance module in order to 
differentiate the operational ways of that particular OMEGA device. In fact, different levels of energy 
profiles can be brought to different ways of operation by Inter-MAC control functionalities in the Inter-
MAC functional block.  

�  User input support: this functionality is referred to the possibility to run user’s application and to 
provide an interface with the user of the device.   

�  Serve legacy devices: includes the functionalities used to allow legacy devices to use the services 
offered by the OMEGA network. The goal is to provide connectivity to legacy devices to the OMEGA 
network and to preserve the QoS experienced by the legacy device for a specific flow. 

�  Link setup/teardown: is in charge of understanding and decide, on the basis of measurements 
collected by the monitoring engine, the physical availability of the connection of the device with other 
devices.  

�  Intra-home mobility management: this functionality is referred to the possibility to support session 
continuity while users are switching between different physical access technologies. How the OMEGA 
network will support this functionality is described in D6.4.  

 

1.1.2 OMEGA functionalities distribution among planes 

Following current research trends, the architecture considered in OMEGA is vertically structured into two 
“macro-layers”: ‘Application and Service Macro-Layer’ and ‘Transport Macro-Layer’.  
Horizontally the architecture is traditionally divided into Management Plane, Control Plane and Data Plane.
  
Vertical decomposition: 

�  Applications and Service Macro-Layer: includes the architectural layers and functions performing 
management, control and also operations on data (e.g. adaptation, transcoding, etc.) at higher layers, 
independently of network transport. 

�  Transport Macro-Layer:  includes the architectural layers and functions performing management, 
control for resources and traffic and also operations on data in order to transport the data traffic through 
various networking technologies. 

Horizontal decomposition: 
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�  Data Plane: is responsible for transferring the user/application data. It also transports the control- and 
management-related data of higher layers between the respective entities. It may include functions and 
mechanisms to act upon the packets transported.  

�  Control Plane: includes all layers which perform short-term control actions related to higher layers 
(high-level services and applications): through signaling, the control plane sets up and releases high-
level connections, and may restore a connection in case of a failure transport layers: it performs the 
short-term actions for resource and traffic engineering and control. 

�  Management Plane: based on the management functional areas identified in ITU-T Rec. M.3010, the 
following functionalities are performed in the management plane: Fault, Configuration, Accounting, 
Performance, Security management, Energy saving. 
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Figure 1: OMEGA planes 

 
The following table summarizes the distribution of the functionalities listed previously into the data plane, the 
control plane and the management plane. 
 

 

Functionality Data Plane Control Plane Management plane 
PHY connectivity X   
LAN connectivity X   
WAN connectivity X   
Data transfer X   
Network attachment  X  
Local device management   X 
Remote device management   X 
Operations & Maintenance   X 
Path selection  X  
Inter-MAC forwarding X   
Load-Balancing X X  
Connection Admission Control  X  
Link setup/teardown  X  
QoS mapping  X  
QoS marking and handling X   
Monitoring  X X 
Encryption X   
Authentication   X 



ICT-213311, OMEGA                                                                                                                                                               14 January 2010 

D6.3 – OMEGA functional analysis Page 12 (58) 

Device Integrity   X 
Signalling agent capability  X  
Device discovery   X 
Energy saving   X 
User input support X X  
Serve legacy device X X  

Table 1: OMEGA Functionalities distribution across planes 
 
Some of the functionalities can be grouped in the Inter-MAC block , which is the module characterizing an 
OMEGA device, because it is used for the integration of different technologies and provides connectivity to any 
network device. It includes the following Data plane functionalities:  

�  Inter-MAC forwarding; 
�  QoS marking and handling; 
�  Encryption; 

the following Control plane functionalities: 
�  Path selection; 
�  Load balancing; 
�  QoS mapping;  
�  Connection admission control; 
�  Link setup/teardown; 

and the following management plane functionalities: 
�  Monitoring. 

 
The Inter-MAC functional block can communicate with other Inter-MAC functional blocks, included in other 
OMEGA peer devices, through an I-MAC protocol. 

 

1.2 Generic OMEGA device 

An OMEGA network is composed by a set of OMEGA devices. As stated in the D6.1, there exist different kinds 
of OMEGA devices, depending on the capabilities supported by the device. Anyway, all the OMEGA devices 
have a common set of functionalities that must be supported. 
The generic OMEGA Device represents the set of functional elements that must be supported by any OMEGA 
device. Thus, the generic OMEGA device is not a device itself, but rather it is a set of functionalities that have to 
be supported by a device to be considered “OMEGA compliant”, or better, an OMEGA device.  
As a matter of fact, the Generic OMEGA device architecture includes both generic home network functionalities 
(i.e., network attachment, local and remote device management, operation and maintenance, etc.) and OMEGA 
network-specific functionalities (i.e., Inter-MAC functionalities, energy saving, etc.) that must be supported by 
all the OMEGA Devices. 
As said before, several optional OMEGA specific capabilities and functionalities can be added to the generic 
OMEGA device structure in order to realize more complicated devices supporting additional features, like user 
input support, WAN connectivity, connection to legacy device, etc. Thus, depending on the set of optional 
capabilities supported, there can be several types of OMEGA devices. 
Therefore the Generic OMEGA device can be considered as the basic element for the definition of every 
OMEGA device. 

1.2.1 Description and functionalities 

In the following Figure 2, the architecture of the generic OMEGA device is depicted. In particular, the specific 
required capabilities of a Generic OMEGA device and their distribution over different planes (data (blue), 
control (red) and management (green)) are indicated. 
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Figure 2: OMEGA Device Functionalities 

 
With reference to the Figure 2, the messages exchanged among the different functional blocks belonging to the 
same OMEGA device (internal messages) are indicated with continuous arrows, while the messages exchanged 
among different functional blocks belonging to different OMEGA devices (external messages) are indicated with 
dotted arrows.   
Some of the functionalities in the generic OMEGA Devices are only provided through their client mode, in 
details: 

�  Local Device Management (client), the generic OMEGA device acts only as a client for the 
management. The client is in charge of enforcing all the policies received by the server. In particular 
energy saving policies can be set through the Local Device Management Client in order to set the level 
energy profile to be used for that device. Energy profiles are defined by the manufacturer of the device; 
different profiles will allow to save or not power, influencing the operation of the device. 

�  Remote Device Management (client), the client enforces in the device the policies received from the 
Remote Device Management Server accessed by the network operator from the WAN, and forwarded 
by the Remote Device Management Proxy located in the OMEGA gateway. 

 
In Figure 2 are reported some functionalities as “additional optional functionalities”: they are not included in the 
generic OMEGA network functionalities but the generic OMEGA device functional block interacts with them. In 
particular: 
 

���������	


��
� ������
��� ��	��	

����	����


��
� ������
��� ������

���	
�����

��

�
�����
���

���	���
�
����

��������������
������

��������

������ ����

�������	������

�������	����	�����

��������

 ��!�����
�� ���������

���������������

 ��!�����
��
��������� 
���
������������

�������
��"
�

����	��������
��������
������

 ��!�����
��
����������
���

������������

#��"�	$�
���
�%&������	��	

#��"�	$�
���
�%&����������

������	��� '�(

������	��� '���

'�&����������
��� ������

��������

������ ����

������������

 ��!�����
��
��������� 
���

������������

)����
����� �����*

���)��������

��
�� ������

����
����� 
����*

��������
� ��������
������
+�� '�(�����,'�������

�
�
������
��������
������

-�#�������������
+�� 
��

�	
&���	
���
����
�
�


'�&����������
��� �	�.�

������
�������	�

������
�������	�

���%�����
����
��	��	

������ �����	���
�����

������ �����	���
�����

���%�����
����
������	������

���������

����	��������	����	

�
��"�	�

�
�

��

&
���

�
���

���
���

���
��


���
���

�
�
�/	
����	

���������	


��
� ������
��� ��	��	

����	����


��
� ������
��� ������

���	
�����

��

�
�����
���

���	���
�
����

��������������
������

��������

������ ����

�������	������

�������	����	�����

��������

 ��!�����
�� ���������

���������������

 ��!�����
��
��������� 
���
������������

�������
��"
�

����	��������
��������
������

 ��!�����
��
����������
���

������������

#��"�	$�
���
�%&������	��	

#��"�	$�
���
�%&����������

������	��� '�(

������	��� '���

'�&����������
��� ������

��������

������ ����

������������

 ��!�����
��
��������� 
���

������������

)����
����� �����*

���)��������

��
�� ������

����
����� 
����*

��������
� ��������
������
+�� '�(�����,'�������

�
�
������
��������
������

-�#�������������
+�� 
��

�	
&���	
���
����
�
�


'�&����������
��� �	�.�

������
�������	�

������
�������	�

���%�����
����
��	��	

������ �����	���
�����

������ �����	���
�����

���%�����
����
������	������

���������

����	��������	����	

�
��"�	�

�
�

��

&
���

�
���

���
���

���
��


���
���

�
�
�/	
����	



ICT-213311, OMEGA                                                                                                                                                               14 January 2010 

D6.3 – OMEGA functional analysis Page 14 (58) 

�  QoS and frame translation interacts with the data transfer plane of the generic OMEGA device to 
support the transfer of legacy device flows. 

�  WAN Connectivity interacts with the generic OMEGA device data transfer plane in order to assure 
connectivity with the WAN. 

�  “Signalling agent” and “Specific Legacy Device signalling agent” interacts with the Inter-MAC in 
order to inform the Inter-MAC of a new connection requests. The Inter-MAC is in charge of providing 
an adequate end-to-end connection to the flows.  

�  Device discovery interacts with other device discovery agents in peer OMEGA devices enabling the 
discovery of devices and services at middleware layer. It is an optional functionality, out of the scope of 
the OMEGA project. 

 

1.2.2 Interfaces 

In the OMEGA network, each OMEGA device has one or more interfaces for connection with other devices. The 
only mandatory interface for a generic OMEGA device is the so called “W service interface”, that allows two 
OMEGA devices to be connected and exchange data as well as signalling and management related information.  
In addition, there are other two optional interfaces that could be implemented in an OMEGA device: 

�  Interface with the WAN 
�  Interface with legacy devices 

In addition, there are other “internal” interfaces that the generic OMEGA device has to support. These interfaces 
are used for the communication of functional blocks belonging to the OMEGA device. 
 
Thus, the WWWW service interface allows an OMEGA device to be connected with another OMEGA device. As 
shown in Figure 2, the W service interface allows the generic OMEGA device to exchange information with 
other OMEGA devices (OMEGA peer, OMEGA gateway and Security Controller, that could also be included in 
the OMEGA gateway, depending on manufacturer implementation and integration choices). 
In particular, the following information is exchanged over the W service interface between the following 
functional blocks: 

�  “network attachment client” in the generic OMEGA device and “network attachment server” in the 
OMEGA gateway: information used to assign an IP address to the OMEGA device 

�  “ local device management (client)” in the generic OMEGA device and “local device management 
(server)” in the OMEGA gateway: exchange of local management policies introduced by the network 
administrator in accordance with received device information, e.g., access restrictions to certain type of 
contents, or to the use of specific device, or on the base of application type. 

�  “ remote device management (client)” in the generic OMEGA device and “remote device management 
(proxy)” in the OMEGA gateway: exchange of remote management policies and device information. 

�  “ Inter-MAC” in the generic OMEGA device and “Inter-MAC” in another OMEGA device: exchange of 
information used to perform Inter-MAC functionalities. 

�  “device discovery” in two peers OMEGA device: exchange of information on device supported 
services. 

�  “authentication agent” in the generic OMEGA device and “authentication server” in the Security 
Controller: exchange information used for the authentication process of the device. 

�  “device integrity agent” in the generic OMEGA device and “device integrity agent” in the Security 
Controller”: exchange of information used to perform device integrity test. 

 
“Internal” interfaces include the following interactions between functional blocks in the generic OMEGA device 
and additional optional functional blocks that could be implemented in the OMEGA device : 

�  “ Inter-MAC” and “Signalling Agent” or “Specific Legacy Device Signalling agent”: exchange of QoS 
information about the flows to be transmitted in the OMEGA network; 

�  “Data transfer” and “WAN connectivity”: exchange of data, control and management information; 
�  “Data transfer” and “QoS and frame translation”: exchange of data flows. 
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2 Management of the OMEGA network 

2.1 Definitions 

Most of the following definitions, used in this section, rely on the OMEGA Deliverable D1.4 "Requirements, 
Architecture & Topology Report" [2] definitions and on the Home Gateway Initiative (HGI) Technical 
Requirements Residential Profile [3] terminology. 

·  Application Service Provider (ASP) : entity whose business is to offer communication services or to 
provide contents to the final user 

·  Broadband Service Provider (BSP) : entity whose business is to offer the access infrastructure to the 
final user 

·  Operator/Business Support System (OSS/BSS) : it encompasses the functions required for the 
Broadband Service Provider to manage its network in an overall way 

·  Remote Management System (RMS): entity embedding management functions such as resource and 
device inventory, event notification and alarm management, diagnostics and troubleshooting. The RMS 
presents a northbound interface to the OSS/BSS. The RMS also includes the Auto Configuration 
System (ACS) defined hereafter. 

·  Auto Configuration System (ACS): entity implementing remote management functions such as device 
configuration, software updates, device diagnostics, remote operations and reboot requests as defined in 
the Broad Band Forum TR-069 Amendment 2 standard, also known as CPE WAN Management 
Protocol (CWMP) [4]. The Home Gateway and the TR-069 enabled devices located in the Home 
network can be managed on the basis of this protocol. 

·  Remotely Configurable Equipment (RCE): Equipment located in the home network and remotely 
managed by the RMS: it may be the Home Gateway or an equipment located behind the Home 
Gateway. 

·  Management client: set of mechanisms (protocol suite) embedded in a device of the home network and 
allowing the management of the device either locally or from the Remote Management System. This 
management client can be based on the TR-069 standard, but also on UPnP, DHCP, SNMP, TFTP, … 

·  Self Care : management actions achieved by the customer 

·  Customer Care: management actions achieved by the operator for the customer. In frequent cases it will 
be more appropriate to talk about self care and customer care than about management 

·  Multi Dwelling Unit (MDU): apartment in a cabled building. 

·  Managed device : A managed device is a device that communicates directly or indirectly (via the Home 
Gateway) with a RMS of the BSP 

·  Unmanaged device : An unmanaged device is a device that does not communicate directly or indirectly 
(via the Home Gateway) with a RMS of the BSP 

·  Role of an Application Layer Gateway (ALG) in the case of NA(P)T traversal : the ALG is an 
application (example SIP) specific software function which analyses and modifies if necessary the data 
exchanged between the applications so that the traversal of a network function such as NA(P)T is 
transparent for the application. The applications requiring an ALG typically include IP addresses, UDP 
or TCP port numbers or media information in the related applicative protocols.  

·  Device discovery and identification of remotely managed devices: this is a prerequisite phase for the 
management procedure. All end devices with a remote management client should be discovered and 
identified uniquely (and must be in the case where they are managed). This is achieved by the Home 
Gateway. 

·  ARP cache : set of IP/MAC addresses stored in a device embedding the ARP protocol 

·  DHCP repository : storage location containing information about DHCP addresses 

·  Managed Devices Data Base : Data Model (BBF terminology), Management Information Base MIB 
(SNMP terminology) or Management Information Model (HGI terminology) collecting the managed 
parameters 
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·  Secure Socket Layer/Transport Layer Security (SSL/TLS): Transport Layer Security (formerly Secure 
Socket Layer) are cryptographic protocols that provide security for communications at the Transport 
layer end-to-end. 

2.2 General approach 

The capability of management of the OMEGA devices has been highlighted in the OMEGA Deliverable D6.1 
[1] and is reminded in the section 1 of this Deliverable D6.3. It covers the two following areas : 

·  Remote management 

·  Local management 

As explained in [1] the OMEGA network may coexist with devices and networks which do not support the Inter-
MAC (also known as legacy devices) but may support for instance UPnP, SIP or simply DHCP, all of them 
requiring some management features. 

Among the various mechanisms implemented in the devices of the home network, achieving "self care" or 
"customer care" functions, some are clearly "management oriented", such as: 

·  The TR-069 standard, also known as CPE WAN Management Protocol (CWMP) [4], already 
mentioned in section 3.1, and allowing the management of the home gateway and of TR-069 enabled 
devices on the basis of transactions with the ACS. 

·  The SNMP (Simple Network Management Protocol) is, under its version v3, the most advanced of the 
standard recommended by the IETF for the management of networks elements by network management 
stations [5]. 

·  The OMA DM (Open Mobile Alliance Device Management), based on clients embedded on phones [6]. 

·  The JMX (Java Management Extensions) approach, which uses the Java technology for managing 
applications [7]. It can be considered as an alternative to the UPnP approach. 

·  The UPnP (Universal Plug & Play) standard [8], basically designed for local management, but 
potentially extensible to remote management thanks to the implementation of a proxy located in the 
home gateway or of a new framework such as the UPnP Device Management, as described in the next 
sections. 

·  The LLTD (Link Layer Discovery Protocol) protocol which allows the discovery of the topology of the 
home network and lies at the border between local and remote management [9]. 

Other approaches or mechanisms are not strictly "management oriented" but provide nevertheless some 
management possibilities, for instance the OpenIPTV approach, or the SIP, DHCP or TFTP protocols. The Inter-
MAC belongs to this category: its possible role for management purposes will be highlighted at the end of this 
chapter. 

In the following, these mechanisms achieving "self care" or "customer care" functions are referred to by the term 
of "client". 

The Home Gateway Initiative (HGI) Technical Requirements Residential Profile [3] describes quite efficient 
mechanisms for the remote management of TR-069, UPnP and DHCP-enabled end devices. In this approach all 
the devices embedding a remote management client should be discovered and uniquely identified for 
management purposes. On the basis of transactions between the Remote Management Server (RMS) and the 
devices, these mechanisms allow to achieve the following management functions: 

·  Device management 

·  QoS management 

·  Security management 

·  Configuration management 

·  Dynamic service provisioning 

·  Firmware upgrade management 

·  Performance monitoring 

·  Diagnostics and troubleshooting (alarms/notifications and log management) 
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No relevant argument shows that the OMEGA devices should not cope with these consolidated methods 
applicable to the remote management. They are shortly reminded in the two following sections 3.4 and 3.5, 
respectively dedicated to TR-069-enabled end devices (OMEGA or not OMEGA) and not TR-069-enabled end 
devices (OMEGA or not OMEGA). Nevertheless this does not exclude the other methods mentioned above, 
because each approach has its own assets and domain of application. A classification of the different Remote 
Management categories of devices is then proposed in section 3.6. 

The topic of UPnP Device Management (also known as UPnPTM Execution Platform) is addressed in section 3.7, 
as an alternative option for the remote management of not TR-069 devices. 

It is important to notice that the layer 2 operation of the OMEGA network is not favourable to the remote 
management of OMEGA devices, such as the extenders, that would not have the end device capability (refer to 
D6.1 for the definition of the end device capability). Even if the protocol layer stack of the extenders is limited to 
the layer 2  in the data plane, the possibility to have upper layers available in the management plane should be 
kept open for the future developments of the extenders allowing their remote management. 

On the other hand, the Inter-MAC operation of the OMEGA network opens up new prospects from the local and 
remote management point of view. Its specific features are described and faced to the local management 
capability of the UPnP devices (UPnP AV) respectively in sections 3.8 and 3.9. 

In the following section 3.3 the frame of the exposition opens up first by a description of the multi application 
service provider (or multiple stakeholders) scenarios considered within OMEGA for the remote management 
concerns. 

2.3 Multiple stakeholders scenarios 

2.3.1 Multi Application Service Provider management models in the classical 
mono access scenario (one single access line, one single home gateway) 

Different models of this scenario have been analyzed by the FP6 MUSE project [10]: MUSE provided end-to-
end recommendations for the fixed network, taking into account the constraints of the different segments 
constituted by the core network, the aggregation network and the access network up to the residential gateway. 
This project pushed forward a business role model making the part between the Application Service Provider 
(ASP), the Broadband Service Provider (BSP), and the Residential Gateway (RGW), also named Remotely 
Configurable Equipment (RCE) in the MUSE multi-provider context since the project did not cope with the part 
of the home network located behind the home gateway. The pictures below, illustrating the different models 
studied in MUSE for the multi-provider scenario, make reference to the OMEGA context, where a Remotely 
Configurable Equipment (RCE) may be located behind the Home Gateway. 

2.3.1.1 Model 1 

In that case all ASP have their own ACS and each ACS manages the whole set of RCE. The providers are 
completely unaware of each other and perform their configurations independently.  The highly likely conflicts 
have to be solved inside the RCE, which is a very tricky situation to manage for responsibility reasons. This 
model was not retained by the HGI. 

 

 

Figure 3: Synoptic for Multi-Application Service Provider management model 1 
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2.3.1.2 Model 2 

In that model each RCE is connected to one and only one ACS. Each ASP has an independent access to the 
different ACS through their North Bound Interfaces (NBI). The conflicts have to be solved inside the ACS, 
which is also a quite tricky situation to manage for responsibility reasons. This model was not retained by the 
HGI. 

 

 

Figure 4: Synoptic for Multi-Application Service Provider management model 2 

 

2.3.1.3 Model 3 

In that model each RCE is again connected to one and only one ACS. The ASP must first contact the OSS of the 
BSP hosting the ACS. The conflicts are solved inside the OSS of the BSP, which is an acceptable scenario. This 
model is the only one which was recommended by the HGI. 

 

 

Figure 5: Synoptic for Multi-Application Service Provider management model 3 

 

2.3.2 Multi ASP management models in the multiple access scenario 

That scenario mainly concerns the dense areas where is raised the concern of the cabling of Multiple Dwelling 
Units (MDU), or apartments, inside the buildings. The scenario refers to the deployment of FTTx (FTTH, FTTB, 
FTTCab) in the cities. In that scenario the fibre may be mutualised in the access network, but from the foot of the 
building one fibre per couple ASP/BSP is drawn up to the MDU, which means that there are as many optical 
connectors interfaces in the customer's apartment as potential couples ASP/BSP. Therefore the client is 
completely free to choose one couple ASP/BSP among several possible competitors, and has the possibility to 
change operator: this represents a possible approach for the future, though leading obviously to an over 
investment in terms of infrastructure. 

The customer may even subscribe simultaneously to several ASP. In that case one home gateway per ASP is 
installed in the home: this scenario is tackled in the following section (multi homing scenario). 

 

 

2.3.3 The multi homing scenario 
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In that scenario the client is simultaneously connected to several ASP/BSP and there are several home gateways 
in the home. These home gateways may be connected to different access networks (xDSL, optical, radio, 
satellite,…). That situation is taken into account (though not recommended) by the RFC 3927, allowing multiple 
IP addresses on one physical interface of the end device concerned by the multiple connections. The 
management of such a scenario remains nevertheless quite complex. 

From the QoS point of view the OMEGA network is able to manage that situation in a best effort and fair way, 
at the condition that the operators respect the "Best Current Practices" in terms of Diffserv-based QoS markings. 

In order to simplify the scenario, each home gateway might also address an independent sub network inside the 
home. 

2.4 Remote management of TR-069 end devices (OMEGA or not 
OMEGA) – HGI referenced 

In that case the device supports the CPE WAN Management Protocol (CWMP client) based on the TR-069 
Amendment 2 framework from the BBF. Annex F allows an ACS to determine the identity of the HG through 
which the device is connected (on the basis of the connection between the DHCP server of the HG and the 
DHCP client of the device). Annex G allows an ACS to initiate a TR-069 session with a device that is operating 
behind a NAT gateway. The NAT traversal by TR-069 requires some appropriate mechanism (such as STUN). 
The transactions with the ACS are based on the HTTP protocol applied on standard SOAP XML-based files. The 
discovery of the ID information of the device is achieved through the ARP cache of the HG (or through the 
DHCP repository of the HG if the device includes a DHCP client) : the related information is uploaded to the 
Managed Devices Data Base, also located in the HG, where it can be read by the Remote Management Server. 

Connections between the ACS and the end device: 

·  Device -> ACS 

o The first time the device establishes a connection to the access network 

o After power-up or reset 

o On every PeriodicInformInterval or ScheduledInform 

o Whenever the device receives a valid Connection Request from ACS (HTTP Get) 

o Whenever the URL of the ACS changes 

o Whenever a parameter is modified 

·  ACS -> Device 

o The Connection Request notification is an HTTP Get to a specific URL designated by the 
device.  

In its basic architecture elaborated until now, OMEGA does not make any assumption on the processing of the 
flows inside the HG either in bridge mode or in routed mode (refer to [1]). Even if the routed mode favours the 
interactivity between services and terminals (the OMEGA operation clearly lies in a full-routed gateway 
context), actually both scenarios are possible from the remote management point of view : some flows may be 
handled in bridge mode and some in routed mode. Therefore both scenarios considered by the HGI for the 
remote management of TR-069-enabled end devices with the HG operating in bridge or routed mode have to be 
taken into account. When the flow is processed in bridge mode the TR-069 transaction is directly established 
between the remote management client of the device and the RMS ; when the flow is processed in routed mode 
the TR-069 transaction is established through the NA(P)T function of the HG. 

Security is addressed by the SSL/TLS layer. A TLS client and server negotiate a stateful connection by using a 
handshaking procedure. 

2.5 Remote management of not TR-069 end devices (OMEGA or not 
OMEGA) – HGI referenced 

Some management solutions (such as SNMP or TFTP) are end-to-end mechanisms between the management 
server and the end device. The solutions described in this section are hybrid, i.e. they are based on the TR-069 
mechanism between the RMS and the HG and on an alternative component (typically UPnP or DHCP) between 
the HG and the end device. 
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This section is typically related to the case of devices including UPnP and/or DHCP remote management clients, 
and no TR-069 CWMP client. 

In the case of an UPnP remote management client the transactions between the RMS and the home device are 
achieved through an UPnP RM-Proxy located in the HG. The transactions with the ACS are based on the HTTP 
protocol applied on standard XML-based files. The discovery of the ID information of the device is achieved by 
the UPnP Simple Service Discovery Protocol (SSDP) and the transactions between the HG and the device use 
UPnP control/eventing mechanisms: these transactions (UPnP control and eventing) are also based on the HTTP 
protocol applied on standard XML-based files (same as TR-069). 

In the case of a DHCP only remote management client the transactions between the RMS and the home device 
are achieved through a DHCP server + RM Proxy located in the HG. The transactions with the ACS are based on 
the HTTP protocol applied on standard XML-based files. The discovery of the ID information of the device is 
achieved by the DHCP Discovery mechanism. The transactions between the HG and the device are based on the 
DHCP options (for instance DHCP option 60, 77, …). 

2.6 Remote Management categories of devices 

The devices of the home network may integrate different combinations of the Inter-MAC (OMEGA), CWMP 
(TR-069), UPnP, DHCP and SIP functionalities, designated as "clients" in this section. 

The categories of devices from the point of view of their remote management capability in the home network 
have been extensively described in the Home Gateway Initiative Technical Requirements Residential Profile [3]. 
These categories allow to make the difference between remotely managed and unmanaged end devices : 

·  A managed device is a device that communicates directly or indirectly (via the Home Gateway) with a 
RMS of the BSP 

·  An unmanaged device is a device that does not communicate directly or indirectly (via the Home 
Gateway) with a RMS of the BSP 

The HGI also introduces some difference between a remotely manageable device and an unmanageable device : 

·  A manageable device has an active and detectable remote management client, and may or may not 
communicate with the RMS of the BSP 

·  An unmanageable device is any other type of device. Typically these are user-configured or pre-
configured devices 

Additionally in the OMEGA context the device may support the Inter-MAC client or not. 

Thus, according to the different possible combinations of clients supported in the device, we get different types 
of devices which are represented in the following table. The columns represent the various device types, and the 
rows show which remote management client stack is supported by each device type. For instance the "CU" 
device type embeds the CWMP (TR-069) and UPnP (and therefore DHCP) clients.  

 

Client/Type I IU IC ICD ICU IS ID C S CU CD U D Z 

Inter-MAC x x x x x x x        

CWMP   x x x   x  x x    

UPnP  x   x     x  x   

DHCP  x  x x  x   x x x x  

SIP      x   x      

Table 2: OMEGA types of managed and (manageable) unmanaged devices 

The types C, S, CU, CD, U, D, Z are the classes of devices identified by the HGI. Managed end devices are C, S, 
CU and CD. Types U and D are manageable but unmanaged (since they communicate only through a Proxy). 
Type Z is unmanageable. 

The other types of devices are obtained by adding the Inter-MAC client to the other clients. 
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Type S devices represent SIP devices. The discovery is achieved through a SIP proxy/server. A B2BUA may be 
required if the IMS inter-working with access network is needed. 

Type U devices represent UPnP devices. Therefore they include a DHCP client by default. 

 

 

2.7 The UPnP Device Management approach 

The topic of UPnP Device Management (also known as UPnPTM Execution Platform) is related to the presence 
of a software execution environment in the home network. The UPnPTM is a story beginning in the OSGi™ 
community (2004-2007). 

The rationale for this approach is a service providers' demand to install, upgrade and remove customized 
software on the Home Gateway (and by extension on the Home Devices) without updating the entire firmware. 

The UPnP Device Management approach can also be considered as an alternative option for the remote 
management of not TR-069 devices. The challenges of integration with TR-069 for an end-to-end administration 
have been presented in [11]. The UPnP Device Management lies within the framework of the hybrid 
management solutions already described at the beginning of the section 3.5, based on the TR-069 mechanism 
between the RMS and the HG and on the UPnP DM component between the HG and the end device.  

The approach consists in elaborating some scenarios of administration, then in selecting the data model, and in 
setting on the operation of the UPnP management framework of devices. In order to achieve that last point, the 
UPnP Device Management introduces the concepts of basic management service, of configuration management 
service (with different configuration tools), and of software management service (for instance adding some 
software component on a device). 

UPnP DM can be implemented through the development of a Generic Execution Platform Genex for instance on 
the basis of the following technologies: .NET™ (processing unit : assembly), Linux Debian (processing unit : 
package), OSGi™ (processing unit : bundle) [12]. 

 

2.8 Local management of UPnP end devices (UPnP AV) 

This section gives a short overview of the local management capability provided by the standard stemming from 
the UPnP AV Working Committee [8], currently available in numerous devices of the home networking 
landscape. The standard describes the mechanisms suited for the following actions: 

·  Attribution of an IP address either by DHCP or by an auto-IP procedure 

·  Discovery on the basis of the Simple Service Discovery Protocol (SSDP) over HTTP (multicast or 
unicast) over UDP 

·  Description and presentation of device/service information by HTTP exchanges of XML files 

·  Control of device/service on the basis of the Simple Object Access Protocol (SOAP) applied to XML 
files over HTTP over TCP 

·  Notification of events on the basis of the General Event Notification Architecture (GENA) applied to 
XML files over HTTP over TCP 

2.9 New opportunities of (local or remote) management for the Inter-
MAC based OMEGA network 

This section shows how the everyday operation of the Inter-MAC can be extended in order to provide the 
customer some relevant information for the local management of his/her home network, and, if the customer 
consents to such an approach, to achieve additionally some remote management based on the uploading in the 
operator network of information gathered locally. 

The path selection engine of the Inter-MAC requires information about the neighbourhood of each OMEGA 
device. Also the handover engine requires information about parameter or metric changes in order to prepare set-
up and tear-down of links.  
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That kind of information is available in the Management Information Base (MIB) implemented in the 
monitoring engine of each OMEGA device. Additionally the monitoring engine gathers information from the 
Inter-MAC adapters about link metrics and measurement statistics in order to keep track of the current OMEGA 
links status. 

The management capability of the monitoring engine has been clearly identified in the OMEGA Deliverables 
[13] and [14]: indeed the monitoring engine (which is part of every OMEGA device) collects information about 
the configuration (discovery of neighbours), performance (measurement statistics on the links) and fault 
(detection of degradation of the link quality). 

Nevertheless in the standard operation of the Inter-MAC this information is sparse among the different OMEGA 
devices and provides only some local view at the level of each device. In order to obtain a really efficient 
management tool, the OMEGA system should allow to upload in a specific entity called the 'OMEGA Manager' 
a selection of the most relevant information providing an overall view of the OMEGA network. The information 
addressed in this entity might be (not exhaustive list): 

·  The topology of the OMEGA network (devices and links between them) 

·  The current links quality 

·  The links quality evolution 

·  The active links (carrying some traffic) 

·  The "powered on" links with no traffic 

·  The "powered down" links 

The OMEGA Manager could also support other tasks: 

- The display of some specific information: home automation, health … 

- The security control : indeed the studies achieved within OMEGA on the security architecture have 
highlighted the role of a Security Controller in the OMEGA network, embedding the functions of 
Authentication Server and a Device Integrity Agent (refer to Deliverable D6.2, July 2009). This 
Security Controller could also be implemented in the OMEGA Manager 

- The control of specific flows, for instance the flows established between 2 UPnP devices, or between 2 
SIP devices : indeed, in order to take into account the high diversity of end devices (OMEGA, legacy, 
UPnP, SIP, combination of these different kinds, …) which rely on a number of technologies, the 
knowledge of the reachable kind of devices and related services should very likely be centralized in an 
entity such as the OMEGA Manager 

The OMEGA Manager might therefore become the actual human machine interface, accessible either by a 
'touch-screen' (haptic) approach or through a remote control device. This is the big picture for the future home 
network. 

The three following sections illustrate the added-value of the Inter-MAC operation in terms of management, 
successively from the point of view of the topology discovery, of the performance measurement, and of the 
Operations & Maintenance procedures. A similar approach might be extended to the management of savings on 
power consumption: any newly managed functionality just requires a new specific metrics. 

2.9.1 Topology Discovery 

Among other purposes, the OMEGA network allows to establish a communication between two or several end 
devices that can communicate only through intermediate nodes. 

The end devices are associated to services and identified by an IP address: the related Inter-MAC address is first 
obtained by execution of an ARP protocol. 

Once we have reached that stage, the routing tables (meaning layer 2 Inter-MAC routing), embedded in the path 
selection engine, can be updated regularly in a proactive way, or elaborated on demand, only when a route is 
needed, according to a reactive approach. This latter approach presents the obvious advantages to avoid to 
maintain routes even when no communication is needed (which leads to over dimensioned routing tables), to be 
more flexible in situations of dynamic network reconfiguration and to suit better to scalability difficulties related 
to large networks (in order to give an estimation, the number of OMEGA nodes might be about 100 units). 
Nevertheless the proactive approach has also its own advantages: a lower set up latency, a reduced path 
discovery packet flooding, therefore an increased efficiency if the home network is medium sized. The 
compromise between these two approaches remains to refine. 
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For instance in the reactive approach, when a node A tries to communicate with a node B, the operation requires 
the broadcast of a Route Request (RREQ) message from the node A towards its neighbours until it receives a 
positive Route Reply (RREP) from the node B. During that process, the node A (and each node of the OMEGA 
network involved in a process of communication) gets not only the knowledge of its immediate neighbours and 
of the different technology links1 existing with these neighbours (since the Request and Reply messages are 
broadcast on the different links), but also gets information about the hop count and sequence number concerning 
the more distant nodes (including the destination node).  

The overall set of this information is stored in the monitoring engine of the OMEGA device and is used by the 
path selection (together with other information for instance relative to the Quality of Service requirements) to 
find the optimum end to end path from source to destination. 

The interesting point for management purposes is that these data, elaborated only on the basis of the Inter-MAC 
operation, provide the full information about the topology of the OMEGA network, and this without the need of 
any other mechanism. 

All this information is readable by the system through an appropriate API which will facilitate the transfer of the 
useful part of it to the 'OMEGA Manager' for local as well as remote management operations (located in the 
management plane). The related remote management operations may be achieved afterwards on the basis of the 
TR-069 protocol applied between the RMS and the OMEGA Manager. 

It may be noticed that this topology discovery might also be achieved by a discovery protocol such as LLTD 
already mentioned in the introduction of this chapter. Nevertheless the use of this protocol would require some 
adaptations in order to match the OMEGA mesh network specificities.    

2.9.2 Measurement of performance and available bandwidth  

Actually the monitoring engine does not only collect information relative to the topology of the network. The 
monitoring engine is also assumed to be able to trigger the transmission of measurement packets/probe frames, 
handled by the forwarding engine, towards the Inter-MAC adapters of the OMEGA technologies embedded in 
the OMEGA device. In return the Inter-MAC adapters recover some measurement statistics on the quality of the 
link which are then stored in the Management Information Base of the device. The type of measurement 
statistics has to be defined for each technology separately. The purpose is to take advantage of that feature of 
OMEGA in order to build an in-home available bandwidth estimation mechanism applicable to a multi 
technologies home network. The structure of the information stored in the MIB of the OMEGA device is 
specified by a common semantic language which is defined in the OMEGA Deliverable D5.1 [15].  

In the specific case of IEEE 802.11 the useful information can be directly extracted from the MAC and PHY 
layers insofar as this information is made available by the standard (refer for instance to IEEE 802.11k-2008) .  

In the same way as for the topology information, all the information about the available bandwidth contained in 
the MIB of the different OMEGA devices is readable by the system. Of course this information about the 
available bandwidth of a given link is eminently subject to fluctuations: it does not only depend on the 
interference with disrupters, but also on the characteristics of the traffic already present on the link. The useful 
part of this information can be uploaded to the 'OMEGA Manager' for local or remote Operations & 
Maintenance actions, described in the next section. 

2.9.3 Operations & Maintenance function 

The aim of this function is to get an overview of the traffic in order to be able to take external, usually human-
directed, actions, such as supervision, fault detection, diagnosis, fault handling and troubleshooting. 

Here again the presence of a specific "OMEGA Manager" appears necessary to manage (locally or remotely) the 
long-term decisions related to these Operations & Maintenance actions. 

The type of information collected for that purpose by the OMEGA Manager is typically: 

�  The state of connections (end-to-end services) 

�  The active intermediate nodes (forwarding some traffic) 

�  The active links between intermediate nodes (forwarding some traffic) 

�  The quality of connections 

�  The detection of some connection breakdown 

                                                      
1 According to the terminology used in the OMEGA Deliverable D6.1, several links using different technologies may exist 
between 2 neighbouring OMEGA nodes 
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And, in the purpose of power saving: 

·  "powered on" nodes with and without traffic 

·  "powered on" links with and without traffic 

The collection of these data by the OMEGA Manager allows the (local or remote) supervision of the home 
network. The other "Operations & Maintenance" actions (fault detection, diagnosis, fault handling and 
troubleshooting) may be achieved on the basis of the TR-069 protocol applied between the RMS and the 
OMEGA Manager. 
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3 Interfacing with upper layers 

This chapter aims to show how Omega network should interface upper layers for the establishment of new flows 
with QoS requirements. 

In particular, the case in which the connection setup is orchestrated using UPnP-QoS and SIP is reported in the 
following. Of course this work does not intend to be exhaustive, as several other middleware or application layer 
solutions could be used. Anyway, UPnP-QoS has been selected as the most used standard in home networks, 
while SIP is one of the most important emerging protocols capable also to provide continuity with NGN access 
and core networks.   

 

3.1 UPnP as middleware layers 

In modern home network environments, a wide variety of devices have the capabilities to interact with each 
other. A solution for device interfacing is proposed by the UPnP (Universal Plug and Play) Forum [8]. The UPnP 
Forum was established by 14 major PC and CE manufacturers in 1999. Founding members include Microsoft, 
Intel, HP, Sony, Canon and Panasonic, and today it has more than 800 member companies from industries as 
diverse as personal computers, consumer electronics, telecom, home automation, security, printing, photography, 
and building controls. The mission of the Forum is simple: interoperability between devices using industry 
standards. To that end, the Forum selected TCP/IP as the basis for all network connectivity. Added to TCP/IP 
were Web standards such as HTTP, HTML, XML, and SOAP that provided the framework for device discovery, 
device and services description, control, and presentation. 

With the help of the UPnP standard, new devices can be quickly detected, services can be used and devices are 
capable to start a direct communication. In order to support a large spectrum of applications and services in the 
domestic environment, especially high bandwidth video streaming and interactive video conferences, a 
mechanism of regulating and managing the simultaneous execution of all running traffic streams has been 
needed to be designed. With respect to this claim, UPnP Forum formulated a set of specifications [16], based on 
UPnP standard, allowing the management and especially the setup of the requested traffic streams wishing to be 
deployed in the home network. UPnP-QoS starts from the basic assumption that a typical UPnP network is 
heterogeneous in its admission mechanisms, in terms of network resources and device resources: it therefore 
provides a standard set of functionalities which consent to abstract from each technology dependent admission 
mechanism. 

Hereafter it is shown how the Omega network, and in particular the Inter-MAC layer, can interface with the 
UPnP-QoS middleware framework for the establishment of a new connection with associated QoS requirements 
in the Omega network. 

3.1.1 UPnP Framework 

Universal Plug and Play (UPnP) is a set of networking protocols with the goals of allowing devices to connect 
seamlessly and to simplify the implementation of networks in the home (data sharing, communications, and 
entertainment) and in corporate environments for simplified installation of computer components. UPnP 
achieves this by defining and publishing UPnP device control protocols built upon open, Internet-based 
communication standards. UPnP devices are considered as plug-and-play devices because, when connected to 
the network, they automatically announce their network address and supported device and services types, 
enabling clients that recognize those types to immediately begin using the device.  

The UPnP architecture offers pervasive peer-to-peer network connectivity of PCs of all form factors, intelligent 
appliances, and wireless devices. The UPnP architecture is a distributed, open networking architecture that 
leverages TCP/IP and the Web to enable seamless proximity networking in addition to control and data transfer 
among networked devices in the home, office, and everywhere in between. 

The main benefits of the UPnP technology consist in its media and device independence, its platform 
independence, its service extensibility, and in the fact that it is built upon robust and well known Internet-based 
protocols, using TCP, UDP, and SOAP messages over HTTP. UPnP technology targets home networks, 
proximity networks and networks in small businesses and commercial buildings. It enables data communication 
between any two devices under the command of any control device on the network. UPnP technology is 
independent of any particular operating system, programming language, or network technology.  From the end 
user point of view, the UPnP architecture offers a zero-configuration and automatic discovery, which means that 
an UPnP device can dynamically join a network, obtain an IP address, announce its name, convey its 
capabilities, learn about the presence and capabilities of other devices and leave the network smoothly without 
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leaving any unwanted state information. DHCP and DNS servers are optional and are used only if they are 
available on the network. 

Two types of devices are defined by the UPnP architecture: controlled devices (or simply “devices”), and control 
points. A controlled device acts as a server, responding to requests from control points. Both control points and 
controlled devices can be implemented on a wide variety of platforms including personal computers and 
embedded systems. Multiple devices, control points, or both may be operational on the same network endpoint 
simultaneously. The Figure 6 illustrates a basic interaction between UPnP-enabled devices:  

 

Figure 6: UPnP devices, control points and services 

The UPnP offers six main features ruling the basic interactions between UPnP devices and control points which 
are summarized in [8] as follows:  

0. Addressing: When a device joins the home network, it obtains a unique network address. The Addressing 
is based on IPv4 and IPv6.  

1. Discovery: When a device joins the network, it advertises its participation (advertisement). The device 
multicasts specific device unique identifier (uid), types of the device and services to devices in the home 
network. A device can be discovered by control points and learn about the device's capabilities by 
retrieving a device description. A control point, once added to the network, may search for particular 
devices or services (search). A search may be specified in terms of a specific device uid, a particular service 
type, or a particular device type. Discovery messages are sent to devices through an IP multicast server in 
the home network. The discovery phase uses Simple Service Discovery Protocol (SSDP - a multicast 
discovery and search mechanism that uses a multicast variant of HTTP over UDP). 

2. Description: For a control point to learn more about the device and its capabilities or to interact with a 
device, the device summarizes its services and capabilities and sends them in a description to the control 
point. The device description includes a list of actions the service responds to and a list of variables that 
model the state of the services. Descriptions are presented in XML and carried through HTTP.  

3. Control : Given knowledge of a device and its services, the control point can ask these services to invoke 
actions. Controlling is performed through SOAP messages.  

4. Eventing: The device can send an event to control points when values of state variables in a device change. 
A device may subscribe to receive event notification. Eventing is ensured thanks to the UPnP General 
Event Notification Architecture (GENA). 

5. Presentation: A device should provide an HTML based administrative interface that allows a user to 
directly control the device and view the device status.  

More details about the UPnP architecture can be found in [8]. 

3.1.2 UPnP-QoS Architecture 

The UPnP-QoS framework is designed to be a standard specification for QoS setup of traffic streams wishing to 
be executed in single IP subnets. The UPnP-QoS specification also supports QoS management on the LAN for 
traffic streams originating from or terminating in a WAN. This section wishes to illustrate the UPnP-QoS 
specification, showing the relationships of various components forming the whole architecture. Fundamentally, 
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UPnP-QoS manages the QoS for a traffic stream that flows between a source and a sink device. A traffic stream 
is viewed as a uni-directional flow from a source device to a sink device, possibly passing through intermediate 
devices. UPnP-QoS Specification is defined over and uses UPnP elements, as devices, services and control 
points. In particular, UPnP-QoS architecture:3 [16] specification defines a set of services and correspondent 
actions building the whole UPnP-QoS environment: 

�  QosManager:3: this UPnP service defines a set of actions for a Control Point to setup, release, and 
update the Quality of Service for a requested traffic stream. In a network with admission control, the 
role of the QosManager:3 is to admit a traffic stream to the network on the basis of the traffic stream’s 
requirements from the traffic specification. It interacts with all network elements by means of the 
UPnP-QoS services deployed on them. 

�  QosPolicyHolder:3: this UPnP service is a repository of QoS policies for the UPnP network. The main 
function of this service in a prioritized network is to judiciously allocate the use of traffic importance 
numbers (mapped into priority indexes) by traffic streams so that traffic importance levels are not 
overused. 

�  QosDevice:3: this UPnP service is implemented in a source, sink or intermediate network device. A 
QosDevice:3 Service is responsible for managing the resources in the device. 

UPnP-QoS supports three types of QoS: Prioritized, Parameterized and Hybrid QoS. Prioritized QoS means 
end-to-end prioritized QoS. UPnP-QoS considers 8 different Quality of Service classes (0-7), from Best Effort to 
High Priority classes (e.g. Audio and Video conference and Control packets). Parameterized QoS requests that 
network resources are reserved for a traffic stream end-to-end. If there is a non-parameterized QoS technology 
on the path, then it is not possible to setup parameterized QoS end-to-end on the entire path. Hybrid QoS 
addresses this issue, reserving resources in technologies that support parameterized QoS and establishing 
prioritized QoS on the other technologies.  

 

 

Figure 7: UPnP QoS Architecture Overview 

 
Figure 7 illustrates an example of scenario which explains a basic dialogue among the UPnP-QoS entities. The 
Control Point application is assumed to have the knowledge of source, sink and content characteristics to be 
streamed, along with the content’s Traffic Specification. The steps to be executed described in the figure are the 
following:  

1. the Control Point constructs a Traffic Descriptor structure and requests a QosManager:3 Service on the 
UPnP network to setup QoS for a traffic stream; 

2. the QosManager:3 Service (acting as a UPnP control point) requests the QosPolicyHolder:3 Service to 
provide; 

3. appropriate policy for the traffic stream described by the Traffic Descriptor structure; 

4. based on this policy, the QoS Manager configures the QosDevice:3 Service(s) for establishing the QoS 
for the new traffic stream. 
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When the QoS setup request fails due to the lack of resources, the possibility to free resources necessary to allow 
the new traffic stream to reserve them is contemplated. The process of taking resources from existing admitted 
traffic streams is called preemption. In case of preemption enabled, the setup process is longer than the simple 
case, because a second attempt of reserving resources could be performed. In fact, the preemption mechanism 
contemplates three steps: the first step is to determine which flow must be dropped, the second step is to 
communicate to the involved devices the release of the resources previously admitted, and the final step is to 
establish the QoS of the flow, by executing again the request process. 

The actions offered by the QoSManager:3 service, which build the basis of the whole UPnP QoS management, 
are the following: 

�  RequestTrafficQos(): a Control Point invokes this action for setting up QoS for a particular traffic 
stream, which could request prioritized, parameterized or hybrid QoS. The QoS information about the 
stream are contained in the Traffic Descriptor passed as argument to the QosManager:3 service. In case 
of preemption enabled, a variant of this action is the RequestExtendedTrafficQos(). 

�  UpdateTrafficQos(): a Control Point invokes this action if it needs to change the QoS requirements 
associated with a particular traffic stream. The QoS information to be updated about the stream are 
contained in the Traffic Descriptor passed as argument to the QosManager:3 service. In case of 
preemption enabled, a variant of this action is the UpdateExtendedTrafficQos(). 

�  ReleaseTrafficQos(): a Control Point invokes this action for releasing the Quality of Service for a 
particular traffic stream. Only a flow identifier is requested to be passed as argument to the 
QosManager:3 service. 

Finally, the UPnP-QoS specification does not consider multicast or broadcast multi-media communications and 
related QoS setup: UPnP-QoS version 3 is able to setup only unicast flows. Multicast and broadcast setup can be 
simulated by admitting each flow composing the entire multiple communication at a time: unfortunately the 
great waste of resources would be very evident (in such case setup would not take into account the multicast tree 
and the shared technologies with the consequent multiple reservations of the same content in the same 
technological link). However, being UPnP-QoS an open standard, it will be easily modified, enhanced and 
integrated in the future, also by including multicast and broadcast efficient QoS management. 

 

3.1.3 UPnP-QoS – Omega Mapping Architecture Model 

The adoption of a standard for the QoS setup of the traffic streams is always a desirable good solution because 
increases interoperability among devices by means of: (i) a transparent connectivity inside the digital home, (ii) 
an unified approach for device discovery and configuration and control and (iii) compatible Quality of Service 
mechanisms. In advance, this approach delegates all logical level protocol effort to UPnP-QoS but the 
technology-specific admission logic is performed by Inter-MAC layer. This allows a total separation between the 
two QoS logical participants, the first one is in charge of executing the standard protocol by communicating with 
the network entities, the second one has a low-level view of the network, deciding whether a single technology 
may or may not admit the requested traffic. 
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Figure 8: UPnP over Inter-MAC - Protocol Stack 

Figure 8 shows the protocol stack complete of UPnP and Inter-MAC layering sub-stacks. As described by the 
figure, the UPnP-QoS and Inter-MAC solutions are hosted in two different layers, allowing interoperability and 
deep separation of roles. The two frameworks are complementary thanks to their substantial different missions: 
the UPnP-QoS layer should perform the discovery of the devices in the network and should coordinate their 
collaboration activities in a standard way, allowing simple interoperation among entities, also by not considering 
the underlying stack levels. The most important issue that UPnP-QoS is in charge of addressing is to provide, in 
a standard way, to the Inter-MAC layer the traffic information describing the flow (involved nodes and related 
traffic specifications). The Inter-MAC layer, instead, is in charge of managing and composing all the 
technological resources in order to guarantee the performance level requested by the network users by means of 
the UPnP-QoS signalling features. The Inter-MAC should use such signalling information gathered from the 
UPnP framework for establishing and correctly handling the flows and their related Quality of Service. On the 
other hand, the UPnP Framework uses the information coming from the Inter-MAC layer to have a global vision 
of the network, in terms of connectivity and resources state, in a high-level point of view. There are not, in fact, 
any overlapping or duplication of functionalities between the two layers, thanks to their independence and 
separation of roles. 

Each Level 2 technology which is under a single admission mechanism is called in the UPnP-QoS specification 
as QoS Segment (e.g. a single Ethernet LAN or a single Wi-Fi network). Each Qos Segment has an associated 
device interface (e.g. eth0 or wlan0) and is uniquely identified with a QoS Segment ID in the home environment. 
Because of the technology transparency due to the presence of the Inter-MAC layer, the Omega home 
environment is viewed at network and upper layers as a unique Level 2 LAN in which each node is single-hop 
connected to every other node: therefore a single QoS Segment must be considered at UPnP-QoS level. The 
Inter-MAC layer generates a unique QoS Segment ID, identifying the whole heterogeneous network, and only a 
single interface for each device is exposed: the Inter-MAC interface. Since the Omega network is considered as 
an Admission-based network, it represents an Admission-enabled segment, therefore it applies Parameterized 
requests. The TSpec parameters provided by the UPnP-QoS framework are mapped into the 6 Omega QoS 
classes, basing on the QoS requirements they need to be satisfied (as explained in Omega deliverable [17]). 

Referring to Figure 14 of [8], three functional elements are defined in the Omega Network: the Omega Gateway, 
a set of Omega Devices and a (sometimes empty) set of Legacy Devices. However, two typologies of Legacy 
devices must be considered, depending of their capabilities: (i) Omega-disabled but UPnP-QoS-enabled, (ii) 
totally unaware of QoS management capabilities. In this latter case, Legacy Devices are able to manage neither 
� -messages nor UPnP-QoS messages. 

In this respect, the following figure shows an example of which UPnP-QoS services should be mapped on each 
device in the Omega network, distinguishing the two cases of legacy devices: 
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Figure 9: UPnP QoS mapping on OMEGA Architecture Reference Model 

Each Omega Device in the network (including Omega Gateway) should host a QosDevice:3 Service, which is in 
charge of managing the Quality of Service of the related device and the network resources connected to it. With 
respect to a legacy device, it will be usually connected to the Omega network: therefore one or more non-Omega 
networks (other distinct QoS Segments) could be present in the home environment. Depending on its UPnP-QoS 
capabilities, the associated non-Omega segment will be managed by itself (if the legacy device is UPnP-QoS-
aware) or by the Omega Device with legacy adapting functionalities and UPnP-QoS capabilities connected to it. 
This distinction does not alter the effective behaviour of UPnP-QoS framework: the non-Omega segment is 
managed by two different entities depending on the capabilities of the Legacy Device. Finally, the Omega 
Gateway should host, besides a QosDevice:3 Service, also a QosManager:3 Service and a QosPolicyHolder:3 
Service. Therefore the Omega Gateway should be considered as the centralized coordinator of the Quality of 
Service of the whole Omega network. In the future vision of the Omega project, in which no legacy segments are 
present in the network, being the Omega network in charge of managing the users’ policies, the 
QosPolicyHolder:3 service is totally useless, leaving such role to the Omega network (simplification of the 
UPnP-QoS architecture). Instead, in case of presence of legacy devices and segments, such service is useful for 
the legacy QoS policies holding and management therefore must be considered as available in the network. 

With respect to preemption capabilities, it is important to remark that the Inter-MAC layer should be in charge of 
autonomously deciding whether one or more traffic streams have to be dropped. This fact could happen in case 
of lack of resources. Therefore the UPnP-QoS preemption capabilities should not totally be used, reserving this 
functionality to the Inter-MAC layer. In this respect, in the following paragraphs only the three UPnP-QoS 
standard procedures are described, in particular focusing on Inter-MAC assigned tasks. 

In addition to the simplification in the architecture that the Omega network could bring (QosPolicyHolder:3 
simplification discussed above), it is very important to highlight that the Inter-MAC layer introduces several 
simplifications in the UPnP-QoS sequence of activities composing the execution flow of  the QoS setup 
framework. Such simplifications are essentially based on the convergence capabilities of the Inter-MAC layer. 
By exposing to the upper layer a unique Level-2 technology (masking the presence of several underlying 
technologies), the task of UPnP-QoS is highly reduced. Being the main activity of UPnP-QoS the setup of QoS 
in bridged heterogeneous networks forming a unique IP sub-network, the sequence of activities in absence of the 
Inter-MAC convergence layer is complex, in order to guarantee a global respect of end to end requirements 
(such procedure is deeply analyzed in the following paragraphs, either considering Inter-MAC presence or not). 
The complexity consists of: 

�  Determination of the heterogeneous path from the source node to the destination node of the flow. 

�  Application of the end-to-end requirements in all segments of the source-destination paths. 

�  Division of end-to-end metrics in segment-specific metrics (e.g. dividing end to end maximum delay in 
segment-specific maximum delay in order to be applied in all segments composing the paths). 

�  Management of the QoS setup in all the segments in a transactional way. 

The simplification is evident, especially in terms of complexity and response time of the QoS setup procedure. 

Another important simplification introduced by the Inter-MAC layer consists in the fact that only the end devices 
require being aware of the UPnP-QoS framework (hence exposing the services described in paragraph 3.1.2). 
Without Inter-MAC layer, each segment that would be managed by the UPnP-QoS protocol requires that at least 
one device connected to it must be equipped with the UPnP-QoS framework (e.g. in case of a sequence of 
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bridges connecting the source to the destination of the flow, for each intermediate segment at least one bridge 
must be UPnP-QoS aware). Actually, common home bridges are not equipped by the UPnP-QoS protocol and its 
installation could not be feasible in several cases. With Inter-MAC layer, this deployment will be not necessary, 
because the segment is unique and managed by the Inter-MAC layer (only source and/or destination require 
UPnP-QoS framework). 

 

3.1.4 UPnP-QoS – Request Traffic QoS Procedure 

The UPnP-QoS approach to the setup procedure of QoS for a specific traffic flow is strictly centralized and the 
centralized engine is represented by the QosManager:3 service. The QM:RequestTrafficQos() action offered by 
the QosManager:3 Service is in charge of interacting with the network devices in order to establish a flow with a 
specified guaranteed Quality of Service. A sequence of actions has to be invoked to several UPnP-QoS entities 
in order to establish the Quality of Service of the flow: these actions involve two kinds of services: 
QosPolicyHolder:3 and QosDevice:3. The first (optional) interaction aims at obtaining from the Policy Holder of 
the network, the policy associated to the admitting flow (in terms of importance for the user). The second 
interaction aims at contacting the devices in the source-destination path (through their UPnP-QoS) and to invoke 
on them an action which triggers the reservations or the prioritization of resources. A source-destination path 
usually involves more than one segment, and the main capability of UPnP-QoS is to guarantee the QoS over 
heterogeneous level-2 networks forming a unique IP network.  

The following UML Sequence Diagram shows the mentioned-above interactions to be accomplished in order to 
correctly establish a new flow: 
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Figure 10: Request Traffic QoS Procedure – UML Sequence Diagram 

The Control Point of the network (intended as the external entity in charge of starting the setup QoS signalling 
process, situated in a device wishing to execute an application over the network) invokes the 
QM:RequestTrafficQos() action exposed by the QosManager:3, providing a TrafficDescriptor argument. Such 
argument describes the flow in terms of involved network nodes and traffic characteristics (TSpec and/or 
TrafficImportanceNumber). Afterwards, the QosManager:3 contacts the QosPolicyHolder:3 in order to 
determine the traffic policy for the flow, specified by a network user, basing on the TrafficDescriptor 
information. 

Once QosManager:3 has obtained the traffic policy information, the dialogue will be concentrated only between 
the QosManager:3 and all the QosDevice:3 services present in the network.  

The first step is to contact all the QosDevice:3 services and gather all information needed to determine the path 
source-destination (QD:GetPathInformation() action). 



ICT-213311, OMEGA                                                                                                                                                               14 January 2010 

D6.3 – OMEGA functional analysis Page 32 (58) 

The second step is to gather the current state of each device by invoking the QD:GetExtendedQosState() action. 
The obtained information could be used to analyze the capabilities of the device and of the related connected 
networks. 

The QosManager:3, once determined the source-destination path, sent to each device in the path a couple of 
Boolean values indicating whether a single device is preceded and whether is followed by other nodes in the 
same segment. These values univocally specify which device is in charge of reserving the resource associated to 
the QoS segment of interest (and effectively interacting with the layer-2 technology representing the segment): 
the leader of the QoS segment. 

Finally the QosManager:3 invokes the QD:AdmitTrafficQos() on each QosDevice:3 in the path (providing QoS 
segment leadership information). If all devices reply with a positive response, then the flow is successfully 
admitted in the network (in Prioritized, Parameterized or Hybrid mode) and will start to be executed. 

 

3.1.5 UPnP-QoS – Request Traffic QoS Procedure in OMEGA 

As expressed in paragraph 3.1.3, the QosManager:3 Service should be hosted in the Omega Gateway, being the 
overall centralized coordinator of the Omega network. The following figure illustrates an UML Sequence 
Diagram describing the interactions among the entities involved in setup procedure, either at Omega level or at 
UPnP-QoS level. 
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Figure 11: Request Traffic QoS Procedure – UML Sequence Diagram 

The first interaction with the QosPolicyHolder:3 is not essential in case of Parameterized QoS request, which is 
the case of the Omega network. Being the Omega network in charge of containing the policies of the users at 
Inter-MAC layer management plane, this interaction could be bypassed. However, such interaction is maintained 
in case of legacy devices and segments. This fact produces a first simplification of the UPnP-QoS sequence of 
activities.  

The second interaction between QosManager:3 and the QosDevice:3 services available in the network aims at 
determining the path from the source node to the destination node of the flow: it is important to remark that there 
isn’t any kind of overlapping between path determination of UPnP-QoS level and the Path Selection engine of 
the Inter-MAC layer. The effective Path Selection over the heterogeneous networks belonging to the Omega 
network is performed by the Inter-MAC layer, while the path determination at UPnP-QoS layer, in case of 
Omega network, is not a concrete path selection. In fact, being each couple of nodes within the Omega network 
directly connected (single-hop connection), the path is simply composed by source and destination nodes, 
without any intermediate nodes (the path is obviously more complex in case of Legacy Devices and related non-
Omega networks, which will be considered as different segments than the Omega segment). Such separation 
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produces a second simplification in the UPnP-QoS sequence of activities. However, in case of legacy devices 
and segments, the path determination is a fundamental task and cannot be omitted (the UPnP-QoS standard 
framework is applied on the legacy segments). 

The third interaction aims at obtaining from the devices connected to one or more segments, information about 
the device, the state of the segments and its capabilities related to the admitting flow (essentially it provides to 
the QosManager:3 service the potentiality of the segment in relation to the flow, the available bandwidth, the 
maximum delay and jitter that could be admitted for the flow in the segment – e.g. useful to decompose the end 
to end metrics as delay or jitter in segment specific parameters). Such interaction loses a great part of its meaning 
in case of absence of legacy devices (future vision of the Omega project) but it is mandatory for protocol 
execution purposes and it is useful for the management of legacy segments.  

As mentioned above, only one node, in each segment, must invoke the admission procedure: this fact also 
happens in the Omega segment. Since in the Omega segment the source is assumed to be responsible of 
initiating the admission procedure at Inter-MAC level, only the QosDevice:3 which receives a couple of Boolean 
values describing that no devices follow it in the path will start the Inter-MAC level admission procedure. This 
procedure avoids multiple admission requests (invoked either from source or destination node) regarding the 
same QoS request. 

In the Omega network case, where the requested QoS consists in a Parameterized QoS, the 
QD:AdmitTrafficQos() invoked on source and destination network devices of the admitting flow contains, 
among its arguments, source and destination information and a set of TSpec parameters which detail the level of 
QoS associated to the flow. Such parameters [18] are listed in the following table: 

Name Description 

RequestedQosType Type of QoS requested by the flow. Parameterized in the Omega segment. 

DataRate [RFC 2212] where it is called bucket rate. 

MinServiceRate 
Lowest data rate, in octets per second, required for transport of the packets 
belonging to the traffic stream. 

MaxBurstSize [RFC 2212] where it is called bucket depth. 

PeakDataRate [RFC 2212] where it is called peak rate. 

ReservedServiceRate [RFC 2212] where it is called Rspec rate term. 

TimeUnit Smallest time interval, in units of microseconds, in which the behavior of the 
traffic source is characterized in these TSpec parameters. 

MaxPacketSize [RFC 2212] where it is called maximum datagram size. 

E2EMaxDelayHigh Upper bound of the End-to-End Delay of individual packets belonging to the 
traffic stream. 

E2EMaxDelayLow Lower bound of the maximum End-to-End Delay: packet delays smaller than 
E2EMaxDelayLow are not necessary. 

E2EMaxJitter Upper bound of the End-to-End Jitter. 

QosSegmentMaxDelayHigh Upper bound of the maximum of QoS Segment Delay of individual packets 
belonging to the traffic stream. In case of single underlying segment (e.g. 
Omega segment without legacy devices), QosSegmentMaxDelayHigh is equal 
to E2EMaxDelayHigh. 

QosSegmentMaxDelayLow Informative lower bound for the maximum of QoS Segment Delay. In case of 
single underlying segment (e.g. Omega segment without legacy devices), 
QosSegmentMaxDelayLow is equal to E2EMaxDelayLow. 

QosSegmentMaxJitter The QosSegmentMaxJitter parameter is the upper bound of the QoS Segment 
Jitter. In case of single underlying segment (e.g. Omega segment without 
legacy devices), QosSegmentMaxJitter is equal to E2EMaxJitter. 

MaxServiceInterval Maximum interval, in units of microseconds, between the start of two 
successive contiguous transmissions of one or more IP packets belonging to the 
traffic stream. 

MinServiceInterval Minimum interval, in units of microseconds, between the start of two 
successive contiguous transmissions of one or more IP packets belonging to the 
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traffic stream. 

LossSensitivity [RFC 1363], value specifying whether the stream is sensitive to packet loss. 

ServiceType Type of service to be applied: “Guaranteed Quality of Service” [RFC 2212] or 
“Controlled-load service” [RFC 2211]. 

Table 3: UPnP QoS – TSpec Parameters 

A subset of the above-listed parameters which should be of interest for the QoS resource management purposes 
of the Inter-MAC layer is forwarded to it by means of the I-MAC:AdmitTrafficQos() function exposed by the 
CI_NEL_QOS interface, defined in [13]: 

Name Description 

DataRate [RFC 2212] where it is called bucket rate. 

MinServiceRate 
Lowest data rate, in octets per second, required for transport of the packets 
belonging to the traffic stream. 

PeakDataRate [RFC 2212] where it is called peak rate. 

E2EMaxDelayHigh Upper bound of the End-to-End Delay of individual packets belonging to the 
traffic stream. 

E2EMaxJitter Upper bound of the End-to-End Jitter. 

LossSensitivity [RFC 1363], value specifying whether the stream is sensitive to packet loss. 

Table 4: UPnP-QoS – Reduced TSpec Parameters 

The I-MAC:AdmitTrafficQos() function uses TSpec information in order to apply the advanced network resource 
management procedures such as path selection and admission control policies at Omega level. However, UPnP-
QoS level TSpec parameters reported in the reduced table are not directly applied in the resource management 
procedures at the Inter-MAC level, but rather a mapping between TSpec parameters and Omega QoS classes 
[17] is needed: such mapping is performed by the QoS Mapper module, inside the Inter-MAC layer, as defined 
in [13]. 

Moreover, jointly with the reduced set of TSpec parameters listed in Table 4, an opportune value identifying the 
traffic flow must be forwarded to CI_NEL_QOS Inter-MAC interface. It uniquely represents the flow at UPnP-
QoS level and, by means of a mapping between high level identifier and Omega level identifier, the Inter-MAC 
layer is able to associate the UPnP-QoS ID to the Omega flow, especially for updating and releasing purposes. 

Once all QD:AdmitTrafficQos() have been successfully executed on all QosDevice:3 in the considered source-
destination path, a positive response will be given back to the Control Point and the Quality of Service of the 
requested flow is correctly established. 

3.1.6 UPnP-QoS – Update Traffic QoS Procedure 

The aim of QM:UpdateTrafficQoS() is to update the QoS requirements of a previously admitted flow whether 
they are expected to change in the application execution life.  

����������	�� 
���
�
����� 
�����	���������� 
�����	����

*!�
����
��	�
����

��
��	�����	��

�����
��	����	����

*!�
�����	����
����

*!�
���"�� ��

*!�
���"�� ��

'����()�
���#�������
$����
��	��

 

Figure 12: Update Traffic QoS Procedure – UML Sequence Diagram 
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3.1.7 UPnP-QoS – Update Traffic QoS Procedure in OMEGA 

The UML Sequence Diagram illustrated in Figure 13 describes the Update Traffic QoS procedure and shows the 
interactions among the involved entities. This action is similar to the QM:RequestTrafficQos() action, excepting 
for the phases of path determination and gathering resources states. Obviously the QD:UpdateAdmittedQos() is 
invoked only on the devices belonging to the source-destination path, which in an Omega network are only the 
source and destination (or other devices if legacy devices and segments are considered).  

 

 

Figure 13: Update Traffic QoS Procedure – UML Sequence Diagram 

The same considerations about the QosPolicyHolder:3 interaction discussed in paragraph 3.1.5 apply to the 
update procedure (Omega segment and legacy management). At Inter-MAC level, the CI_NEL_QOS interface is 
used, as defined in [13], more precisely the I-MAC:UpdateAdmittedQos() function which recalculates the source-
destination path according to new QoS parameters and the state of the network and return positive or negative 
responses. Besides the identifier of the updating flow, a list of updated TSpec parameters are forwarded to the 
Inter-MAC layer by means of the CI_NEL_QOS interface, following the structure shown in Table 3. As the 
QM:RequestTrafficQoS() case, the QoS Mapper module is in charge of performing the required mapping 
between UPnP-QoS TSpec parameters and Omega QoS classes. 

3.1.8 UPnP-QoS – Release Traffic QoS Procedure 

The aim of the QM:ReleaseTrafficQos() action is to release a previously admitted flow which was admitted 
using the QM:RequestTrafficQos() action.  

The principal and fundamental task which this action executes consists in releasing the Level-2 resources in all 
the QoS segments crossed by the application flow (the path of the flow). Therefore QosManager:3 singularly 
contacts each device (hence the associated QosDevice:3 service) and calls the release action in respect to the 
segment connected to it (if two or more devices are connected to the same segment, then only one of them is in 
charge of releasing the network resources). Once all devices have replied with a positive response, and all 
resource have been released, then the action will return a positive response. 

The following UML sequence diagram describes the above-mentioned steps. 
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Figure 14: Release Traffic QoS Procedure – UML Sequence Diagram 

The steps accomplished by this action are very similar to the QM:UpdateTrafficQos() action, excepting for the 
fact that the interaction with the QosPolicyHolder:3 is not necessary and the QD:UpdateAdmittedQos() action is 
substituted by the QD:ReleaseAdmittedQos(). 

3.1.9 UPnP-QoS – Release Traffic QoS Procedure in OMEGA 

If UPnP-QoS framework works over the Omega network, the heterogeneous underlying network is viewed at 
higher layer (and at consequence at UPnP-QoS layer) as a unique technology (more precisely a unique segment). 
Therefore the UPnP-QoS UML Sequence Diagram is the same of the standard case, excepting for the fact that 
only one QosDevice:3 is in charge of releasing the resources, the QosDevice:3 over the source device of the flow 
(even if the destination is contacted for coherence with UPnP-QoS data structures). 

The following UML Sequence Diagram describes the Release Traffic QoS procedure over the Omega Network 
and illustrates the interactions among the involved entities: 

 

Figure 15: Release Traffic QoS Procedure – UML Sequence Diagram 

Going down in the layering structure at Inter-MAC level, once a single QD:ReleaseAdmittedQos() is invoked to 
the QosDevice:3 of interest, it will invoke, by an opportune fragment of code, the CI_NEL_QOS interface, 
defined in [13], more precisely the I-MAC:ReleaseAdmittedQos() function. The releasing traffic flow identifier is 
the only parameter which must be forwarded as argument to the releasing function. 

3.2 SIP as a service layer control protocol inside the OMEGA Network 

This paragraph is divided into the following subsections: 

• Rationale : a short introduction on why it is important to consider SIP as a protocol inside the OMEGA 
network; 
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• SIP protocol : details the protocol with its RFCs and basic operations. Moreover two additional 
paragraphs describe the SDP parameters and the role of SIP in Next Generation Networks; 

• SIP Omega Mapping Architecture Model : describes the functional components of a SIP framework 
inside the OMEGA network; 

• SIP with Resources Management in OMEGA Network : the usage of SIP with SDP protocol is detailed 
by taking into consideration possible interactions with the Inter-MAC. It is important to note that the 
SIP standard defines Resources Reservation but from the fact that an exact reservation also depends on 
the Inter-MAC internal algorithms, in this paragraph the term "Resources Management" is used instead 
to indicate a more general process. 

 

3.2.1 Rationale 

UPnP protocol is a widely accepted protocol that can be used in the home network to discover devices and 
services. Nevertheless it is restrictive to consider only UPnP as middleware protocol inside the OMEGA network 
due to the fact that other protocols can be already present and used in the home network. More specifically other 
protocols can be considered to support: 

• Expandability of the network, i.e. the possibility to integrate different terminal types inside the home 
network; 

• Interaction with legacy and different networks, i.e. other protocols can be used as enablers for the 
service provision from/to external networks that can be legacy (e.g. xDSL) or more advanced types (e.g. 
NGN). 

Taking into account the previous requirements it is possible to consider SIP as a session protocol, in fact: 

• SIP allows to provide multimedia content, SIP is content agnostic but provides session control that is 
applicable to multimedia content even if other mechanisms are  used for a full content provision (e.g. 
multimedia data description, resource reservation,…); 

• SIP supports user and session mobility with native mechanisms, such mechanisms can be used alone or 
jointed with lower layer mechanisms (e.g. Mobile IP, 802.21,…) in order to optimize the mobility 
performances;  

• SIP client and server are free or commercially available. For the server consider as an example 
Asterisk (GPL software) or proprietary from Alcatel-Lucent (5020 Call Session Controller). For the 
client consider as an example Ekiga (ex GnomeMeeting, GPL) or proprietary from CounterPath (X-
Lite, freeware). 

• Next Generation Networks are based on SIP therefore any interaction with such networks should 
consider SIP as a session protocol 

OMEGA should consider the support of SIP at least at an architectural level (i.e. the necessary SIP elements 
should be identified and the relationship with the Inter-MAC be identified) in order to: 

• support SIP client inside the network to provide services based on SIP to the final user 

• allow service continuity between external network and home network 

3.2.2 SIP Protocol 

3.2.2.1 Overview 

SIP [19] is an application layer control protocol that can be used to operate on a multimedia session with the 
following operations: 

• establishment through the use of the INVITE message. An agreement on the content can be reached 
between the different parties. 

• modification through the use of the re-INVITE message. The re-INVITE should contain a new media 
description and must refer to an existing session between parties, called DIALOG in the SIP 
terminology. 

• termination through the use of the BYE message. 
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More specifically SIP supports: 

• User location, i.e. the localization of end systems that can be involved in communications; 

• User availability, i.e. the willingness of a party to be involved in a communication; 

• User capabilities, i.e. the determination of the end system media and media parameters capabilities; 

• Session Setup, i.e. the possibility to establish session parameters for the called and calling entities; 

• Session Management, i.e. the establishment, transfer, modification and termination of sessions. 

The base architecture of the SIP protocol is based on a so-called SIP-Trapezoid that involves the caller (Alice) 
and the called (Bob) parties as well as two proxies for each party. It is important to note that after the initial 
phase the communication can proceed directly between the parties. It is possible that one or more proxies 
remains involved in the communication to ease further session modifications. 

INVITE
INVITE

INVITE100 Trying
100 Trying

180 Ringing

180 Ringing
180 Ringing 200 OK

200 OK200 OK

Proxy 1 Proxy 2Alice Bob

ACK

BYE

200 OK

DATA

SIP
Trapezoid

Dialog

 

Figure 16: SIP Session Set-up 

 

Before proceeding with the SIP description it is important to note that SIP is not a vertically integrated 
communications system but it should be used with other protocols to form an architecture that can provide 
multimedia content. Such an issue is important to understand the role of SIP in the OMEGA project, i.e. as a 
session control protocol that operates at middleware layer over I-MAC. 

Session Initiation Protocol is structured as a layered protocol where each layer is defined through the use of a 
specific Syntax and Encoding (relays on a Backus-Naur Form grammar).  
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Figure 17: SIP Functional Elements 

The different layers are: 

• Transport Layer, defines how a server receives requests and sends responses; 

• Transaction Layer, has a client and server component defined through a Finite State Machine; 

• Transaction User, is the layer above the Transaction Layer. It includes the User Agent core or the proxy 
core of a stateful proxy (defined hereafter). 

SIP is based on the following elements: 

• SIP User Agents (UA): unlike HTTP, a SIP user agent plays at the same time the role of client and 
server. It includes a user agent client and a user agent server. The user agent client generates requests 
while the user agent server answers to those requests. 

• SIP Servers: a SIP server is an intermediate device integrated in a SIP network in order to assist the user 
agents in session establishment. A SIP server is a signaling relay element. It has no media capabilities 
and does not initiate requests except on behalf of a user agent. Three categories of SIP servers are 
differentiated : 

�  SIP Proxy: it is a server that receives requests from user agents or other proxies and achieves 
the forwarding or responding to the requests on behalf of the user agents. The main 
functionality of a SIP Proxy is to route the call signaling. In order to achieve this, the 
implementation of some location databases is required. SIP Proxies can be stateful or stateless, 
if a Proxy does not maintain the transaction state it is called stateless. A stateless Proxy 
answers two identical requests made at the same time with the same message while a stateful 
Proxy can behave differently  

�  SIP Registrar: it is a server that processes the registration of the user agents and binds a SIP 
URI address (address of registration) to a contact URI (contact address). It is the core 
component of a location service that provides address binding for a particular domain. It 
includes a location database. 

�  SIP Redirect : it is a server that returns the correct contact URI of the called party to the caller 
after looking it up in a location database 

Two features of SIP, of interest to the OMEGA network, are presented in the following sections: (i) the use of 
SIP with SDP for resources management and (ii) the role of SIP in Next Generation Networks (NGN). 

3.2.2.2 SIP and  SDP 

SDP, firstly defined in [20] and updated in [21] is used to represent information relative to a session that can be 
used by the participants in a standardized and optimized way.  

SDP is intended to be of general purpose and can be used with different protocols. SDP session description 
contains: 

• Session name and purpose;  

• Time(s) the session is active;  

• The media comprising the session; 
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• Information to receive those media (addresses, ports, formats and so on) . 

SDP, integrated with SIP, realizes a mechanism for the description of the session and establishes an agreement 
between the parts of a multimedia conference. The agreement and the integration with resources management is 
described in [22] and is described in the next figure: 
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Figure 18: SIP Session Set-up with Resource Reservation 

 

The different steps are as follows: 

1. A includes quality of service preconditions in the SDP of the initial INVITE; 

2. B returns a 183 (Session Progress) response to A asking A to start resource reservation; 

3. A finishes reserving resources in the A->B direction, it sends an UPDATE; 

4. Session goes on as usually, i.e. the different parties can exchange data traffic. 

A typical SDP description contains many fields that contain information regarding the session description 
(protocol version, session name, session attribute lines, etc.), the time description (time during which the session 
is active, etc.), and media description (media name and transport, media title, connection information, media 
attribute lines, etc.). As an example, the syntax for three important descriptors of SDP is given hereafter : 

 

• The Bandwidth (b) : b=<bwtype>:<bandwidth> 

where: 

�  bwtype may be CT for “conference” total bandwidth or AS for application specific bandwidth 

�  bandwidth is defined in kilobits per second 

• The Codec Information (m) : m=<media> <port> <transport> <fmt list> 

where: 

�  Media may be one of the following announcements :"audio", "video", “text”, “application", 
“message"  

�  Port : destination transport port 

�  Transport : for instance RTP/AVP (Real-Time Protocol/Audio Video Profile), RTP/SAVP (Real-
Time Protocol/Secure Audio Video Profile) [27] 

�  fmt list : media format, in which the audio and video are defined by a RTP audio video profile 
(refer for instance to [23]) 
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·  The media attribute line(s) (a) : a=<token>:<value>, providing information on timing or on the payload 
type 

As an example, a typical IP-delivered voice communication would be of the form : 
 

m=audio 3456 RTP/AVP 0 
a=ptime:10 

 
On the transport address line (m), the first term defines the media type, which in the case of an IP voice 
communication session is audio. The second term defines the UDP port to which the media is sent (port 3456). 
The third term indicates that this stream is an RTP Audio/Video profile. Finally, the last term is the media 
payload type as defined in the RTP Audio/Video Profile. In this case, the 0 represents a static payload type of . -
law PCM coded single channel audio sampled at 8 kHz. On the media attribute line (a), the first term defines the 
packet formation time (10ms). 
 
In the instruction : 
 

a= rtpmap:96 G726-32/8000, 
 

The payload type 96 indicates that the payload type is locally defined for the duration of this session, and the 
following line indicates that payload type 96 is bound to the encoding “G726-32” with a clock rate of 8000 
samples/sec 
 

It is important to note that the Resources Reservation as defined in [22] includes the following variables that can 
be added to the media level SDP attributes: 

• current-status, indicates the current status of resources reservation, e.g. qos local sendrecv, to indicate 
that the session needs QoS in the local segment in both directions; 

• desired-status, indicates the desired status of resources reservation, qos optional local sendrecv, to 
indicate that the session can request QoS but is not mandatory in the local segment in both directions. 

The Resources Reservation may be integrated with the Offer/Answer mechanism by which the two terminals 
agree on session parameters. 

3.2.2.3 SIP and Next Generation Networks 

Since its creation in 2003, ETSI TISPAN (Telecommunications and Internet converged Services and Protocols 
for Advanced Networking) [25] has been the key standardization body in the elaboration of the Next Generation 
Networks (NGN) specifications. A Next Generation Network (NGN) is  defined by the Telecommunication 
Standardization Sector of the International Telecommunication Union (ITU-T) as: “a packet-based network able 
to provide services including Telecommunication Services and able to make use of multiple broadband, QoS-
enabled transport technologies and in which service-related functions are independent from underlying 
transport-related technologies”.  

The specific home network issues are treated within the ETSI by the Working Group WG5. 

NGN Release 1 specifications [26] adopted the IMS (IP Multimedia Subsystem) standard from the 3GPP. IMS is 
a control plane designed for the cellular network context in order to manage the scarceness of bandwidth through 
resource reservation and admission control mechanisms. The ETSI has integrated the extension of this concept to 
the broadband fixed networks. However in early  2008, the common IMS specifications were transferred back to 
3GPP so that one unique standards organization be responsible for providing a common IMS fitting any network 
(fixed, 3GPP, CDMA2000, etc.). The following figure represents the main interfaces between the home network 
and the IMS and the relation between the main sub-blocks of the IMS: 
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Figure 19: The Home Network and the main functions of the IMS 

 

The picture shows in particular the Resource and Admission Control Subsystem which includes the Resource 
and Admission Control Function (RACF), the Network Attachment Subsystem (NASS) for registration and 
initialization of the user interface equipment (the home gateway), introduced by TISPAN on top of the "Core 
IMS", and the interface Gm between the home network and the first access network element in the control plane, 
i.e. the Proxy Call Session Control Function (P-CSCF). 

Obviously this architecture introduces features related to the continuity between the home (OMEGA) network: 
such matters will be elaborated in Deliverable D6.5 (2010). The interesting point for the present chapter is the 
fact that the SIP protocol is the common signaling protocol in the ETSI/TISPAN architecture. In particular the 
Gm interface on the former figure is compliant with SIP. This approach allows a separation between user and 
network signaling; the IMS provides additional intelligence to convert user requests into network demands. This 
architecture is not without consequences on the functional distribution in the OMEGA network.  

The following picture is a simplified representation of the home network architecture captured from the HGI, 
highlighting the interconnection of SIP devices in the home network with the NGN/IMS access network through 
the home gateway. 
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Figure 20: Interconnection between the access network and SIP devices in the home network 

 
On this picture the IMS (therefore embedding the SIP user agent function) devices are directly connected to the 
IMS Core through the firewall of the home gateway. The legacy devices (IP and legacy POTS for instance) are 
connected to the access through a SIP user agent, already described in section 4.2.2.1.  

A new component (defined by SIP RFC [19]) is introduced here in order to ensure the IMS interworking : the 
Back-to-Back User Agent (B2BUA), which is a logical entity that receives a request and processes it as a user 
agent server (UAS).  In order to determine how the request should be answered, it acts as a user agent client 
(UAC) and generates requests.  Unlike a proxy server, it maintains the dialog state and must participate in all 
requests sent on the dialogs it has established. A B2BUA embeds a SIP/IMS adapter and a SIP server 
(Proxy/Registrar), described in section 4.2.2.1. It looks like establishing an end-to-end dialog by coupling two 
dialogs and forwarding messages transparently between user agents, but it is a party to both dialogs. The main 
role of the B2BUA is its monitoring of the entire call state and parameters. A B2BUA can process even the body 
of the SIP messages (including the SDP parameters) and has a full control over all parameters and headers. The 
B2BUA terminates the dialogs, which differentiates it from an ALG (Application Layer Gateway), defined in 
chapter 3. 

That description of the inter working of the home network in general with the NGN can be compared to the 
functional architecture elaborated for the OMEGA gateway in the Deliverable D6.1 : 
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Figure 21: OMEGA Gateway 

The Signalling Agent GW function appearing on this figure collects typically the IMS inter-working functions 
described above in this section.  

Other components, not detailed in this architecture, are taken into account by the ETSI/TISPAN and should be 
included in the OMEGA Gateway organization: 

• Universal Integrated Circuit Card (UICC) which is the support for the IP Multimedia Services Identity 
Module (ISIM), which stores IP Multimedia Private Identities (IMPI), IP Multimedia Public Identities 
(IMPU), Home Network IMS URIs (WAN domain) and long term secrets, and takes part in ISIM based 
authentication (IMS Authentication and Key Agreement AKA) 

• NAPT and firewall functions which provide gateway control functionalities 

• IPTV functions which allow translating incoming multicast to unicast or to multicast L2 packets 
towards links or paths that have a listener jointed to the multicast group. 

   

3.2.3 SIP Omega Mapping Architecture Model 

 

As described on the figure above, the ETSI/TISPAN architecture takes into consideration and supports different 
types of user equipments: 

• Analogue phones : in such case the Customer Network Gateway should include all the Customer 
Premises Network functionalities that are necessary to support service provisioning between the 
analogue phone and the Next Generation Networks 

• IMS Customer Network Devices : in such case the Customer Network Devices include all the Customer 
Premises Network functionalities that are necessary to support service provisioning between the IMS 
Customer Network Devices and the Next Generation Networks 

• Non IMS SIP IETF Customer Network Devices : in such case the Customer Network Gateway should 
include all the Customer Premises Network functionalities that are necessary to support service 
provisioning between the non IMS SIP IETF Customer Network Devices and the Next Generation 
Networks 

• ISDN Customer Network Devices : this case is similar to the analogue phones case except for digital 
conversion. 

The OMEGA approach is different. Actually in this approach the devices are differentiated according to their 
support of the OMEGA Inter-MAC framework : we have legacy devices which do not support the OMEGA 
Inter-MAC framework, and OMEGA devices which support the OMEGA Inter-MAC framework : 
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• A Legacy device is supported through an OMEGA Serve Legacy Device that may include a specific 
legacy device signaling agent and may embed a SIP agent, as represented on the following figure 
captured from Deliverable D6.1 : 

 

 

Figure 22: OMEGA Serve Legacy Device Functional Description 

• An OMEGA Device may embed a specific signaling agent that may be a SIP one, as represented on the 
following figure captured from Deliverable D6.1 : 

 

Figure 23: OMEGA End Device Functional Description 
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The Signaling Agent interacts with the mandatory OMEGA functionalities through QoS Requests/QoS 
Responses primitives. 

A new differentiation can be introduced between SIP legacy devices and not SIP legacy devices. Then we reach 
the following figure which depicts the functional distribution of the SIP components inside the OMEGA 
Network, coping with the functions highlighted above in the section 4.2.2.3 for the IMS compliant operation of 
the OMEGA Gateway (Back-to-Back User Agent, SIP Agent, SIP Proxy/Registrar). 

 

 

Figure 24: SIP Components inside the OMEGA Network 

 

The SIP components appearing in this figure are parts of the Signalling Agent appearing on figures 21 and 23. 

 

As it is shown in the next sections, it is quite fruitful to study how the SIP enabled components can interact with 
the OMEGA framework based on the Inter-MAC. 

It is also worth noticing that in the case of intra LAN communications, between SIP devices or between a SIP 
device and another not SIP device, the initiation of sessions can be managed by an OMEGA Manager, as 
mentioned in section 3.9 of the former chapter. This assumes a shift of some functions of the OMEGA Gateway 
towards the OMEGA Manager, typically the SIP User Agent and Proxy/Registrar functions. This scenario is 
related to the approach where the Home Gateway is not necessarily in charge of the all the communications 
initiated inside the OMEGA network (the Home Gateway might be in charge of the communications initiated 
between LAN and WAN only).       

 

3.2.4 SIP with Resources Management in OMEGA Network 

It is necessary to consider the management of the resources in the OMEGA network in order to: 

• Guarantee the QoS:  for certain classes of flows, including legacy services like voice or High Definition 
TV, it is important to guarantee the QoS to provide an acceptable quality of experience to the user; 

• Exploit the resources: at the same time it is important that no resource is wasted especially in the home 
environment where the resources are shared among users including not experts that are not able to 
configure the network at the best of its possibility. 

Considering the fact that some services can use the SIP protocols it is important to consider the capability of SIP 
to support resources management both in the home context and in interaction with external networks to provide 
QoS in the full end-to-end path. 

It is important to note that SIP/SDP provides only session control, i.e. mechanisms for the setup, teardown and 
modifications of the session, therefore additional mechanisms are required to provide a resources management; 
among the most important mechanisms we consider hereafter: 

• Parameters mapping: it is important to adequate the service level parameters into something that can be 
managed at network level. 
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• Interfacing with lower layers: it is not only necessary to determine the best parameters but also to define 
how the lower layers are informed of such parameters and how they can be used. 

3.2.4.1 Interfacing of a signalling agent with the Inter-MAC 

To analyze how the Inter-MAC can interact with the upper layers, the following interfaces, defined in 
Deliverable D5.2 [13], have been considered: 

• CI_NEL_QOS with AdmitTrafficQos and UpdateAdmittedQos 

• CI_QOS_NEL with ReleaseAdmittedQos 

The Signalling Agent will execute the operation of upper layers, and will use these interfaces, as in the following 
figure: 

Signalling
Agent

I-MAC

CI_QOS_NELCI_NEL_QOS

Signalling
Agent

I-MAC

CI_QOS_NELCI_NEL_QOS

 

Figure 25: Interfaces between Signalling Agent and I-MAC 

 

The interfaces need a Traffic Identifier therefore it is necessary that the Signalling Agent can provide it. 

3.2.4.2 Mapping of SDP to Inter-MAC parameters 

That section proposes a way to map SDP parameters into a RSVP Flowspec description required by the Inter-
MAC. The mapping can be executed in an enhanced SIP Signalling Agent or in a part of the QoS engine of the 
Inter-MAC so that the standard SIP agents can as well invoke the Inter-MAC with a traffic contract possibly 
better than the best effort approach. In the case of a mapping inside the QoS Engine, the I-MAC should be able 
to accept SDP data. 

In the following figure a conceptual flow chart of the different actions necessary for the mapping is presented 
where the core part dealing with QoS is called QoS Adapter : 
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Figure 26: QoS Adapter 

The role of the QoS Adapter part is the following: 

1. Determine the media QoS class mapping each media session to a corresponding class, e.g. audio -> 
Class 0, video -> Class 1 … The QoS classes can be additionally mapped to Inter-MAC QoS Classes 
according to internal Inter-MAC mechanism. The determination of an application level QoS class can 
facilitate the mapping by providing some simplified application level information; 

2. Determine the media QoS : the traffic description should be determined according to the information 
provided by the Session Description Protocol. The Session Description Parameters can be mapped to 
RSVP FlowSpec parameters (refer for instance to [24]); typical SDP parameters are the RTP/AVP code, 
rtpmap and Ptime. These parameters can be mapped to the parameters of a Tspec token bucket 
(Controlled Load Service), useful to control the amount of data injected into a network, typically : 

�  r – token bucket rate 

�  b – token bucket size 

�  p – peak rate 

�  M – maximum datagram size 

�  m – minimum policed unit 

 

The Tspec characteristics can be associated to some Rspec characteristics in order to achieve a Guaranteed 
Service. Rspec is identified by: 

�  A rate R 

�  A slack (loose) term S 

The Rspec terms (R,S) are selected to obtain : 

�  The desired bandwidth and 

�  Delay guarantees 
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For instance in the case of the G729 Annex E Codec, the RTP/AVP code can be 96, rtpmap is G729E/8000 and 
Ptime can be 10 ms. The related Tspec parameters are r=p =5500 bytes/sec, b=m=M=55 bytes   

   

3. Invoke the I-MAC using the appropriate interface, typically CI_NEL_QOS, and the appropriate call on 
the interface, e.g. AdmitTrafficQos. The QoS Adapter should be responsible of formatting the values 
using appropriate coding for Inter-MAC, for instance byte ordering and data structure representation. If 
the QoS Adapter is inside the Inter-MAC the interface between the QoS Adapter and other internal 
modules should be invoked according to Inter-MAC internal mechanism. 

 

3.2.4.3 The different interaction use cases  

The interfaces can be triggered by the Signalling Agent in different use cases depending on: 

• The presence of some QoS request, i.e. if there is a request for Quality of Service or not. If the request is 
effective it is necessary to determine the required “degree of quality”, i.e. the amount of required 
bandwidth, the maximum admissible delay, the jitter and packet loss ratio. 

• The Service Scope, defining if the service is requested for a local use inside the OMEGA network or in 
relation with services platforms belonging to the Application Service Provider.. 

Which leads us to the four following interaction use cases: 
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Figure 27: SIP Use Cases 

 

  

The purpose is to make cooperate SIP (Signalling Agent) with the Inter-MAC to support these different use 
cases in the OMEGA Architecture. The next sections detail possible session set-up, update and release 
negotiation procedures in these different use cases.  

 

3.2.4.4 Admit Traffic QoS Procedure in OMEGA 

3.2.4.4.1.  Internal Case without QoS 

In the internal case without QoS the session is established between two different SIP User Agents (SIP UA1 and 
SIP UA2) that are inside the same home network.  

The overall sequence chart is described in the following figure: 
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Figure 28: Internal case without QoS 

 

The entity “Inter-MAC User 1” and “Inter-MAC User 2" are the Inter-MAC of the first user and of the second 
one respectively. Their interactions with upper layer can be considered optional because there is no need to have 
a real resources management. In any case the Inter-MAC is invoked even if the flows can be handled as best 
effort. 

3.2.4.4.2. External Case without QoS 

The external case without QoS is similar to the internal case without QoS except that there is the necessity to 
forward the request to the external network. Any consideration already presented for the previous case is also 
valid for the External Case without QoS. 

The following figure shows the sequence chart: 

 

Figure 29: External Case without QoS 

3.2.4.4.3.   Internal Case with QoS  

The following message sequence chart shows the interactions with the Inter-MAC in the case of a local 
communication requiring QoS between two SIP clients located in the same home network: 
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Figure 30: Internal case with QoS 

Two distinct parts can be identified: 

·   SIP specific interactions with Offer/Exchange part 

·  The interaction with Inter-MAC, which is required in this case.  

The SIP devices may be legacy or OMEGA devices.    

 

3.2.4.4.4. External  Case with QoS 

In that case at least one of the clients participating to the session is not inside the same OMEGA network as the 
other: the consequence is that the overall end-to-end path has to be considered, as described in the following 
figure: 
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Figure 31: External case with QoS - End-to-end path 

 

Resources have thus to be managed on the overall path and different actors may intervene in the different 
segments of the path, i.e. the OMEGA Network Operator, the Network Provider, and the Service or Content 
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Provider. In that case the different requirements such as for instance the delay must be splitted among the parties 
in compliance with an overall Service Level Agreement. 

3.2.4.5 Udpate Traffic QoS Procedure in OMEGA 

The update of session parameters can be executed by a re-invite command. The update will follow one of the 
case described for the admission with the exception that the UpdateAdmittedQos command is used. Moreover 
the Inter-MAC has to know that it is the same session therefore it must be solicited with the same Traffic 
Identifier. 

3.2.4.6 Release Admitted QoS Procedure in OMEGA 

The following message sequence chart shows the interactions with the I-MAC in the release case: 

 

I-MAC Interaction - REQUIRED
 

Figure 32: Release Admitted QoS Procedure 
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4 Distribution of functions among the OMEGA network 
elements 

4.1 A new differentiation between the OMEGA functions 

The functional analysis of the OMEGA devices synthesized in chapter 1 mainly differentiates between the Inter-
MAC specific functions and the rest of the functions, which are management functions or functions of inter-
working with the operator network. After this functional analysis, the next chapters 2 (OMEGA management) 
and 3 (Interaction with upper layers) actually provide a new perspective on the concern of the identification of 
the functions of the OMEGA environment. 

Thus the chapter 2 identifies management functions which appear useful: 

�  In a first level for management actions achieved locally, possibly by the customer (Self Care) 

�  In a second level for management actions achieved by the operator for the customer (Customer Care) 

These functions are typically: topology discovery, performance measurement, operations and maintenance, 
acquisition of the status of connections with respect to real traffic, power saving. Most of the time, they concern 
only the local operation of the OMEGA network. 

From the point of view of the remote management, the chapter 2 particularly describes mechanisms where the 
home gateway plays the role of interface between the home network and the access network (TR-069, hybrid 
scenarios such as UPnP, DHCP, UPnP DM). 

The chapter 3 on its side describes firstly the interaction of the Inter-MAC framework with UPnP QoS, and 
secondly the interaction of the Inter-MAC framework with SIP. These interactions are described in chapter 3 
from their local point of view, though the inter-working component of these functions with the access network 
may require some consideration (this is especially obvious in the case of SIP (refer to section 3.2.2.3)). They 
have been analyzed from the particular point of view of the resource management. In this context the OMEGA 
network is therefore assumed to support the SIP and UPnP QoS frameworks. It integrates therefore the related 
"service layer functions" which can be differentiated into "service layer management components" (for instance 
Control Point, QoS Manager, QoS PolicyHolder in the case of UPnP QoS) and "service layer control 
components" (for instance User Agent, Proxy/Registrar, Back to Back Agent, SIP QoS Adapter (described in 
section 3.2.4.2) in the case of SIP). 

 

This suggests the following differentiation (specially relevant for the study of the distribution of functions) 
among the identified functions: 

1. The Inter-MAC specific functions, namely, for reminder : 

o Data Plane : 

�  Inter-MAC forwarding 

�  QoS marking and handling 

�  Encryption 

o Control Plane : 

�  Path selection 

�  Load balancing 

�  QoS mapping 

�  Connection Admission Control 

�  Link set up/tear down 

o Management Plane : 

�  Monitoring 
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2. The service layer functions : 

o Service layer management functions, for instance in the case of UPnP QoS : 

�  Control Point 

�  QoS Manager 

�  QoS Policy Holder 

o Service layer control functions, for instance in the case of SIP : 

�  QoS Adapter 

�  User Agent 

�  Proxy/Registrar 

�  Back to Back Agent 

3. The self/customer care functions, typically : 

o Topology discovery 

o Performance measurement 

o Operations and maintenance 

o Acquisition of the status of connections with respect to real traffic 

o Power saving 

to which we can add : 

o The OMEGA Security Controller, including an Authentication Server and a Device Integrity 
Agent 

4. The functions of interfacing (or inter-working) between the operator (access) network and the OMEGA 
network : 

o WAN connectivity 

o Access Authentication, Firewall, Security, Parental Control 

o Application Layer Gateways (ALGs) 

o Remote management 

o IMS inter-working 

 

The subject of this chapter is the distribution of these functions among the OMEGA devices (end devices, 
gateway …) 

4.2 Distributed and centralized approaches  

In a first approach the matter of the distribution of functions can be tackled from the point of view of the flow 
forwarding inside of the OMEGA network, in relation with the path selection engine and with other Inter-MAC 
functions (the set up/tear down engine, the monitoring engine). 

In a first fully centralized scenario, all the path selection decisions are taken inside the OMEGA gateway, and all 
the flows pass through the OMEGA gateway. In addition to the fact that the path is likely not optimized in that 
scenario, this approach presents two risks: 

�  Risk of congestion at the technology interfaces of the home gateway (refer to HGI QoS White 
Paper [28]) 

�  Risk of exceeding the capacity of the router processing unit, specially when the Home 
Gateway operates in full router mode 

A second approach consists in taking all the path selection decisions inside the OMEGA gateway, without 
requiring that all the flows are forwarded through the OMEGA gateway, typically the flows between two end 
devices internal to the OMEGA network. Nevertheless in this approach the operation requires continual flooding 
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of the OMEGA network with control messages (requests, answers and acknowledgements) exchanged between 
the gateway and the nodes of the home network in the purpose to inform all the nodes of the path selection 
policy to apply. Moreover this method (like the former one) presents the drawback that the operation of the 
whole OMEGA network is compromised in case of failure of the OMEGA Gateway. 

Finally we have the third approach which consists in profiting by the mesh structure of the OMEGA network 
(instead of a tree-and-star approach for instance) to distribute the intelligence about path selection and flow 
forwarding among all the nodes of the OMEGA network. This is the approach recommended by OMEGA. In 
that case each node is able to achieve a path selection for a given flow in an autonomous way, without having to 
wait for control messages from a central element. 

If we consider the other Inter-MAC specific features, it appears natural for instance that the data plane functions 
(Inter-MAC forwarding, QoS marking and handling, encryption) are distributed among each concerned device. 
The cases of the Connection Admission Control in the Control Plane and of the Monitoring function in the 
Management Plane are less obvious, and centralized scenarios might be considered for them, in addition to the 
distributed approach which is the usual approach within OMEGA.   

4.3 Discussion 

A similar rationale can be applied to the other categories of functions.  

If the natural location for the functions listed in section 4.1 under the terminology of 'functions of interfacing 
with the access network' appears to be the OMEGA gateway, it is not obvious that this one should host the whole 
set of the other functions (namely the service layer and the self/customer care functions). 

This way, in the everyday operation, the functions identified in section 4.1 as self/customer care functions 
(topology discovery, performance measurement, operations and maintenance, status of connections with respect 
to real traffic, power saving, OMEGA Security Controller) are mainly local functions. As stated in chapter 2 
there is some advantage to collect (through an appropriate interface) the information relative to these functions in 
a centralized entity (named the 'OMEGA Manager' in the document) : the advantage is to allow further sporadic 
actions from the operator in order to improve the Quality of Experience. This 'OMEGA Manager' can be located 
in a device different (but not independent) from the OMEGA Gateway, since it is busy with local operation most 
of the time ; in that case the operator actions are executed through the OMEGA Gateway. 

In the same line the service layer functions (related to mechanisms such as UPnP QoS or SIP) can, at least partly, 
also be located in this 'OMEGA Manager'. A noticeable exception is the case of SIP communications between 
the home network and an external network, requiring a SIP component inside the home gateway. Another 
exception is the SIP QoS Adapter (defined in section 3.2.4.2) which achieves the mapping of SDP parameters to 
the Inter-MAC layer and which is associated to an end device. 

Let's make clear that the purpose is not to create at all costs a new box (the 'OMEGA Manager') if the 
components that are identified as being part of it can be hosted in the Home Gateway. The idea is more to lighten 
the home gateway from numerous locally operating functions in a highly interactive home environment (with 
devices from quite different horizons and legacy networks) which is precisely the OMEGA context. In such an 
advanced scenario an attractive "human machine interface", allowing the control and establishment of 
connections either by a simple 'touch-screen' approach or through a remote control device, and embedding the 
local functions mentioned above, could be justified. From the user's perception point of view, this scenario 
would present the advantage to separate in a clear way different degrees of the customer's motivation towards the 
future home network.  
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5 Conclusion  

OMEGA Functional Analysis: 

 The functional analysis elaborated in 2009 did not actually reopen the main results of the work achieved in 
2008. On the opposite the functional components already highlighted for the OMEGA devices could be extended 
to describe the interoperation with new domains such as UPnP and SIP. The main evolution is the introduction 
of a new building block, the Security Controller, and of the security modules "Authentication Server" and 
"Device Integrity Agent" extensively described in Deliverable D6.2 (OMEGA Security Architecture). 

OMEGA management:  

What comes out from the survey of the challenges of the administration of the OMEGA network is that this 
domain appears like a melting-pot where different management approaches can find their place. The reason for 
this is that the home network area collects devices from quite different horizons. What is new with the OMEGA 
approach is the potential of the Inter-MAC to generate some management utilities, including mechanisms of 
power saving. Moreover it has been shown that the overall operation of the OMEGA network consolidates the 
concept of an "OMEGA Manager" in the home network: this approach would contribute to a lightening of the 
functions embedded in the home gateway which would be confined to the role of intermediate node between the 
home network and the access network. All in all what must not be forgotten is that the purpose is to provide 
some "Customer Care" functionalities with simple, flexible and few energy consuming solutions. 

Interfacing of the Inter-MAC with service layers: 

The interfacing of the Inter-MAC with the upper layers (the terminology "North Interface" might be used) has 
been illustrated in the two examples of UPnP and SIP with respect to their impact on the management of the 
resources (QoS) in the OMEGA network. These two matters are looking differently. It is shown in this document 
how the Inter-MAC framework can participate to a simplification of the UPnP Qos mechanism, which may be 
somehow heavy to implement otherwise: indeed the QoS engine of the Inter-MAC can directly take in hand the 
responsibility of the resource management from the knowledge of the Flowspec description. In the case of SIP 
the situation is different since this Flowspec description has to be reconstituted. 

Distribution of functions:  

In order to get a better insight on the concern of the distribution of functions, four categories of functions have 
been identified in the OMEGA environment: the Inter-MAC specific functions, the service layer functions, the 
self/customer care functions, and finally the functions of inter-working between the OMEGA network and the 
operator network.  

In an extreme scenario it would be conceivable that this whole set of functions is embedded inside the home 
gateway: this scenario is closely related to the processing capabilities of the home gateway which are necessarily 
limited, especially in a full routed HG context. On the opposite it appears that the implementation of the whole 
Inter-MAC framework inside the home gateway would imply, among other drawbacks, a continual flooding of 
the OMEGA network with control messages exchanged between the gateway and the nodes of the home 
network: a distributed approach for the Inter-MAC framework is therefore more appropriate, specially if an 
optimized flow forwarding and load balancing is researched.  

In the same way the implementation in the HG of service layer management or control functions (such as UPnP 
QoS or SIP) and of many self/customer care functions (topology discovery, performance measurement, 
operations and maintenance, status of connections with respect to real traffic, power saving, OMEGA Security 
Controller) would be a burden for the gateway whereas they concern only the local operation of the OMEGA 
network most of the time. The implementation of these functions in an independent entity (the 'OMEGA 
Manager') is therefore recommended.  

From a marketing point of view let's remind that in advanced home network scenarios the customer will need 
some advanced "human machine interface". The 'OMEGA Manager' might play that role. Moreover it does not 
seem reasonable that the home gateway is straightaway overcrowded with functions that the customer cares 
nothing about: different steps should be anticipated in the roadmap of deployment in order to cope with different 
levels of customer wishes. Finally the home gateway would remain dedicated to its classical role of inter 
working interface with the operator network and of remote management interface.         
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