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Abstract

This deliverable presents, firstly, the State-a-#rt regarding Quality of Experience (QoE) evalaatin the
scope of Home Services and Networks, analyzingaeepresentative projects in the home servicenaio
and the methodologies implemented in each of tbemetisure the QoE. The achieved results and caankis
are analyzed and extrapolated to the scope of time@a project. The second part of this deliveralifesaat
describing and putting into practice the framewddd QoE within Omega running three surveys, ooefthe
network point of view and two more addressing HRIRd VolIP services, analyzing their results and iotpa
into the Omega network design.
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Executive Summary

This deliverable is part of WP1 "Scenarios and Requents” and is firstly aimed at presenting thet&Sbf-the-
Art regarding Quality of Experience (hereafter Qekaluation in the scope of Home Services and Netsvo

The first part of the document mainly focuses oresal representative projects in the home sendoasain and
compares the methodologies used in each of themetsure the QOE. These case studies will servaito g
some expertise to be applicable to Omega. The amthieesults and conclusions are analyzed and etétapol to
the scope of the Omega project.

The second part aims at describing the frameworktie QoE within Omega thanks to the results oéehr
surveys based on the Analytical Hierarchy ProcAsH?). The surveys have been filled by among expeittsn
and outside the project. One of them is focusinghemetwork itself and the others deal with twpresentative
home services (HDTV and VolIP). The results areqamexd and analyzed afterwards showing their imipettte
Omega network design.

Impact on the other Work-packages

Technical work-packages can benefit from the resgilven in this document in order to get knowledgé¢he
more important factors and criteria (from the expaint of view) so as the OMEGA network design take
them into account and prioritize efforts.
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1 Introduction

1.1 Objective

A first objective of this document is to present tBtate-of-the-Art for QoE evaluation in the scagfe¢Home

Services and Networks. While the first section s document it is about WHAT is the SoA regardingEQ
methodologies, the second section is about HOWOMKEEGA project will get feedback from the end uder.
this regard, the second objective of this deliverab describing the methodology used within OMEG#Ad

analyzing the results achieved.

QOE evaluation and analysis is an essential patttérapplication or service development procesgicted in

QoE Analysis In depth
evaluation of results design

the following figure:

|:> Prototype
implementation

Figure 1 Service development life cycle

Concept
Development

SO

Prototyping and user experience evaluation needsetaddressed in the early development stagesdar ¢o
take advantage of the user’s feedback before thjeqdris not able to turn things around.

In this document, firstly, standard definitions QoE vs. QoS will be given in order to differentiddetween
both application fields. Secondly, it will be debed what methodologies have been used in thrageseptative
projects in order to measure the user acceptantesatisfaction of different services. Achieved teswill be

reported for each project followed by the impabgse results, will have in the OMEGA project. Whah be
reused and what is left from the previous resultshe analyzed. Next the methodology for gettiegdback on
QoE within Omega will be presented followed by tlesults obtained in three different surveys. Lastly
analysis of results and some conclusion words iasng

1.2 QoE Terminology

The meaning of QoS has been originally introduceldj as“The collective effect of service performance which
determine the degree of satisfaction of a usehefdervice”.In [2], this definition has been further expanded
with technical aspects such as.service support performance, service operabifigrformance, serveability
performance, service security performance and ofaetors specific to each servicdjut also with no technical
such as...the term (QoS) is not used to express a degrexaéllence in a comparative sense nor is it use i
quantitative sense for technical evaluations. lesth cases a qualifying adjective (modifier) shdaddused.”In
1999, Kalevi Killki stated that QoSs used to define the network’s capability to m#wet requirements of users
and applications“[3]. Current definitions for QoS requirements for muktiahia services can be found in [3].

However, in later years the meaning of QoS has bered towards pure technical issues. In [5] astisteited
that“QoS provided by a transport service is definedemms of the way a traffic stream is affected whes
transported through the network. This is typicafiyterms of the probability of cell loss, delaydacell delay
variation.”

The pure technical approach of QoS continued iantgears [6] with the definition of QdSs .... the ability of
the network to provide a service at an assurediseievel”.

The loss of original meaning of QoS (despite itigiaal definition) lead to an evolving definitiorf the new
term Quality of EXperience (QoE or QoX) aiming daess the need for a new end-to-end user-centralityq
concept

In [7] QOE has been definetl..as an extension of the traditional QoS in the seerthat QOE provides
information about the delivered service from an-esdr point of view"while Soldani in [6] definesQoE is
how a user perceives the usability of a servicennheuse —how satisfied he/she is with a serviceims of,
e.g., usability, accessibility, retainability anatégrity.”

Towards this direction ITU introduced the followidefinition of QoE “QoE is defined as overall acceptability
of an application or service, as perceived subjedyi by the end user. It includes the complete terehd
system effects (client, terminal, network, servin&sstructure etc). Overall acceptability may influenced by
user expectations and conteX8]. In [4], “QoE is ... (the) user perceived experience of vib&ieing presented
by a communication service or application userrifatee.”
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According to DSL Forum [9];QoE and QoS terminology are often used interchafdye but are actually two
separate concepts. QoE is the overall performarfca system from the point of view of the users. @o&
measure of end-to-end performance at the servead from the user perspective and an indicatiohaf well
the system meets the user's needs. QoS is a meafsperformance at the packet level from the nekwor
perspective. QoS also refers to a set of technefo@@oS mechanisms) that enable the network adnatoisto
manage the effects of congestion on applicatiorfopgiance as well as providing differentiated sesvio
selected network traffic flows or to selected usarsorder to deliver acceptable service qualitygEtargets
should be established for each service and be deduearly on in system design and engineering pseEse
QoE for the end user is essential for the succkdsfrioyment triple-play and beyond services antihei a key
differentiator with respect to competing servickeohgs. Subscribers to network services don't ¢ene service
quality is achieved. What matters to them is holl aveervice meets their goals and expectatiomeir tQuality
of Experience (QoE)”".

It is widely acceptable that QoS acted as an iafipin to many researchers who introduced mechaniems
exploit QoS definitions towards the design andipgof telecommunication systems and services,a@asihein
the core network [12]. But nowaday®uality of Experience includes everything that keatatters.” (K.Killki)
and interesting questions are arising related ecatttess/home bandwidth management and businpssjadly
as the access and home networks continue to reanaial bottlenecks.
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2 Quality of Experience SoA

2.1 Methodology

2.1.1 Amigo

2.1.1.1Project Objectives

The Amigo project [13] aims to overcome the ob#tacto widespread acceptance of home networking
technologies. The project has developed an opandatdized, interoperable middleware and attraatiser
services improving end-user usability and attrastass. The project shows the end-user usability and
attractiveness of such a home system through preoapplications aiming to improve everyday lifedan
addressing all vital user aspects: home care getiyshome information and entertainment, and esitenof the
home environment by means of ambience sharingdfiesireced personal communication.

The Amigo project supports interoperability betweegquipment and services within the networked home
environment by using standard technology when ptessind by making the basic middleware (componands
infrastructure) and basic user services availabl®@en source software together with architecturigs for
everyone to use.

Traditionally home automation, consumer electrgnioebile communications and personal computing were
strictly separate domains all having their own #ttial companies, with their own business plans,
standardization efforts and form factors. By introihg the networked home, also called the connelatede,
this traditional separation of activities is no d¢&n valid. In such a home, several pieces of eqeifinare
connected by using the same infrastructure, thientdogy is completely integrated into the enviromiand
people can freely and interactively use it.

Home networking has already emerged in specifidiegpns such as PC-to-PC communication and home
entertainment systems. But, the lack of interopétatbetween different manufacturers’ equipmentsl ahe
absence of compelling user services are hamperargandevelopment.

The Amigo project develops middleware that dynathicéntegrates heterogeneous systems to achieve
interoperability between services and devices.dxample, home appliances (heating systems, liglstpstems,
washing machines, refrigerators), multimedia playand renderers (that communicate by means of U&miP)
personal devices (mobile phones, PDA'’s) are comdeict the home network to work in an interoperalkssy.
This interoperability across different applicatidomains can also be extended across different h@nds
locations. The Amigo project is a joint effort dftéen European companies and research organization
mobile and home networking, software developmestisamer electronics and domestic appliances.

Amigo project Focus on Users

Living in such a connected environment is veryidifft to perceive and imagine for users. Let altimg they
can explicitly specify their requirements and esgreheir appreciation for such an intelligent emwiment.
Furthermore, these requirements will change andvewvaver time as people are becoming more familiitn
connected environments. The Amigo project adoptadser-centred design process for working with these
dynamics of evolving user requirements. Throughbat Amigo project a usage scenario is being useithes
central representation to facilitate this processideo of this scenario is on YouTube,
http://www.youtube.com/watch?v=wey94w-pNV]I).

Amigo Applications

The project has developed applications in diffedmnains to show the potential for end-users aadtmefits
of the service oriented-middleware architectureafoplication developers.

These applications are briefly listed below by m#mmain:

“Home Care and Safety” domain : 8 applications \Wwtace related with this domain : health managelty da
life cycle monitor, food management, appliances agen, entrance manager, comfort system, technical
alarms and crisis response application.

“Home Information and Entertainment”: home agenagNews, monitoring manager, media manager
core, privacy enforcement, parental control, cantespendent personalization of multimedia, messagin
and board game.

“Extended Home Environment” — in which multiple hesnare connected: interpersonal communication
and activity sharing.
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A major goal was to provide end-users with servited enable them to share activities and expeg®int an
easy and personalized way. They can socialize #@itlfrom their personal environment, for exampiegir
home, with friends and relatives, or other socatips who are at other locations. It is, for exbanpossible for
parents who are on a business trip to still shaily éctivities with their children at home, to ltghem their
bedtime stories, to watch TV together, to look iatyses or to play a game with them. That is, tbay share
their presence independent of location and deviggisg TV with PC, TV with hotel-TV, or mobile withV,
etc. Another example is to use a personal devareexample a mobile, in somebody else’s home nétviar
using the services in one’s own home. Such a deriebles users to access services which are openatiheir
own home from other domains, for example, a frisftbme, cinema, or office. This computing devieaeis
with the user and can ‘bind’ a visited domain thcane domain. It thereby tries to create a feeliheing at
home even when the user is away!

2.1.1.2QoE Methodology

In that document we do not describe the technisat test performed in the project. These tests w@nducted
in order to check technical and functional aspaatsto verify if applications implemented in thendstrators
meet the requirements (technical and functiona¢etdp

The main objective of user tests (QoE) was to kitmavacceptance of the applications developed wititigo
project, and to gather feedback about possible ggmiand improvements for them (applications listethe
previous part).

The main purpose of these tests were to see ifipiplications showed in the demonstrators fit peéspleeds
and daily behavioural patterns. This has been gaying special attention to the usefulness of th@ieation
and the ease of interaction.

Given the time constraints of the project and traqiype nature of the tested applications, the tess results
obtained have been qualitative, rather than quivit The results should give us an idea how amtbie
intelligence systems are perceived.

The Demonstrators have been installed in five dbffié labs from different companies. Each domain been
tested in one lab, except the Extended Home tlsbéan tested in two.

A group of potential users has been formed trymdollow as much as possible the guidelines andilpso
defined in the project (WP1: requirements). Thieugr has covered different ranges of age, civilestalife
styles and work conditions.

The idea was to form a small user group for thértgsession. In every application domain particaldteria at
the time of selecting people has been applied dBpgron the target users each application domaimtedato
focus on. Also the number of users has been adapthe criteria of each application domain.

In the original methodology, the user tests sessiene composed of four different parts, a “Warm-Up”
introduce the system to users, a “Structured Tfymushow users which are the kind of things theat be done,
a “Unstructured Tryout” to let the users commara ghistem and a “Feedback Gathering” phase compaised
questionnaire and a summarizing discussion, ta@#plcollect feedback.

In the following table it is shown how originallggts were structured:

Activity

Arrival, introduction and explanation

1. Warm up

2. Structured Tryout

3. Unstructured Tryout
Coffee Break

4. Questionnaire

5. Summarizing Discussion

Table 1: Methodology stages in the Amigo project
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However, this has been changed and adapted athi¢ teeeds of each application domain. It was pesiple to
make an unstructured tryout with users in a way Wewere sure that the system will not stop wagkilue to
the prototype nature of the applications. As th&s/roause a negative reaction in users we haveattoiot to do
this unstructured tryout.

The philosophy behind the user tests has beennt@explained above but adapted to the needs ofteatihg
site.

2.1.2 ePerSpace

2.1.2.1Project Objectives

The main objective of the ePerSpace (EPS) proje8} is to significantly increase the user acceptant
networked audiovisual systems and applicationscahen and virtually anywhere by developing innovative
interoperable value-added networked services. Faonindustrial perspective, ePerSpace aims at nrpati
mass-market adoption of such advanced service&gharthis significantly increased user acceptance.

To address this challenge in audiovisual and hoystems ePerSpace concentrates on technical, souigl
business objectives:

Social and business aspectsieveloping and enhancing the business aspectseoéRerSpace services,
analysing issues of major importance to the maskehaadoption, and hence the potential for
economically sound business solutions. The analyessilts in generic business models, and techno-
economic analysis based on dissemination activiligleding trials and user surveys.

Technical objectives:developing an open, trusted and interoperableyiat®n framework to show how
various network enabled audiovisual systems andehplatform products can seamlessly work together,
thus solving existing interoperability problemstiire exchange of personalisation data, service antbxt
adaptation, and management of service platform®rdperability and global network integration are
achieved by addressing adequate authenticationeguoes at home and elsewhere in an open access
network. Seamless and intuitive access to serigcesabled through distributed personalisation.data

The ePerSpace objectives are realised through atioms in four major work areas of the project:

The Home Platform providing the means to exchangkoaisual content between user terminals and home
equipment;

Global Network Integration & Interoperability offag innovative seamless access by sharing useitgeof
in a secure manner;

Home and Personal Devices building unified persenalronments;

Rich Media Object Management supplying the tools dontent creators to make optimal use of the
infrastructure.

2.1.2.2QoE Methodology15][16]

In order to evaluate the services and interfacasility and the user acceptance within the EPSegtpjt was
planned some testing activities of prototypes Ifiao verify whether these services and the platfput in
place to provision them were respondent to theygadject features.

Two milestonesvere set up during the lifetime of the project:

The first one, at the end of the first project yahd not consider the involvement of any usemdis just
intended to present the basic concepts and ided®edEPS project and to decide about the mosttdeita
test methods and tools to apply in the serviceuat®n in the next phase. In this milestone fivalis
trials” were identified ranging from the Home Netkimg to UMTS Global Interoperability Networks and
covering the key themes addressed by the projdut. t€chnical evaluation of these “sub-trials” was
conducted by experts within the project.

The second one, at the end of the project, wasdhtmeeally demonstrate the global integration o t
proposed solutions in the technical work packafieshis phase, the actual testing procedures tdaéep
during the last four months of the project and éswdecided to have a bare minimum of 40 individuals
segmented by age, education and basic skills baihgf them, familiar and experienced of carryiogt
tasks with ICT in general. The approach followedhiis phase was to integrate all services on omglesi

! Usually the amount of people participating are alundred of individuals
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site where all the services, key architecturaluiesst and overall approach could be shown in amgiated
environment.

The research methodselected in order to evaluate the EPS laboratdajstcover the following usability
measures:

Efficiency for verifying the quality of the media (audiodeio, or other media combinations) perceived by
the user when she/he accesses the service. Tlesedaally require recording some samples of theian
These samples can be evaluated by end users opbyt® A further way to evaluate the efficiencyain
laboratory trial is represented by the verificatiminthe communication protocols involved in thevies
provision i.e. to verify if the various machinesdsn the laboratory trial communicate in the propay
and no critical interaction may occur. This testswdbone together with the partnesponsible of the
implementation of the laboratory trial.

Efficacy to investigate the reaction of the users whemssing a service and monitoring all those actions
where the users make errors or finds difficultiefping designers to improve the product from thersis
perspective. This test was done by mean of beheali@bservatiortechniques recording all manoeuvres
done by the user when accessing the service.

Acceptanceto analyse the level of correspondence betweenghbr’'s expectations and the responses of the
service. This evaluation of acceptance was accaimgli by mean of questionnairgsecially designed for
the ESP project

“Questionnaires” and “Systematic Observations”

The use of questionnaires and systematic obsengtiere the two methods chosen by EPS in orderdiuate
the acceptance and satisfaction of the implemeseedces. These two methods reciprocally compertbaie
disadvantages resulting, in that way, complementhinyding, during analysis, “subjective” and “oljge”
features in a single picture. In Figure 2 is deguidhe whole process.

Interactive session Systematic
for Service #x Observations

Questionnaire
for Service #x

——

Data Analysis
& Results

Figure 2: Evaluation process in ePerSpace

Questionnaires

Questionnaires are intended to uncover problemeuwsiered in operating a system or service, sketchy
critical incident information, the most importaninttions or requirements of the system and anyresat
which are thought or be particularly advantagedfuhey are reliable they should yield the sameultesf
used by different testers on different occasioeyTare probably the only way to obtain large an®uof
data about thoughts, about the systems not opéinetct observation in a relatively short spacarngt

The basic stefgo carry out an evaluation based on questionnaires
Set-up context analysis and evaluation planning
Conduction carry out the evaluation and data gathering
Results communicatioanalysis of data, draw conclusions and writeftiimal report
It is also important to pay attention to the follagy constrains when developing the questionnaires:

What kind ofusersto select for the evaluation

% EPS project took almost a year to cover these tteges
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What kind oftasksto submit them
What kind ofservicescan be set up for them

EPS questionnaires are based on the Theory of fawep and Use of Technology model (UTAUT) [18]
covering the basic usability dimensions:

UTAUT model is used as basic reference in ordedefine a set of measurement scales for "perceived
usefulness” and “ease of use” constructs. UTAUT ehedhs developed from eight previous models in the
field of technology acceptance testing, unifyingithmost relevant questions and omitting the reduaihd
and not proper ones. This model makes use of gafdbles:

Four coreDeterminantsof the intention where the role of the intentiae a predictor of behaviour
i.e., the_usenamely, Performance Expectancy, Effort expectaBogial Influence and Facilitating
Conditions.

Four Moderatorsof key relationships, such as Gender, Age, Expeeeand Voluntariness of Use,
that determined the selection of the final clasaggfrs.

Figure 3: Universal Theory of Acceptance and Use dfechnology model (UTAUT)

Next, there is a description of the four determtaan

Performance Expectandy defined as the belief that using the EPS vélpthim/her to attain gains in
their behavioural objectives. As concerning ther8pace intend, this variable will be basically used
to build the Perceived Usefulness construct, wiidhassess the comparative advantage of using the
innovation with respect to the antecedent technglag well as the outcome expectations.

Effort Expectancys defined as the ease of use associated witlEB system. It has as operative
constructs the general perceived ease of use dasvile perceived complexity of the system.

Social Influences defined as the individual's perception of hdwit social network believes that he
or she should use the EPS system. It has as operatnstructs Subjective norms, Social factors and
Social image and Identity similarity.

Facilitating Conditions are represented by Perceived Behavioural contyeheral facilitating
conditions (such as objective environment factasll compatibility with existing values and
experience of the potential adopters.

Finally, the scales to assess usability aspecsoofe significance for the interaction besides thetral
constructs of the acceptance come from the reli@blill [21][22] and QUIS [23][24] models.

In Annex A are depicted the measurement scaleseabial the design of the EPS questionnaires.
SystematicObservations

Quantitative measures of usability through syste@matiservation are hardly used in practice becadise
lack of appropriate tools: usability testers oftese “paper and pencil” methods to record their nlzgm®n
and base their conclusion on qualitative assessofetfite observed interaction between test subjedt a
product tested, loosing the primary benefit of eysitic observation. For this reason, often theotajges
made during a test are merely used to illustrairfigs.
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In order to overcome this problem EPS decided tegimate data from questionnaire with systematic
observation with the help of computer-aided videalgsis of recorded event and states using thevaodt
tool “Observer Video Pro™”. This toolkit is desighé¢o collect data with high precision with time
percentage and frequencies of events and statdsdimg errors and allowed EPS to test feasibiihd
usability of the system.

During the laboratory trial all the participantgtians of each service are digitally videotapede Vieo is
then included in a pre-programmed observing scheittaall possible states or events expressed during
the actions.

Two independent and trained observers analyze thdiamfile through the computer program. The
Observer™ allows using simple algorithm that seascfor relationship between events/states by taking
into account both the order and relative timindgrequencies of these events/states.

Results are analyzed with two different methods:fitrst summarize the events/sates coded for ea@ma
or service giving frequencies of the expressed Wieba (either absolute or relative).

The second method will show a sequence analysieobehaviour, exploring, for example, after which
behaviour an error occurs more frequently.

2.1.3 OpenTC

2.1.3.1Project Objectives

OpenTC [17] sets out to develop trusted and semmguting systems based on Trusted Computing haedwa
and Open Source Software.

The goal of OpenTC is to define and implement aenoprusted Computing framework. This framework disiil
on the cost efficient and widely deployed “TrustBtatform Module” (TPM) specified by the Trusted
Computing Group (TCG) and the new generation of @8&Js from AMD and Intel. Main software components
of OpenTC are Open Source operating systems anaasef supporting Linux in particular. The architee is
based on security mechanisms provided by low leygdrating system layers, with isolation properties
interfacing the Trusted Computing hardware. Thagers make it possible to utilize enhanced trudtsacurity
properties for operating systems, middleware, gmalieations. The suggested architecture is expetieioe
applicable to different platform types such as sesyworkstations and embedded systems.

OpenTC focuses on the following 3 application sciesa
Private Electronic Transaction (PET),
Virtual Data Center (VDC) and
Corporate Computing on Home PC (CCHP).

For Omega, in particular Corporate Computing on HoRC (CCHP) is relevant because it deals with an
application scenario in the home network.

2.1.3.1.1. Corporate Computing on Home PC

Corporate Computing on Home PC (CCHP) is a scerthebfocuses on multilateral security. While a lgom
user wants to freely use his PC, its employer wamensure the integrity and confidentiality of porate data.
This requires isolation between both zones as agetemote verification of the parts that are séguritical for
the enterprise by the employer. The home as walhaenterprise zone can host one or more virtwahines.
At a very high-level, isolation involves ensuriritat even if one virtual machine is compromised.(@girus in
the game compartment), it should not affect othigual machines. The two actors, company and engapy
normally have a mutually distrustful (not to be fumed with mistrustful) relationship. This meansittithe
corporation will not trust a home user to maintésnmachine correctly. On the other hand, a honee wdl be
ensured that the corporation can only see datdhéncbrporate zone while not being able to learnutibo
information and activities in the home zone. Intboases, the underlying principle is “trust butifygr The
actors differ in their concerns. The company immeats the mechanisms that allow the remote virtuathimes
(running on employees’ home PCs) appropriate act#esthe corporate network after authenticatiom an
verification. The employee owns and provides thested platform hosting the corporate virtual maekinA
particular technical challenge in this scenaripristection of corporate secrets during the lifeleyf the virtual
machines. A home user may install, start, deleberhate, or migrate a virtual machine. He may alsoose to
sell his PC including the corporate virtual mackink all these cases, corporate data needs tdrrgraperly
protected.
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2.1.3.2Q0E Methodology

In order to document views and opinions, to shammt between the various partners of the large OpenT
project, and to highlight potential issues to beetainto account during the design phase a snafisartium-
internal survey on Trusted Computing was conduciée. survey provides a context to consider chariatits

of potential application scenarios and to discasglications for the future dialog between the pcojend the
outside world.

Further a media analysis on the current perceptiomrusted Computing was carried out. Drawing fram
variety of sources, major points of discussion eaisduring the public debate have been outlined and
commented. Where possible, recommendations on lboadtress these concerns in OpenTC's design and
implementation were derived. Using these resultd saput from consortium partners, suggestions for a
application scenario that concerns the protectibal@ctronic transactions of private end-usershigirtrole as
consumers were made.

2.1.3.2.1. Consortium-Internal Survey
The consortium conducted a small internal e-mawey

for identifying areas to be addressed in the fusuevey work, and

for identifying issues to be taken into account whpecifying OpenTC.

The results of this survey were presented in amymaed way. Answers such as “don’t know” have been
omitted, which appears justifiable as the objestiage to collect ideas and to share knowledgeiallyit the
questionnaire has been tested in personal intesvidw of March 2006, answers have been received fem
consortium members, seven from industry, and thoea academia.

2.1.3.2.2. Media Analysis

Between January and March 2006, a systematic séarghinted and online material about Trusted Catimy
was conducted. For online searching, engines femogle, Financial Times, New York Times, Heiser@nlc't
(Magazin fur Computertechnikand Golem (the last 3 being in German) were utilized. To tifgnarticles,
statements on blogs, etc. The following keywordie (irst two alone, and in combination with all ets)were
used Trusted Computing, OpenTC, digital rights managemleanefits, critique, risks, technology assessment
Then links to web-based content and literature Wellewed (see the references section). This approsas
applied to gain a broad overview of how TC-systars being assessed by those participating in thatde
(interested citizens, professionals, authors afitpmedia, etc.). Links leading to information frasampanies
offering TC components and services have not bealuated. Also explicit suggestions for media tddimzked
into by consortium members were included.

2.2 Results

2.2.1 Amigo

It is so difficult to sum up user tests result@ifew paragraphs because many tests were condaloted many
applications. Also tests were carried out in défgrcompanies and countries.

This summary of test results are composed of thliferent parts corresponding to the main domain of
applications tested.

2.2.1.1Home care and safety domain :

The answers from the users were analyzed in a gmrasio basis, paying special attention to twoeddht
aspects, the usefulness of the application andetise of interaction. The summarizing discussion alas
mainly focussing on these issues.

Kitchen scenario:
Usefulness

In the kitchen scenario users liked most the foahagement application. They found it really useful
because they said that deciding what to eat alyaweal in a healthy and tasty way is not easy aigl t
application will help. Furthermore it is a way ardling the shopping list, which users also apjtedi.
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The entrance manager was seen as a good idea amghrmvement over the current situation where you
have to carry keys to enter your home. Howevensuaere not very confident to rely on this systarohs
an important task, because they were afraid ofghlearctked.

The application that had the worst acceptance hagppliance manager application. Users did notteee
point on having such an application at home.

Ease of Interaction

Users found that touch screens for appliance marsagkfood management were good means of interface,
they did not like to have a pen to touch it toutjiey preferred to use the finger directly. The gation
system was not perceived as simple. Young peopledfoquite intuitive, but they said that many
interactions were needed to get something done ivimadde tedious. Older users found even sometimes
difficult to navigate. For these two applicatiotiz voice interface was seen as the best solution.

Bathroom scenario:

Usefulness

In the bathroom scenario both applications are seeimteresting. The technical alarms applicatianeg
people a good safety feeling. They like the wagakaige detection but more the gas leakage, assthis
dangerous.

The health management application is seen as alring to have at home for young people but foreold
ones is perceived as a really helpful tool to adritreir health.

Ease of Interaction

Here the same comments as in the kitchen scenppeaa. Voice interaction is seen the best solution.
Talking about touch screens, in the health appdinathey will prefer the mirror were the informatias
displayed to be a touch screen and not to use @nd#vice to control the application. They said the
health management and food management have thelsaknand feel, so the navigation issues also apply
for this application.

Lounge scenario:
Usefulness

In the lounge scenario, the personal health cargeces seen as quite redundant, differences withealth
manager are not clearly appreciated. User saiddthed not make much sense to have them separdteg. T
proposed to incorporate the extra features thapéinsonal health care centre offers to the heatiagex or
vice versa.

About the comfort systems application, they verychmlike the idea of having comfort profiles thatllwi
automatically control the comfort parameters. Tdheai of defining some scenes, like a watching a enovi
scene (controlling lights, blinds...) is very mumppreciated between young people. However theyhsdy
defining these scenes should be very easy to doth&n concern is how the system will respond in the
situation where people with different profiles erttee same room.

Ease of Interaction

Here the same recurrent comments as in the preteuscenarios appear. The only new comment is that
using light colour to indicate the temperaturehia toom is seen as a fancy -thing, especially bervibe
young people.

2.2.1.2Home information and entertainment :

One of the goals of completing the users’ test twaget a feedback to conclude the pros and cotiseoflome
Information Entertainment from the user point @wi

Once the users’ answers were analyzed we cantstdte

Most users thought that, in general, the set ofiegtons within Home Information and Entertainment
were worth it. Moreover, the users were speciathaaed by the interaction with the system, in spebi&
ability to access to their multimedia content frany device in the house regardless of where theentm
were physically located.

Automatic discovery of multimedia contents from gludevices was also among the most positively rated
features by the users.

The use of the agenda as an integrated remindbrtlét users’ objects was seen as something vefyluse
and users were greatly surprised with it.
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In general users were highly satisfied with thetesysin every aspect related to life’s organizatiwhjch
would include the Home Agenda, the Calendar and Rkesonalized News : they agree that these
applications are time-saving. Moreover, they hainailar position with regard to Media Manager Csre’
recommendations based on the users’ preferences.

On the other hand, the criticism of users helpetbumprove the Application, for example, we weveage
that the profile filling up interface was not asufriendly as it should and that the system dide&rn
from the users’ actions. Also while the users fotimel system useful for scheduling or reminding, cluhi
require the system to learn from their actionsew fisers didn't like the idea of being monitorizzal
much, so an agreement between these two policias opt-out option should lead to an improvement fo
users’ experience.

2.2.1.3 Extended home environment :

Users’ feedback was analyzed according to these rfmajor issues: usefulness of ambient communication
ambient notification, context awareness and shanfgrmation. Following, the results of the quentiaires’
analysis:

Unobtrusive notification system :

Feeling@ application provides an unobtrusive nmdifibn system that allows people to be constantly
notified of information they want to be informech the scenario proposed, users at work are notiffed
unexpected events happening at home; on the othgr wsers at home are notified of working actigitie
status change.

All test people stated that this kind of notificatisystem is of high or very high interest to théssers
particularly appreciated the feeling of safety lylatuby such an application, that extended for futur
scenarios, would also give them the possibilitynahediately react in emergency cases.

However, they stated that it will be of major imforce to be able to easily select which kind of
information shall be forwarded in order to avoidoeing interrupted by ‘useless’ notification messag

Ambient Communication - Privacy Bubble interaction

The test persons were asked their opinion on haaisiecific area dedicated to private communicgtiom
Privacy Bubble) within the Workplace, to be accds$ering working breaks.

The testers were very interested in the ambientnoanication feature. They appreciated the recognitio
system of the Privacy Bubble, and they particulagypreciated the possibility of easily gettingtdgich
with the home and relatives, even if they expressehg concerns about privacy issues.

Some users also suggested to extend the targevssuigf the Privacy Bubble to other places such as
airports, train stations, etc.

Sharing Activities — Shared Organizer :

Testers used Shared Organizer for creating andtiimgdaommon activities. They appreciated the istesf
which is nice and easy to use, and also the masdirsfem which notifies users when an activity statu
changes.

Palantir system — (France Telecom — tests perfoimé&dAL)

Due to technical problems in integrating the Palagdrvice with the Sketch presentation, the Palavdas
tested only by five Ital Design employees that wiareiliar with the Amigo project. In general, uséosind
that the Palantir GUI is easy and intuitive to udsers were shown the Palantir GUI recognizingutber
by the RFID system and displaying his contactsy ttteanged their presence status and started bad¢lo vi
communication and Sketch Presentation through étenBr GUI.

Users said that the GUI of Palantir could be greglhi improved to be more appealing. However thag h
no difficulties in identifying available contacteich managed to select an application (Ambience Bbari
Sketch Presentation) and start it from the Palahtote that undeliverable functional verificatioest
revealed that users might complain about the tigidf the interaction sequence necessary to start a
application.

Sharing Activities — Sketch Presentation :

Testers used Sketch Presentation for moving andpadny sketches. To work with it, they used both
gesture and voice recognition.
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Sketch Presentation is particularly appreciatedussrs as sharing content between different locaitisn
very important in employees’ everyday work. SkeRriesentation is easy and intuitive to use, anerest
appreciated the gesture and voice interaction.

To sum up the questionnaires results, strengthakmesses, opportunities, and threats involved eliffg@
application concepts have been identified, accgrtiinthe SWOT analysis principles, as shown inftiiewing
four sections:

Strengths :
User in control of the system (i.e. the Privacy Bleb
Controllable access and respect of individual pesfees (i.e. the Privacy Bubble)

The system takes context information into accotimarks to the RFID system) and is constantly
aware of the local situation

Feeling of connectedness to family and friends ftinusive notification of unexpected events, audio-
video communication)

New communication moments in multiple different toxts (i.e. the Privacy Bubble in the workplace
context)

User friendliness (i.e. Sketch Presentation GUI gesture interaction)

Activity organization and planning for multiple peins between the home and the office, notification
of activities updates (the Shared organizer).

Opportunities :
Privacy Bubble concept extensible to other contéxsairport, public places...)
Composition and decomposition of heterogeneouscaryor innovative applications
RFID technology extensive exploitation for creatfigelligent rooms” in a company context
XMPP technology for new concepts of user collaboreand presence.
Weaknesses :
Stability of the system
Integration of different modules.
Threats:
Privacy Bubble interaction: risk of displaying pate information in a public place as the workplace

Unobtrusive notification: careful selection of infieation users want to be notified of in order toidv
uninteresting information notification

Sharing information: risk of unintentionally disgiag personal data in work context.

2.2.2 ePerSpace

2.2.2.1The end-user selection

An open call for users was posted half a year waade. Out of the 70 people interested in parttzigain the

user test only 40 made up the final testing grdis final group of users had to match some bagjcirements
necessary for the predictive model of acceptandmtapplied. The subjects had to be as close aihposo the
ideal type of users. They had to be open mindedigindboward ICT solutions and on average skilledismg

electronic devices. Next, there are some figurdbetelected final group:
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Figure 4: Figures on the final testing group for erSpace

2.2.2.2Evaluation of the user acceptance

The evaluation of the user acceptance test aimechdasure the quality of the implemented servicgs, b
verifying the_usefulness and ease of aseerceived by the real users and the amountdefdadalue provided
by each service. The basic references given byUthiéed Theory of Acceptance and Use of Technology
(UTAUT) were applied to define a model to forectmst user acceptance (intention as predictor ofa@)sagd
arrange the scales (questionnaires) to measugpetf@mance constructs.

Three kind of analysis were conducted:

Descriptive statisticsstatistical variablésanalysis for three services (Home Control, MM @oi$
and PVR) grouped in 14 graphs. Each graph showetettel of acceptance according with constructs
showed in Annex A.

Correlation Pearson correlation for the three EPS servicésdsn the variables of the Predictive
Model of the Acceptance and the dependent vari&itéudes towards behaviour”.

Extended CorrelationPearson correlation for the Home Control sertiebveen the variables of the
Predictive Model of the Acceptance and the two ddpat variables “Attitudes toward EPS
solutions” and “Intentions”.

The user acceptance evaluation drew the followorgchusions:

The three ePerSpace services as provided in tbealmny Home Environment were on the whole accessed
by the subjects with high curiosity and interedteTadoption of a controlled interactive sessiopresent

the services and their innovative features was &bbgve to each single participant the time neagsto
understand and quickly build a personal judgemdmiut them. Then the repeated sequence task-
guestionnaire to gather data demonstrated to beppate in catching the impulsive ideas aboutatided
value given by each service in comparison withdheent home possibilities, as well as on the [bssi
adoption in their own life. This is an excellentnsequence of the methodology proposed for the
evaluation, further proven by the reliable dataaotsd.

As for the acceptance items, this is a compositebke that can be carefully expressed by combanatof
different results (and different constructs):

Therefore, considering the “perceived usefulnef®®, user class received a positive feeling from all
the three services. The result indicates the cézminess to operate and the low perception of
underneath complexity, even not really so (thiarid excellent result from the usability point ofwi
better evident for the Home Control).

The social factors confirmed how the subjects weag also shareable with the family and the close
neighbours.

The facilitating condition “having the resourcesiiwiedge necessary to use the system” resulted
about neutrally considered in relation with the egtance, while it was very encouraging the
perception of the “compatibility” actually close ttoe idea of lifestyle at home.

The rest of the items in the questionnaire direchigcked the attitudes of the subjects towards both
the EPS service idea and the actual usage possiailihome. This indicates that there were clear
intrinsic motivations in the thought of acquirirfgetEPS services for the home.

3 Median, Confidence interval within and Outlier rejection intervak:2

Deliverable 1.3 - Final Services & QoE Report Page 19 (55)



ICT-213311, OMEGA 9 January 2009

Finally, the last variable of “attitudes towards EBolutions” in a straight line confirmed that the
users should be willing to introduce the new solsi at home, as they were desirable, important,
useful and agreeable.

Concerning differences of behaviour between mates famales, data pointed out only one significant
result: the females perceived differently the “usedss at home” of the EPS services. The analysibh®
data gathered of course didn't investigate the €aok this “social’ difference, nonetheless, it is
spontaneous to think at the different conditiorthef women at home and the different perceptiontiod “
usual staying at home” they may have with respetti¢ men.

2.2.2.3Evaluation of the user satisfaction

The measures of user satisfaction were carriebputsing the SUMI [21][22] questionnaire for twongees
(Doorkeeper and Home Control) giving three outputs:

Profile Analysis showing whether the analyzed service was behindbove the state of the art
regarding with the usability scales (efficiencyfeaf and helpfulness).

Individual User Scoreshowing the outliers beyond the interval of atanpe.

Item Consensual Analysispmparing “observed” responses with “expected” oesps on the basis of
the standardisation.

The evaluation of user satisfaction drew the follgyconclusions:

For the DoorKeeper, the results showed that evéreitisers consider that this application wouldigeful
they are questioning its usability (speed, unexgbdiehaviour, etc.). All these comments will beyver
useful material to take into account to improveshevice.

The Home Control was approved by the users. Althptgsults were sufficient they were not brilliahihe
evaluation pointed out the need for further useattreel design implementation in order to catch for t
existing faults, remove them and improve the fipralduct.

2.2.3 OpenTC

2.2.3.1Results of a consortium-internal Survey

The following subchapters show the results of tlmmsortium-internal survey. The questions from the
questionnaire are presented in courier font.

2.2.3.1.1. Experiences with TC

Do you have any practical experiences with Trusted Computing yourself? If

yes: What are your experiences?

Against which threats has TC been used in your case ?

All but two respondents have experiences with TiGGummary, most of the ten respondents have a TRNkir
PC, but only 2 use it. On computers equipped WRIMSE, the hardware is used to secure keys and pedsvior
example as encrypting password files.

Is your institution involved in selling TPMs, compu ters with TPMs, or in
offering related software or services? If yes: What sort of products and
services are on offer? Which experiences did your ¢ ompany make in that
field? Why are your customers interested in TC?

Are there any documents available about private or corporate user interests

and experiences?

Respondents from industry are active in the reldiettls, for example TCG specification work, TPM
manufacturing, related software development anduatian, sales of PCs with TPMs. Software suppgriiiC
from the following manufacturers was mentioned,pdiggl either by the respondent's company, or bynpar
companies: Infineon, Hewlett-Packard, Utimaco, Wévackup-server), and Tripwire (check of hash walue
against list). TPMs are considered the cheapesttwagcure critical keys and data. All large cogpions are
interested in this kind of usage, in particularhmegard to portable computers. The feedback oddafrom
customers suggests that TPMs are being used. Ceitaio not give any details on what exactly theguse
with TPMs. It was not possible to identify any pualyl available documents describing user experisngith
TC.

Deliverable 1.3 - Final Services & QoE Report Page 20 (55)



ICT-213311, OMEGA 9 January 2009

Key finding: Securing corporate networks seems to be the dumaim market for TC, e.g., to render hard disks
on lost and stolen portable computers unusables iBhin contrast to the beliefs expressed in maegdian(see
next chapter) according to which TC is essentialbput DRM for increasing revenues from sales ofwsnke
and content.

2.2.3.1.2. Use Cases and Threats

What are the most important use cases for OpenTC wh ich should be taken into
account during the design, in your view? Please des cribe
them.

The use cases mentioned by the respondents casbebdd and grouped as follows:

Protection of PC-networks
Protection of PCs is the most general use caseionenit
1. Protection against vulnerabilities (viruses, wormgloitable security vulnerabilities in general).
2. Managing large numbers of corporate PCs: blockestanes, lost HDD should be unusable, secure
email, secure workflow management.
3. Access to WLAN and corporate networks
4. Trusted Network Connect: any use case includinga®atte users with mandatory use of TC; Trusted
Network Connect: checking the integrity of corperatient machines, while allowing user to maintain
private execution environment in parallel, for exderby means of virtualization.
5. Secure private PCs owned by employees if they aesl W0 access corporate networks. On private
hardware, the owner should be enabled to run thgnaay OS configuration in parallel to his own OS.
6. Highly-sensitive corporate networks: security andking-down of information within a network of
computers; restricted usage in specialized faeditivhere sensitive information is handled. These
remarks are in line with today’s predominantly amgte use of TPMs.

Secure servers

1. Virtual data center: several operating system ic#a running on behalf of different companies or
applications run on the same physical server. Withport for load balancing, the number of such
servers could be reduced, resulting in cost savimgequipment, energy, and hardware maintenance.

2. Server support services: provider installed seratrslient location with 24/7 support. The provider
needs to assure integrity of servers to prevengds manipulations, etc. from his customer thatdco
result in additional support costs.

3. Network components: secure Linux servers and reutgerver-based scenarios are a promising field
for applying OpenTC results, since virtual datat@ncome with new challenges to isolate execution
environments of different customers.

Single services
The following single services were mentioned:

1. Home banking etc.: potential killer applicatiors italue is easy to communicate to the public aed th
media. The solution should reduce the impacts aiuthorized modifications of application software,
viruses, malware, phishing, etc. Solution might d@plicable to auctioning andother types of e-
business.

2. Secure payment: reduce risks of identity theft plnidhing.

3. Improving confidence in digital signaturesWhat You Sign Is What You Se@VYSIWYS)
applications for really secure electronic signatur® support the European Directive on electronic
signatures.

4. Fair DRM allow executing lawful rights of digitaledia consumers, for example with support for sub-
licensing in accordance with mutually agreed peldicopy to portable players, restricted sharing).

5. Shared infrastructure and storage. The traditichaht-server model is not optimal for serving needi
content that needs a lot of bandwidth. Privateusses could be used for serving content. In thieca
could be advantageous if private resources candsrity be put outside the owner's control (by
renting them out).

6. General support for users and developers that eebkathe transparency of the underlying TC
mechanisms and the effective control of platforrmerg. Some respondents suggested to use Trusted
Computing to secure single applications whose sgime can result in actual financial loss for
platform owners. DRM for media content was mentéynieut was required to be implemented with
protection of user rights. It was also pointed that users might need applications to manage their
TPM data.
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Small platforms
1. OS for small platforms should support features lsimto those on trusted PC platforms (better
protection against mobile viruses, DRM, etc.].

2.2.3.1.3. Trusted Computing and the Media

Are you aware of any benefits of Trusted Computing discussed in the
media? Which are these?

As a general observation, the media tends notsituds potential benefits.

Are you aware of any disadvantages of Trusted Compu ting discussed in the
media? Which are these?

Responses can be summarized as follows:
. The media tends to equate TC with Digital Rightsnigement. Most consumers do not like DRM,
and some emphasis has been put on the fact thidl ilecome more difficult to work around DRM-
schemes.

There is fear that privately owned computers wdldontrolled by Microsoft. The technology could
be abused to reduce owner's freedom of choiceregard to installing and using software.

There could be infringement of privacy if a useméguired to communicate his configuration to
external parties that want to check whether theest\srsystem has been set up in a defined way.

Which critiques are justified or unjustified, in yo ur opinion?

The comments received can be summarized as follows:
If crucial software components and application mde to run only with TC capabilities, this could
put restrictions on the user.

Privacy-related critiques should be taken seriauRpresentative bodies of users should be able to
check privacy-related technical developments.

Much critique from the media is speculation withéatdtual basis. Where critique is justified (ladk o
a compliance program and conformance criteria}, dften ignored by the media since the topics are
difficult to understand.

Trusted Computing is shrouded in secrecy: inforomtdeveloper tools and end-user tools that would
help to interact with TPMs in a straight-forwardyare difficult to come by or unavailable. People
fear what they do not understand.

Do you think the public debate around Trusted Compu ting has somehow changed
during recent time? If so, how would you characteri se the current state of
debate around TC?

The responses can be summarized as follows:

. Over the last couple of years, the discussion impsaved as it has become more fact-based. Take the
German computer magazine, an important computerariag in Europe. You can see from the
archives that their representation of Trusted Cdimgwhanged to reflect the actual technical facts,
notwithstanding that they remain skeptical.

The IT and software manufacturers had to addresprifiblem of trust in end systems as an industry —
the alternative was potentially inadequate ancekillle governmental regulation. Some vendors had
preceding work that came from research on DRM whidtiressed parts of the requirements, and this
may have influenced some early decisions in theciipation phase. For example, years ago a
marketing person from Microsoft had said the arfea applying TC] was ,content”. This was
communicated in all media. The TCG was supposéxe tmore balanced than the TCPA.

The problem of lost and stolen portable computers feceived increasing attention from the media.
The public debate has motivated TCG standardisgt@mple to add additional privacy and security

features into the TC specification (Direct AnonyradAttestation, option of deleting the endorsement
key). Important parties such as governments hawtribated to the discussion. They now have a

stake in the development of TC and a more balauiead on potential advantages and disadvantages,
and there is an active debate about using TP Mkiffimix.
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Public opinion and opinions on certain websitehwiisinformation are negative (3 such statements).
The general public still does not understand onduww about TC and its potential benefits, and the

broad mass of users is not interested. Presersagiotd news about TC at the RSA conference 2006
did not add to the level of public understanding,tlae only relevant papers were of scientific and

research nature. The use of TPMs in Microsoft VIS$ Aot a point in public discussion.

The last case from Sony [a DRM system based onral®Ws rootkit] seems to be unequivocally bad.
[this respondent apparently assumes that negagwes mbout DRM are implicitly negative for TC
which is widely regarded to be related to DRM]

Are there any particularly important websites, news papers or journals we
should take into account?
Are there any specific documents which were publish ed during the last few

months which we should take into account?

The following recommendations were put forward:
. Richard Stallman's and Linus Torvald's recent conmtmen the GPLv3 and Trusted Computing;

statements produced by the Electronic Privacy médion Center (EPIC);
work on DRM conducted by the EU-funded “Indicarebject;

search for TC/TCG and “discussion forum” and ch&ekman and USWikipedia, there is tracking of
discussion of content;

check the questions written by the German Federammpment, and the TCG answers.

Some of these suggestions have been taken into@icicothe media analysis (next chapter).

If you think of the perception of Trusted Computing by the general
public, is there any action the OpenTC-consortium s hould take, e.g.
regarding PR activities, or use cases to be chosen?

The responses can be summarized as follows:
: In general, public perception could be improvedrbgving towards the open software developing
environment. The most effective contribution of @PE€ would be if results can be used as yardstick
for Microsoft's effort.

Regarding PR activities, it was suggested to inv@WR-agency to introduce OpenTC-concepts to
the media. On the other hand, it was remarked ith&éd an uphill struggle to improve public
perception. OpenTC is probably too small for reRl &tivities, Its primary chance of producing a
positive echo are the attractiveness of its te@inapproach and results. There are important
publications such as the Communications of the A@MBusiness Week where technologists and
executives get their opinions from. However, ong/ thave doubts whether Trusted Computing is a
topic for them. In any case, first the technologytibstantiate our claims is needed. This issueldho
probably be discussed with the TCG and their mgua@essionals (the TCG-website includes a
section on publications). From a practical perdpecOpenTC could produce a bootable system with
practical applications which could be promoted abliz and open events to present first results to
some relevant people.

Regarding application scenarios and use cases, T@pshould promote positive aspects of Trusted
Computing, e.g. by showing important use cases gikgection within a company network. People
will probably be interested to know that OpenTC d®se enough to TCG to make an impact, and
OpenTC's relevance and specific approach shoutimnunicated to the Trusted Computing Group.
Simple end-user tools (under Windows or a bootalNe Linux CD with tools to support easy
interactions with TPM hardware) are likely to bellweceived by the liberal media. The same could
be true for solutions where users have control martroversial aspects (DRM keys, certificate
generation etc.). Solutions should demonstratetdttieaOpen Source approach allows implementers
to modify or replace "official* components that arensidered problematic. Application scenarios
should be chosen with regard to their relevanciéopublic, choosing solutions that are considered
reasonable to the average user. In theory, Opelld investigate open alternative payment systems
or DRM, but the feasibility and practical impactsefch efforts is somewhat questionable.

Regarding interviews to be conducted, suggestiogie wnade to involve persons with well known
critical attitudes, asking them for concrete sugigas and for feedback to OpenTC use cases. It was
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also suggested to interview a named representafitbe German Ministry of the Interior about
requirements.

2.2.3.1.4. Design Issues

Are there any open issues in the design of OpenTC? Which are these?

Any comments?

Answers to these questions can be summarizedlawol

. In general, it is needed to maintain speed and maumg as indifference may set in and people

become complacent about negative aspects of TGmwitations. This, in turn, may result in moves
from commercial organizations to abuse the tectgyolind to stake their claims on homeuser PCs (a
captive audience). Currently it is quite tediousise TC, since security adds complexity. Therenare
clear indications on how much additional complexigers would accept. OpenTC should try to make
things as seamless as possible.

Concerning single technical issues, there are aeallenges to verify them integrity of a particular
system based on PCR values (Platform Configurd&iegister) in a meaningful way. Using open and
evolving OpenTC OS which operates on a variety afdtvare only adds to these difficulties.
Measurement of application trustworthiness is asoissue. Multiple steps are needed to measure
applications and compare their metrics againstge ldatabase somewhere that is vouched for by an
organisation. This appears to be feasible for carapts that are rather static, but many components
may be subject to frequent change. This can beeaddd by a monitoring mechanism that does not
log everything into the TPM. An important issuetdsfind policy expressions with an appropriate
level of granularity to express the configuratiardanformation flow of virtual machines. This is
required to reason about security properties ofu&ir machine compartments connecting to the
outside world. The design should make sure thastéd” compartments cannot assume control of the
whole computer, and that compartment running onalbebf other parties are erasable. Some
scenarios may leverage preexisting trust (for examp data centers). OpenTC may therefore also
consider a design that do not require hardware TPMs

2.2.3.2Results from Media Analysis

The following analysis of media had the objectives
to assess TC and its relation to DRM systems,

to outline the conditions of TC and DRM acceptaili
to identify general requirements to be taken iooant by the project, and

to identify areas to be discussed with stakeho)dms example in workshops and a web-based
discourse process.

The findings from this analysis are described anftillowing subchapters.
2.2.3.2.1. TC in General

2.2.3.2.1.1.Public Discussion

In the media identified, a general scepticisms towal rusted Computing prevails. These argumentg wet
statistically evaluated (e.g. by counting argumeuntd articles, as common in maedia analysis), shisevould
not provide additional insights relevant for thee@pC project. The reason is that it became obvibasmuch
of the material reiterates arguments that werefpward at early stages of the public debate by eksdn
(2003), Stallman (2002), EPIC (2002), and Scho@0&2.

The main arguments of these and subsequent awhotse summarized as follows:

1. The main motivation behind TC is to support powemRM-systems for protecting content and
software (see Anderson 2003 or more recently Thom@€905). “It is about setting up toll booths deep
in your own pockets” is one comment made on Slasi@006). Another one is: “The software
companies realize they have a product that nevsrajd, never wears out and will perform the task i
was purchased to do until hell freezes over urtlesg find a way of breaking it. Software companies
have been trying to find ways of making softwareamweut for decades so they can rake a continuous
income from their customers the way other manufactudo. They use product activation to tie the
non-wearing software to the fragile hardware foaraple, but their customers hate them for it. The
customer wants to buy a tool and use it forever...”

2. TC will take away the control of a PC from the ug&nderson 2003).

3. The computer will have keys kept secret from ther.us
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4. Control of TC-using computer systems will be witledia companies and with companies such as
Microsoft and Intel (cf. Graff 2005).

5. Software may stop operating if one does not obehe¢mew rules enforced by means of TC, e.g., with
regard to using content, but also with regard tesfifrom word processors and email programs
(Anderson 2003).

6. Exchange of files produced by Open Source softvear@® by TC-using software will be hindered.
Customers could be locked into proprietary solgioRor instance, Schneier (2005) criticizes that
interoperability is not strongly enforced by theGC

7. Existing copyright exemptions, such as those foralians, scientists, educators, blind people at.
difficult to implement in a DRM system implying thBARM should not be used at all.

8. Users might be traced using keys provided and gardtion attested by the TPMs.

9. Patents owned by TCG-companies could be used tbdampetition.

These skeptical views are motivated by the follgudbservations:
. Since the mid-nineties, there have been plans &yJtB government to implement a “Trusted Third
Party” for key escrow.

In the late 1990s, Intel planned means of uniqeatification in its Pentium Ill processor, a move
which was abandoned after widespread criticism.

"This is a new focus for the security communityaldsDavid Aucsmith, security architect for chip
maker Intel "The actual user of the PC — someone @dn do anything they want — is the enemy."
(quoted after Lemos 1999)

The U.S. Digital Millennium Copyright Act might hiier cryptanalysis and hence progress in
cryptography.

The subsequent proposal by US Senator Fritz Hdallitg use a trusted chip in all consumer
electronics equipment (Anderson 2003). In criticaments the chip has since been nicknamed the
“Fritz” chip.

Bill Gates reportedly considers exploring the bass opportunities of restricting office document
usability: “We came at this thinking about musicit bhen we realized that e-mail and documents
were far more interesting domains" (after Thura@02). Similarly, Brad Brunell of Microsoft
reportedly said that with Palladium one could sErllails which dissolve after one week or can't be
printed. Palladium was said to remove any weaksesdesoftwarebased DRM-systems (EBI-
Newsletter 2003).

More recently, Sony modified the Windows operatgygstems by installing a rootkit for DRM
purposes without informing the users. The rootkis been said to produce vulnerabilities. Skepticism
increased because the providers of antivirus sofhdal not issue warnings (Schneier 2005b).

Richard Stallman even concluded that the potetitis@ats of what he calls “treacherous computing’kesa
public resistance necessary (Stallman 2002).

From the perspective of those who are actively kbgpieg Trusted Computing specifications and tecbgy| the
public debate is characterized by a high level pécslation, fear, uncertainty and doubt. Althougte t
applicability of TC for DRM might have been a dnivéor some companies, Trusted Computing targets
longstanding problems of IT security and trustwioress in general.

Whether or not TC enabled systems might take awamtral from the user will depend on software
implementations and policies that may be requirednd electronic interactions, for example, wheremote
computer connects to a corporate network. To dsatlirect inspection and modifications of TPM picitzl
keys lies at the heart of this technology; howereralternative solution has been put forward tieald achieve
the goal of remotely attesting a platform state itmustworthy manner. At this stage, one can mespgculate
about the level of control that might be executgdelsternal parties such as content or software igeos.
Customers may simply insist on base levels of opssro run arbitrary software or on interoperabiliith
Open Source based systems, and they may just refagems that stop software from working. Even fifroves
possible to implement TC based constraints, thefria/ment will primarily depend on market forceslarser
acceptance.

The problem of DRM solutions allowing privilegedcass for librarians, researchers and educatorotis n
specific to those based on Trusted Computing tdolggoFor this audience, the strength of DRM meddmas is
irrelevant, since their actual access to conteesdmt rely on circumventing or breaking these raagms. As
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far as user traceability is concerned, TC inclugadacy protecting mechanism from the outset, dnsl dspect
has since been improved by supporting Direct AnamysrAttestation (DAA).

Potential implications of intellectual property JI®wnership on aspects of Trusted Computing aréeancand it
remains to be seen whether they will become stunglidiocks for non-proprietary implementations. Hoer

as of April 2006, the consortium was not aware siingle case where IP claims have been broughtsigaeely
available implementations. In summary: it is cutlea matter of speculation whether Trusted Commutuill

in fact yield the negative consequences dreaddtktwyitics. First commercial applications provisigpport for
protecting keys and sensitive data (cf., e.g., l@wPackard 2003), are mainly targeted at corporate

environments. To this extent, TC has been non-owatsial.

2.3 Synthesis of results

In the following table the main outcomes from timalgised projects are summarized:

Amigo ePerSpace OpenTC
LB LB Usefulness & Ease of interaction Acceptance & Satisfaction \(lews about opportunities &
Goals risks of Trusted Computing
1.- Scenario Trial implementation 1 Scenarlo'TnaI
2.- Interactive Session |mplementf_at|on .
Methodology : X 2.- Interactive Session
Stal 3.- Feedback gathering 3.- Feedback gatherin
e 4.- Data Analysis ’ ge 9
5.- Analysis Report 4.- Data Analysis
' 5.- Analysis Report
Methodology - Questionnaires - Questionnaires - Questionnaires
strategies - Summarizing Discussion - Systematic Observations | - Media Analysis
10 consortium members (7
N° of people 40 end users with ICT from industry, 3 from
. Small group of end users .
involved knowledge academia)
N° of
demonstrators Five companies involved (1 dem / comp) One demonstrator
involved
- Home Care & Safety ( Health manager, Daily TRUSTED COMPUTING
life cycle monitor, Food management,
Appliances manager, Entrance manager, Consortium-internal
Comfort system, Technical alarms, Crisis survey:
response application) - Experiences with TC
- Use Cases & Threats
- Home Information and Entertainment - Home Control -- Protection of PC-networks
Kind of (Home Agenda, myNews, monitoring manager, | - Multimedia Contents -- Secure servers
services tested media manager core, privacy enforcement, - PVR -- Single services
parental control, context dependent - DoorKeeper -- Small platforms
personalization of multimedia, messaging and - TC & the Media
board game) - Design Issues
- Extended Home Environment ( Unobtrusive Media analysis:
notification system, Privacy Bubble interaction, - TCin General
Shared Organizer, Sketch Presentation) - Public Discussion
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Amigo

ePerSpace

OpenTC

General

conclusions to

the tests

Usefulness :

- People like services that improve their safety
feeling

- People like services that ease their daily
relationships without compromising their privacy

Ease of interaction :

- Touch screens with fingers and voice
recognition seem to be the preferred way of
interaction

Acceptance:

- People favour services
with some degree of
compatibility with the known
systems.

- most attractive areas for
widespread deployment
probably mobile phones &
home banking

- most realistic market are
solutions for securing
corporate networks and data
assets, integrity validation for
remote systems, support for
data and hard disk
encryption.

- A demonstrator protecting
portable computers (with
virtualization, migration of
keys and protected data, etc.)
could be useful

- Concrete suggestions
concern specific application
scenarios

- Additional system
complexity caused by
improved security properties
may lead to acceptance
problems.

- Several technical challenges
need to be addressed in the
areas of policy, configuration,
monitoring and maintaining a
trustworthy initial state

- The public perception of TC
remains a potential inhibitor

- potential benefits of TC are
under-represented

Table 2: Synthesis of methodologies from previousrgjects
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3 Impact on OMEGA project

3.1 ITU-T Recommendations

Vision and guidelines from ITU-T on QoE

As stated in section 1.2, QoE requirements aréngristeresting questions and guidelines for themb@ccess
networks and OMEGA. Vision and guidelines from Iabd other standardisation bodies should be incatpdr
in the OMEGA vision and approach.

As far as the QoE indicators, a number of QoE s should be incorporated in the OMEGA desigth an
analysis procedure. These indicators can be:

Video QoE Indicators, which relate to the viewingerience of the user.
Audio QoE Indicators, which relate to the listengperience of the user.

Multimedia QoE Indicators, which relate to the @lkuser experience associated with viewing and
listening quality, and audio-video synchronization.

Transaction QoE Indicator, which relates to theegigmce of the user with service transactions sich
channel change.

From these indicators, the overall QoE score catenwed.

3.1.1 QoE measurement
As far as the QOE measurement is concerned, ttesviag measurement tools can be used:
0 Subjective metrics
Instrumental metrics
PESQ and TOSQA, which are the standard way to me&3oE
PSQA: a neural network approach
The E-Model described in ITU-T G.107

O O O o

3.2 Impact on Scenarios

Although different methodologies have been showihi previous sections to measure the QoE, alheint
have roughly gone thorough the same steps:

Figure 5: QoE general steps
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Measures on QoE can be achieved either throughuseidfeedback using questionnaires or/and throxgare
reports. Both ways require prototype developmerds $hould be achieved in the early stages of thjegt. It is
important to notice that expert feedback deals nwath the Efficiency of the system, whereas the end users
feedback has more to do wifficacyandAcceptancef the solutionEfficiencymeasures technical parameters
and is usually done by each technological partafficacy andacceptancemeasure the end user reactions and
expectations when accessing the service. In ttée,chhe end user tests a number of usage scersarias
integrated vision of the system should be convegetie user.

As a first step for QoE evaluation in OMEGA, a dimaire has been prepared and submitted to expert
These experts are working for members to the OMEGAsortium but are not necessarily personally wveol
in OMEGA. This is developed in next section.
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4 Quality of Experience in OMEGA

4.1 Methodology and goals

The methodology of building a strategic framewark ®oE and technology in general roadmapping wit8if-
OMEGA is based on the Analytical Hierarchy Proc¢asiP). More specifically, the concept called the
Technology Development Envelope (TDE) is capabldramsform the interesting questions arisen, within
technology R&D project, to a dynamic, flexible angerational level. This can be further transfornted
requirements, design specifications and technofoggmapping.

The AHP (Analytic Hierarchy Process) is appliedaagart of the TDE framework with four levels (oljee-
criteria-factors- alternatives). AHP is constructedlecompose the complex decision problems aratpocate
quantitative and qualitative aspects into the eatédn process.

The proposed approach applies a semi-absolute szajeantify the values of services and technobgie
conjunction with the determination of criteria pitees and the relative importance of factors undach
criterion. The impact of technologies on a compangbjective is calculated as a composite indexedall
Technology Value [11].

In the following table the main outcomes from tipgp@ach adopted in OMEGA are presented. This apprsa
inline with the methodologies and the objectivestted other projects analysed in the previous sestisee
Table 2 above).

OMEGA
Methodology Service and technology prioritization and road-mapping
Goals
1. Service and technology characterization
2. Hierarchical modelling
'\S/ltethOdOIOQy 3. Feedback gathering
ElgfEs 4. Data Analysis
5. Service and Technology Priorities and Evaluation
Methodology - Experts discussions about criteria and factors
trateqi - Questionnaires
SEUEEs - Summarizing and Discussion
.PeOple Consortium members and people working in related fields
involved
1. Omega Network Survey
(System performance, economic and business aspects, operation,
administration and maintenance issues, social acceptance and
flexibility)
Kind of
e 2. HDTV Technology Survey
(Mobility and service performance)
tested
3. VOIP Technology Survey
(Mobility and service performance)

Table 3 — Methodology in OMEGA
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4.1.1 Model development

The referred model for the evaluation of emergexhhologies is achieved in three discrete phadgs [1

1. Technology Characterization
2. Hierarchical Modelling
3. Technology Evaluation

Figure 6 presents the information flow within theodml through the tree steps as well as the stategi
information, which is derived from experts and sses inputs to the model. The strategic infornmatienotes
the list of potential emerging technologies and ésémated time of their occurrence along with thetrics
describing the performance and physical charatiesisf each technology.

STEP 1:

- ’ OBJECTIVE ‘

’ CRITERIA ‘
’ FACTORS ‘

MEASURES OF
EFFECTIVENESS

\ 4
STEP 3:

Figure 6: Information flow to and within the model

Strategic information on emerging technologies lisamed applyingDelphi (or interview, nominal group
discussion)method by gathering expert opinions.

The process of hierarchical decision modellingakofved to decompose the structure of complex isso®
hierarchies and then apply the comparative judgsnentrder to synthesize the relative prioritiecofmponents
in each hierarchy [10].

In each hierarchy components and quantificationthdir relative priorities should be identified fdhe
company’s objective. For this purpose a panel afesexperts is involved in the implementation tedbgies in
the company.
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4.1.1.1Phasel: Technology and Service Characterization

Experts define and verify the company’s objectiee &valuating technologies. Then they decompose the
decision complexity by determining criteria andhealogical factors, which contribute to the satitifan of the
company’s objective.

A list of technological factors is identified undesch area of criteria in order the contributiortexthnology to
be directly measured. These factors could be eifjuantitative or qualitative parameters dependingtlee
means which are used in measuring the contributidgechnologies towards factors.

Identification of components placed in the criteaied technological factors level is accomplisheseldaon the
focus of their preferential independence even thaame components can share their technical depende

4.1.1.2Phase2: Hierarchical Modeling for the EvaluationErnerging
Technologies

A four level hierarchical model is constructed adiag the following hierarchy, which is depictedrigure 7:
1. Objective

2 Criteria
3. Factors
4

Technologies

Figure 7: The generalized hierarchical model devefmed for evaluating technologies

According to this model an hierarchical structuse developed, in which the relative contributions of
technologies to the objective are evaluated byrdeteng priorities of the criteria, the relative portance of
factors on each criterion, as well as the relatmpact of technologies on each factor. The relatigkies of
components in each level are identified througlerdes of pairwise judgment qualification with resp® the
elements in the next higher level.

Although, comparative judgments on technologigh wespect to each factor poses two disadvantages:
Judgment qualification approach becomes difficuitievthe number of technologies is increasing.

The series of comparative judgments should be teggaquantified every time a new technology is
added to the list.
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In order to overcome the above difficulties a cosif@mindex called Technology Value is proposeduarify
the impact of each technology on the objective thasethe semi-absolute values instead of relatalaes.

For the new development the model needs to beftnaned to an operational model by replacing tecbgiels
with their measures of effectiveness, as Figumrd&sents.

Figure 8: The operational hierarchical model develped for evaluating emerging technologies

A set of measures of effectiveness (metrics) isnddffor each technological factor so that the grenince and
physical characteristics of emerging technologmda by directly evaluate. The impact relationstopsnetrics
associated with each factor are determined thrahghguantification of judgments for the desirapilitf each
measure of effectiveness.

4.1.1.3Phase3: Technology Evaluation
The Technology Value of an emerging technologylmaestimated based on the following equation [11]:

kK J

TV, = W xfjk,k ¥(t, jk,k) (Eq.1)

k:1 jk =1
Where:

V (t ) :Technology Value of technology (n) determinedaading to the objective.

n,j.k

W , : Relative Priority of Criterion (k) with resped the objective.

fjk k - Relative Importance of factor (jk) with respectcriterion (k).
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Ji

W, xfjk,k: Relative Importance of factor (jk) with respeathe objective.

=

tn, ji ok Performance and physical characteristics of teldgy (n) along with factor (jk) for criterion
(k)

\Y (tn,jk,k) : Desirability Value of the erformance and physichhracteristics of technology (n) along
with factor (jk) for criterion (k)

Each technology is evaluated every time period ®asaring how well their technological metrics meet
company’s desirability level and weighting that the relative importance of factors as well as thkative
priority of criteria.

Strategic information concerning the future devetept of characteristics-factors of each technolsgbtained
from experts. Experts are asked to forecast theegabf measures of effectiveness of technologiesigih a
specific time period (eg. from 2008 to 2014).

For the above process two measurements need tefinedt

Measurement 1: For the calculation of relative gityoof criterion k with respect to the company’sjective, the
below condition must be satisfied.

w, =1 where W, > o (Eq.2)

Measurement 2: Estimation of relative importancéofor jk requires the following condition:

Jy

f

. ok 1 for each criterion (k), where jlz k> (Eq.3)
k=1

4.1.1.4Phase4: Formation of Technology Development Ene{dpE)

According to TV estimated above a Technology Depelent Envelope (TDE) was formed representing a path
connecting the appropriate technologies throughrsydeom 2008 to 2014, because the value of these
technologies is the highest in the correspondimg fperiods.

4.1.2 Discrete steps during the survey

According to the above, the discrete steps of tH® Anodel procession will be presented below.

Stepl: Estimation of relative priority of criterion k (wy)
Experts are asked to allocate a point between Gat@@ch criterion with respect to the companyjective.
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Then a series of comparative judgments are obtdmoed each expert on each pair of criteria andjtldgments
are converted to a normalized measure of prionitsation scale for the criteria through the metbbtPairwise
Comparison”. All the weights (w) obtained from peise comparison for each expert are combined aad th
mean value is calculated to represent the groapivelpriority (w) for every criterion [19].

Step2: Determination of relative impact of factorg, under each criterion k (fj )

Experts are asked to assign a point of importaeteden 0 — 100 to each factor with respect to fgapriate
criterion every time.

A series of comparative pairwise judgments on tetdgical factors follow and the relative importarafeeach
factor associated with each criterion is estimatezbrding to the approach described in step1l.

Step3: Determination of the relative desirability ¢/ (my)) of measures of effectiveness under each factor
ik and each criterion k

The relative desirability of metrics [11] assocthtgith each factor jk and criterion k is identifilorough the
steps below:

1. Determination of the best and worst desirable Iigitmetrics for each factor (factor limits and noali
values).

2. ldentification of metrics that their desirabilityale is linearly proportional to their arithmetialue
between the above limits.

3. Creation of a semi-absolute scale assigning 0 éowbrst and 100 to the best desirable limiting
measures of effectiveness for each factor.

4. Estimation of relative desirability of the restdnnediate values based on one of the two waysatieat
described below:

a. If metrics of a factor can be described as a ligganoportional function, then their desirability
value can be developed linearly proportional toirttagithmetic value between the above
limits.

b. If measure of effectiveness of a factor can't befies as a linearly proportional function, then
the function of their desirability value needs todeveloped.

0 V(my 100 foreach factog and criterion

Finally, the relative desirability of measures @feetiveness for each factor is graphically depicss a curve
assigning the range of metrics value on x axistaadiesirability value on y axis.

Step4: Mapping of technological metrics (fj«) to desirability values (V(t,j«))

Experts are asked to assign values to each fastoedch technology. These values are called teobiuall
metrics, which are being forecasted for each tiergop between 2008 and 2014.

Then for every year technological metricgf) are being mapped for each technology and unddr fe&tor to
the desirability values (Vi(j)) through the relative desirability of metrics V(@) [11].

tn, ik 374&4@@ V(tn i ,k) for technology (n

Step5: Estimation of Technology Value (TVn)

Calculation of technology value TVn of each teclogyl for each time period (2008-2014) accordingtte t
equation (1). More specifically matrix computati@mong the criteria priorities (stepl), the relatimportance

of each factor on each criterion (step 2) and tesirdbility values of technological factors (stepcén be

calculated and have as an outcome the technologes/af emerging technologies. Due to the fact thest

happens according the company’s objective, it shdwa referred that the best technology could remtethe

technology value of 100.
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Figure 9: Flow diagram for the evaluation of Technéogy Value using the AHP methodology

4.2 Design of OMEGA Survey for QoE and Services

4.2.1 Evaluation of Usage/Use scenarios
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Firstly, the usage scenarios described in OMEGA eargluated taking into account the experts’ profile
addition data regarding the people living in tH@me are collected. The related questions are ibesicoelow:

Q1 —My profile

- Marketing
- Engineer

- other
Q2 —How many people are living in my home

-1

g b W N

- Morethan5

Q3 —I am working in the OMEGA project
- No

- Yes

If yes the expert asked to evaluate the OMEGA ussgecases over the next 5 and 10 years. The gouessi
formulated as follows

Q4: What are the most important use cases for OME@hich should be taken into account during the
design, in your view? Please rate the usage scessmand services between 1(low) and 5(high) in tewhs
demand and value added, as seen by the consumeisimext five and ten years.

Next 5 yrs Next 10 yrs

1. Family
1.1. Evening in family home
1.2. My media follows me
1.3. Welcome Home
1.4. Multi-Home communicatio
2. Working from home
2.1. Working in the evening
2.2. Wireless browsing, preparing for the
weekend
3. Students working together
3.1. Gaming with friends
3.2. Multimedia Content Sharing
4. Single
4.1. Evening party
4.2. Content sharing
5. Small Office, Home Office
5.1. Small and Medium-sized Enterprise
6. Empty nesters (elderly people, dependent
people, sick people or those living |n
isolation...)
6.1. help at home / comfort and well-being
(elderly people, those living in
isolation...)
6.2. home help for dependent or ill people
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4.2.2 Evaluation of Criteria and Factors

In order to apply the above described methodoltlyy,following three consecutive set of questionsy@ys)
have been developed over the web platform provigeithe P14-University of Athens:

1. Omega Network Survey
2. HDTV Technology Survey

3. VOIP Technology Survey

A set of criteria and factors, under each criterioave been defined for each survey separateligllasvs (in
parenthesis a short explanation of each critesq@résented):

A. Omega Network

1. Criterion 1: System performance

1.1.

1.2.

1.3.

1.4.

Coverage (Coverage that system offers. It coulfidra 1-2 rooms to full home and garden)
Maximum bit rate (The better bit rate that the sgstan achieve.)

Ease of use (The system is easy to be used. Fompdxat could offer auto detection and auto

installation.)

Network congestion probability

2. Criterion 2: Economic/business

2.1,

2.2,

2.3.

2.4,

2.5.

2.6.

Installation First Cost (The cost to install the BBIA system for the first time)

OAM - Operation Administration and Maintenance (Tdystem’s Operation Administration

and Maintenance cost per year.)

Cost of multi-technology extenders (Extender isduse extend the Gbps home network

coverage or to interconnect different devices tia@inot communicate directly.)

Cost of Omega Gateway (Boundary element betweeistes home network and the access
network.)

Cost of OMEGA Legacy Device Adapter (OLDA) (OLDArcact as an OMEGA proxy for
non OMEGA devices.)

Cost of End Connectivity components.

3. Ciriterion 3: OAM (Operation Administration and Mé&nance)

3.1.

3.2.

Ease of installation/maintenance (If installatioaimienance is so easy as plug-in or if

handyman and technical skills with a set of tootsraquired.)

Ease to upgrade legacy devices (If system’s upgtality is easy to be done. Maybe
adjustments or hardware/software modification iguneed except from the replacement of
existing system components.)
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3.3. MTBF-Mean Time Between Failure (Mean time in yebetween following failures of the
System.)

3.4. MTBR - Mean Time Between Replacement (Mean timeyéars between replacements of

components of the System.)
3.5. MTTR - Mean Time To Repair (Mean time in hours ider the System to be repaired.)

3.6. Interchangeability (If system components are iftangeable with same or similar components
made by manufacturers commonly available in eledtrstores, if they are made-to-order by

the original manufacturer or if they have to bec#ipeally redesigned.)

4. Criterion 4: Social acceptance

4.1. Security/Privacy (Note: especially regarding theeldss and the PLC solutions)
4.2. Health issues (Note: adoption of wireless solufions
4.3. Design — integration to home environment

5. Criterion 5: Flexibility

5.1. Compatibility with “No new wires” approach (The $m1 is compatible with the technology of

no new wires.)

5.2. Scalability (If the system can adjust itself autdicaly according to changes-Note: easy to use

extenders, all devices are compatible with wifi)etc

5.3. Upgradeability (HW, SW, FW) (If additional adjustnte or hardware/software modification
are required except from the replacement of exjstamponents with the new ones.-Note:

ability to support future Broadband services)

5.4. Compatibility with previous solutions/ legacy syste (If The system is compatible with

previous solutions.-Note: access via USB, HDMI) etc

B. HDTV Technology

1. Criterion 1: Mobility

1.1. Home mobility (Room to Room Mobility: Changing thesition of the devices, how important
is to use the device in any room-Note: Changingpibstion of the devices, How important is

to use television or other device in any room)
1.2. Home2Home mobility (If the system offers mobilitpin one home to another.)
1.3. Home2WAN mobility
1.4. Room/Device handover (seamless)
1.5. Outage probability

2. Criterion 2: Service Performance

2.1. Achieved Bit Rate (from user perspective thisr&did to the native quality of the service)

2.2. Quality degradation of picture (image freeze/ gdigation - i.e. cause by Packet loss rate)
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2.3.

2.4,

2.5.

2.6.

Quality degradation of sound (clicks/cut of soung - cause by Packet loss rate)
Perceived delay

Adaptability to different conditions (Examines liet system is adaptable to environmental
conditions

Availability of lower class services (To guarangesatisfying quality for the service would you
accept that lower class services such as web bmgwpeer-to-peer etc, would be unavailable

or with a very limited throughput)

C. VOIP Technology

1. Criterion 1: Mobility

1.1.

1.2.

1.3.

1.4.

1.5.

Home mobility (room to room) (Room to Room Mobilit€hanging the position of the
devices, how important is to use the device in mgm-Note: Changing the position of the

devices, How important is to use television or otihevice in any room)
Home2Home mobility (If the system offers mobilitpi one home to another)
Home2WAN mobility

Room/Device handover (seamless)

Outage probability

2. Criterion 2: Service Performance

2.1. Achieved Bit Rate (from user perspective thisri&did to the native quality of the service)

2.2. Quality degradation of voice

2.3. Perceived delay

2.4. Adaptability to different conditions (Examines liet system is adaptable to environmental
conditions

2.5. Availability of lower class services (To guarangesatisfying quality for the service would you
accept that lower class services such as web bmgwpeer-to-peer etc, would be unavailable
or with a very limited throughput)

4.3 Results

As it was described in the section above, the thueeeys about Omega Network, HDTV Technology ac R/
technology have been filled from partners of Om#é¢Rl. In this case AHP methodology was implemented
until the evaluation of weights for criteria andtiars, under each criterion.

More Specifically criteria and factors have beefirgel for each of the previous surveys. So, theesponding
relative priorities of criteria and the relativegortance of factors, under each criterion, had les@tuated using
the pairwise comparison methodology.
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The results derived from the above estimation aeegnted below:

4.3.1 Omega Network Survey

Criteria Relative Priorities

System Economic/Business  Operation Social Flexibility
Performance Administration Acceptance

&

Maintenance

0.206 0.171 0.193 0.243 0.188

As it is derived from the table above and it ilhased in , social acceptance has the highest priorirelation
with the rest criteria in Omega Network Survey Thdtecause survey users believe that social acteptis
more important than other criteria for Omega nekworhe rest criteria follow as: System Performance,
Flexibility, Operation Administration & Maintenan@sd Economic/Business.

Flexibility

Social Acceptance

Operation Administration
& Maintenance

Economic/Business

System Performance

0.000 0.050 0.100 0.150 0.200 0.250

Figure 10: Related values of OMEGA network criteria Social acceptance is close to 25% of the total

Relative Importance of Factors under Criterion 1 (§stem Performance)

Coverage Maximum Bit Ease of Use Network
Rate Congestion

Propability

0.265 0.261 0.249 0.225
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According to pairwise comparison, relative impotarf factors under criterion 1 are presented dawpfrom
the highest to the lowest weight of importance: €age, Maximum Bit Rate, Ease of Use and last Neétwo
congestion probability. It is remarkable to notitet Coverage and Maximum Bit Rate are almost afakq
importance for System Performance. Besides, thes ugghe survey want Omega Network to offer thegtdit
rate and also coverage. Furthermore, they like easse and finally network congestion probabilgythe least
important factor of System Performance for them.

Netw ork Congestion
Propability

Ease of Use

Maximum Bit Rate

Coverage

0.200 0.210 0.220 0.230 0.240 0.250 0.260 0.270

Figure 11: Related values of OMEGA network factorainder criterion 1. Coverage and Maximum Bit
Rate are close to 27% of the total, respectively.

Relative Importance of Factors under Criterion 2 (Economic/Business)

Installation Operation Cost of Cost of Cost of Omega| Cost of End
First Cost Administration Multitechnology Omega Legacy Device = Connectivity

& Maintenance Extenders Gateway Adapter Components
Cost

0.198 0.198 0.149 0.155 0.147 0.152

According to experts’ judgments, Operation Admirgibn & Maintenance Cost and Installation FirssCake
the highest values of importance. The other fadtlsw in lower importance: Cost of Omega Gatewagst of
end connectivity components, Cost of multi-techgglextenders and Cost of Omega Legacy Device Adapte
One the one hand, Operation Administration & Maiatece Cost is maintained through years, that's udgrs
take thought of it and on the other hand Instafatrirst Cost is an important motivation for netlwosers.
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Cost of End Connectivity
Components

Cost of Omega Legacy
Device Adapter

Cost of Omega Gatew ay

Cost of Multitechnology
Extenders

Operation Administration
& Maintenance Cost

Installation First Cost

0.000 0.050 0.100 0.150 0.200

Figure 12: Related values of OMEGA network factoraunder criterion 2. Operation Administration &
Maintenance Cost and Installation First Cost are ase to 20% of the total, respectively.

Relative Importance of Factors under Criterion 3 ((peration Administration & Maintenance)

Ease of Ease to upgrade| Mean Time Mean Time Mean Time to Interchange-
Installation legacy devices Between Between Repair ability
Failure Replacement
/Maintenance

0.197 0.152 0.184 0.180 0.128 0.159

As the table above depicts, experts believe thatbst important factor of Criterion 3 is Ease mdtallation/
Maintenance. Then Mean Time Between Failure, MeameTBetween Replacement, Interchangeability, Ease t
upgrade legacy devices and Mean Time to Repaovoih arithmetical order.

Interchange-ability

Mean Time to Repair

Mean Time Betw een
Replacement

Mean Time Betw een
Failure

Ease to upgrade legacy
devices

Ease of Installation

1 T T T 1
0.000 0.050 0.100 0.150 0.200

Figure 13: Related values of OMEGA network factorainder criterion 3. Ease of Installation is close to
20% of the total

Deliverable 1.3 - Final Services & QoE Report Page 43 (55)



ICT-213311, OMEGA 9 January 2009

Relative Importance of Factors under Criterion 4 (Scial Acceptance)

Security/Privacy = Health Issues Design
Integration to

Home
Environment

0.444 0.364 0.191

Experts assigned values for the weights of faatbrgiterion 4 and the result shows that SecuRtyacy issues
are more important than Health Issues and the fadt®esign Integration to home environment posseske
lowest weight of importance.

0.191
Design Integration to
Home Environment
0.364
Health Issues
0.444
Security/Privacy
0.000 0.100 0.200 0.300 0.400 0.500

Figure 14: Related values of OMEGA network factorainder criterion 4. Security/Privacy is close to 8%
of the total

Relative Importance of Factors under Criterion 5 (Hexibility)

Compatibility Scalability Upgradeability Compatibility
with “no new with previous
wires” solutions/legacy

approach systems

According to pairwise comparison Compatibility witho new wires” approach is the most important dacif
criterion 5 and Scalability, Upgradeability, Conipdity with previous solutions/legacy systems folls in
arithmetical order.

Compatibility w ith previous solutions/legacy
systems

Upgradeability

Scalability

0.572

Compatibility with “no new w ires” approach

0.000 0.100 0.200 0.300 0.400 0.500 0.600
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Figure 15: Related values of OMEGA network factoraunder criterion 5. Compatibility with “no new
wires” approach is close to 58% of the total

4.3.2 HDTV Survey

Relative Priorities of Criteria
Mobility

Service Performance

According to experts’ opinions, the criteria of Miity and Service Performance are of equal imparéaim the
evaluation of HDTV Technology Value.

0.5
Service Performance
0.5
Mobility
0 0.1 0.2 0.3 0.4 0.5

Figure 16: Related values of HDTV criteria. Mobility and Service Performance are 50% of the total,
respectively

Relative Importance of Factors under Criterion 1 (Mobility)

Home Home to Home to WAN Room/Device
Mobility Home Mobility

Outage

Handover Probability
Mobility

0.199 0.154 0.195 0.143 0.308

The factors of criteria 1 are presented as follmescerning the order of their importance fromhighest to the
lowest value: Outage Probability, Home Mobility, ide to WAN Mobility, Home to Home Mobility, and last

Room/Device handover. That's remarkable, if we khihat people want to have a permanent network
connection with as small as possible probabilitdisEonnection.
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Outage Propability

Room/Device Handover

Home to WAN Mobility

Home to Home Mobility

Home Mobility

0.000 0.050 0.100 0.150 0.200 0.250 0.300 0.350

Figure 17: Related values of HDTV factors under ctierion 1. Outage Propability is close to 31% of the
total

Relative Importance of Factors under Criterion 2 (®rvice Performance)

Achieved Quality Quality Perceived = Adaptability = Availability
Bit Rate | Degradation Degradation Delay to Different of lower
of picture of sound Conditions class
services

0.247 0.148 0.150 0.155 0.169 0.131

For Service Performance of HDTV Technology, Achi\Bit Rate possesses the highest value of impoetan
and then the rest values follows in arithmeticalevrof importance as: Adaptability to different ddions,
Perceived Delay Quality degradation of sound, Qualiegradation of picture, Availability of lower ads
services.

Availability of low er class services

Adaptability to Different Conditions

Perceived Delay

Quality Degradation of sound

Quality Degradation of picture

Achieved Bit Rate

0.000 0.050 0.100 0.150 0.200 0.250

Figure 18: Related values of HDTV factors under dterion 2. Achieved Bit Rate is close to 25% of the
total
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4.3.3 VOIP Survey

Relative Priorities of Criteria

Mobility Service Performance

0.443 0.557

In the case of VOIP technology, according to thaeleation of pairwise judgments, Service Performaaaaore
important criterion than Mobility.

Service Performance

Mobility

0.000 0.100 0.200 0.300 0.400 0.500 0.600

Figure 19: Related values of VOIP criteria. Servicderformance is 56% of the total

Relative Importance of Factors under Criterion 1 (Mobility)

Home Mobility | Home to Home| Home to WAN = Room/Device Outage

Mobility Mobility Handover Probability

0.166 0.156 0.152 0.143 0.384

Outage Probability has the greatest impact to tlobilily of service, and then the other factorsduallin this
order: Home Mobility, Home to Home Mobility, Home WAN Mobility and Room/Device Handover. People
take thought of high performance of network conioecand want to avoid any possibility of outage.
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Outage Propability

RoonvDevice Handover

Home to WAN Mobility

Home to Home Mobility

Home Mobility

0.166

0.000 0.050

0.100

0.150

0.200

0.250

0.300 0.350 0.400

Figure 20: Related values of VOIP factors under cterion 1. Outage Probability is close to 39% of the

total

Relative Importance of Factors under Criterion 2 (®rvice Performance)

Achieved
Bit Rate

Quality

of voice

0.182 0.255

Degradation

Perceived | Adaptability
to Different
Conditions

Delay

0.211

0.224

Availability
of lower
class
services

0.129

According to pairwise judgments Quality Degradatmivoice is the most important factor to criterioh
Service Performance. Adaptability to Different Ciiaths, Perceived Delay and Achieved Bit Rate follwith
small difference. Finally, the factor of Availaljliof lower class services is the least important.

Availability of low er class services

Adaptability to Different Conditions

Perceived Delay

Quality Degradation of voice

Achieved Bit Rate

0.182

0.000

0.050 0.100

0.150

0.200 0.250 0.300

Figure 21: Related values of VOIP factors under cterion 2. Quality Degradation of Voice is close t@6%

of the total
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4.4 Guidelines for OMEGA

This section aims to analyze the results of thedh©OMEGA surveys presented in the sections above,
highlighting the most priority criteria and fact@ss as the OMEGA network design can take themantmunt
and prioritize efforts.

4.4.1 Omega Network Survey

The survey results show that when designing the gameetwork Social Acceptanceissues are the most
important criteria to take into account since iassigned by the experts a priority close to 25% arpoints
above the following criteria. Within this criterip8ecurity/Privacy issues are the most important ones followed
by Health issues with assigned values of 45% and 37% rdasphct

The most technical aspects addresse8ystem Performancecriterion are the second most priority issue with
value of 21%, The two most priority factors, untts criterion, are th€overage(27%),Maximum Bit Rate
(26.1%) followed byEase of Use(25%) andNetwork Congestion Probability with an assigned priority of
23%.

The third most important criterion Hexibility with an assigned weight of 19% where @@mpatibility with

“no new wires” approach turns out to be the most priority factor (57%)ldaled by Scalability (17%) and
Upgradeability - Compatibility with previous solutions/legacy systems with the same assigned weight of
(13%), respectively.

Operation Administration & Maintenance (OA&M) andEconomic/Busines<riteria are the least important
ones with a combined weight of 36% and similar gities, 19% and 17% respectivelgase of Installationis
the most important factor (20%), followed IWean Time Between Failure (19%), Mean Time Between
Replacement (18%) aridterchange-ability (16%). The rest of factors belonging to OA&Masy of upgrade
legacy DeviceandMTTR) give, altogether, a weight of 28%. Regarding tmiomic/Business aspects, the
most important two are clearfyperation Administration & Maintenance Cost and Ingallation First Cost,
with a value of 20%. The rest of factors have simgriorities ranging from 14% to 16%.

4.4.2 HDTV & VolIP Technology Surveys

Both technologies have been analyzed according ¢billy and Service Performance criteria. The syrve
results show thatlobility is equally important criterion witBervice Performancefor HDTV with a weight of
50%, respectively where&ervice Performanceis the most important criterion for VolP with awa of 56%.

Concerning factors priorityQutage Probability turns out to be the one experts give more weighboth,
HDTV and VolIP technologies, for the Mobility criten, with similar values (31%-HDTV y 38%-VoIP). The
second important factor idome Mobility (20%-HDTV y 17%-VolB. The third important factor is different
depending on the technology used. That is, itasne to WAN Mobility (20%) talking of HDTV andHome to
Home Mobility (16%) talking of VolP. The rest of factorslZH Mobility andRoom/device Mobility) share
the same level of priority (3and ' respectively) for both technologies.

RegardingService Performancefactors, both sets of factors are the same, with éxception ofQuality
Degradation of Picture, that is only present in HDT\Achieved Bit rateis weighted as the most important one
for HDTV (25%). However, the most important facfor VOIP is Quality degradation of voice with a walof
26%. Moreover, Adaptability to Different conditiorisllows (17%-HDTV, 22%-VOIP). Concerning VOIP
technology, Perceived Delay and Achieved Bit Ratlow closely (21%, 18% respectively). The resfauftors
(Perceived Delay, Quality degradation of sound, [Quaegradation of picture, Availability of loweclass
services) have similar values for HDTV ranging fré8%6 to 16%. Finally, the least priority factor fdOIP is
Availability of Lower Class Services

4.4.3 Conclusions

The Omega Network Survey shows tBaftcial Acceptanceaspects stand out as the more relevant critefiba.
rest of criteria are second order aspects withesltery close to each other whose priority ordeiccchange
with additional inputs from more experts.

As far as technologies surveys are concerned, tharet a criterion that clearly stands out, beeanfsthis, the
current priority order could be changed with adutitil inputs. Regarding factors, the three to payenattention
are Outage Probability for HDTV and VOIP, AchievBid Rate for HDTV and Quality Degradation of Voice
for VOIP. The rest of factors show a clear prioriiyice the assigned priority order is shared betwsath
technologies. Nevertheless, as they have verylgloatues, mainly in HDTV, some priority order cdwubject
to change with additional inputs.
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5 Conclusion

In this Deliverable we have firstly analysed theEQuocedures followed by representative projecthiénhome
network area besides some introduction to ITU-bnemendations on QoE.

The goal of this first part was twofold:

Gain an understanding on the methodologies commuaseyl for getting feedback about the usability of a
system from the end user perspective.

Analyse what can be used, from this analysis,Her@QMEGA project

The first goal has been achieved as we know wHagliénd the scenes as far as QoE methodology ecoed
and what possible paths that can be followed irlGRHEGA context.

Regarding the second goal we can conclude thadwathsome services and scenarios covered by theges
could be applicable to OMEGA, the obtained condosido not address the fundamental issues of thE@M
project. This is because the Amigo and ePerSpamjeqts are, so to speak, service oriented wherdsE@A

can be considered as technology oriented. QoE merasuts for Amigo and ePerSpace projects aimed to
foresee if the proposed innovative services satstiwere considered useful for the daily life of tleer as well

as easy enough to use, whereas OMEGA aims to astiima level of quality required by end users cibersng
technical factors (video freeze rate, optimum diséabetween devices, etc).

The second main part of this deliverable focusesi@reloping a methodology more technology orierard
suitable for the Omega project. This methodologlfeseon surveys based on the AHP and deals with
characterizing a technology or service in termeritéria and factors in order to get knowledgeheitt priorities.

In this deliverable a first round of three survégs been carried out focusing on the Omega Neteritdeia and
HDTV and VolP technologies criteria. Although a mery huge set of experts have participated oretim@sal
surveys (around ten, depending on the survey)dtear that the methodology used is suitable forEBWA as
some conclusions can be arisen:

- Security/Privacy and Health the most essential @sp® cover in the Omega network design to be
successful.

- System performance aspects seem to be more impthtannetwork flexibility aspects.

- Mobility and Service performance in HDTV and VolBesn to have similar importance but Outage
Probability is clearly the most important factor.

Getting more inputs in order to consolidate thevab@sults is something that will need to be cdraat along
the project duration as well as broadening the rarrolb surveys. This work will be part of the futwerk to be
done within OMEGA.
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6 Annex A

Constructs used in questionnaires of the ePerSpagect:

A. Performance Expectancy: Root constructs, Definibns and Scales

Construct Definition Items
Perceived Usefulness. | The degree to which a 1. Using the system in my job would enable me to
. ) . person believes that using a accomplish tasks more quickly.
(Davis 1989; Davis et al. particular system would . . .
1989) enhance his or her job 2. Using the system would improve my job performance.
performance. 3. Using the system in my job would increase my
productivity.
4.  Using the system would enhance my effectivenegb®n
job.
5.  Using the system would make it easier to do my job.
6. | would find the system useful in my job.

Table 4 Performance Expectancy (from UTAUT)

B. Effort Expectancy: Root constructs, Definitionsand Scales

Construct

Definition

Iltems

Perceived Ease of Use.

The degree to which a

Learning to operate the system would be easy for me

. ) . person believes that using a _— .
(David 1989; Davis et al. system would be free of 2. I would find it easier to get the system to do whatnt
1989) it to do.
effort.
3. My interaction with the system would be clear and
understandable
4. 1 would find the system to be flexible to interagth
It would be easy for me to become skilful at usimg
system.
6. I would find the system easy to use.
Complexity. The degree to which a 1. Using the system takes too much time from my normal
system is perceived as duties.
(Thompson et al. 1991) relatively difficult to 5 Worki ith th tem i licated. it iffidiilt
understand and use. . orking wi e system is so complicated, it ifi
to understand what is going on.
3. Using the system involves too much time doing
mechanical operations (e.., data input)
4. It takes too long to learn how to use the systemage it
worth the effort.
Ease of Use. The degree to which using| 1. My interaction with the system is clear and
M d Benbasat an innovation is perceived understandable.
(Moore and Benbasa as being difficult to use. . .
1991) 2. | believe that it is easy to get the system to tatw want
it to do.
3. Overall, | believe that the system is easy to use.
4. Learning to operate the system is easy for me.

Table 5 Effort Expectancy (from UTAUT)
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C. Social Influence: Root constructs, Definitions ad Scales

Construct

Definition

Iltems

Subjective Norm.

(Ajzen 1991; davis et al.

The person’s perception
that most people who are
important to him think he

1.

People who influence my behaviour think that | dtlaise
the system.

1989; Fshbgln and Azjen should not perform the 2. People who are important to me think that | shaidd the
1975; Mathieson 1991; behaviour in question system.
Taylor and Todd 1995a, '
1995b)
Social Factors. The individual's 1. | use the system because of the proportion of cdeve
internalization of the who use the system.
(Thompson et al. 1991) reference group’s subjective . . .
o 2. The senior management of this business has bepfuhel
culture and specific in th fth "
interpersonal agreements In the use of the system.
that the individual has made 3. My supervisor is very supportive of the use of sistem
with others in specific for my job
social situations. o
4. In general, the organization has supported thetide
system.
Image. The degree to with use of @nl. People in my organization who use the system hawe m
M d Benbasat innovation is perceived to prestige than those who do not.

(Moore and Benbasa enhance one’s image status . o .
1991) in one’s social system 2. People in my organization who use the system higte h
' profile

3. Having the system is a status symbol in my orgaioiza

Table 6 Social Influence (from UTAUT)

D. Facilitating Conditions: Root constructs, Defintions and Scales

Construct

Definition

Iltems

Perceived Behavioural
Control.

Reflects perceptions of
internal and external

1.

| have control over using the system.

vas

_ constrains 2. | have the resources necessary to use the system.
(Ajzen 1991; Taylor and 3 Ih the Kk led t th "
Todd 1995a, 1995b) . ave the knowledge necessary to use the svstem.

4. Given the resources, opportunities and knowleddgekis
to use the system, it would be easy for me to hse
system.

5. The system is not compatible with other systemsel u

Facilitating Conditions. | Objective factors in the 1. Guidance was available to me in the selection @&f
environment that observerg system.

(Thompson et al. 1991) agree make an act easy to 5 Specialized  instructi . th ¢
do, including the provision | - pe_lcu;\)llzet instruction concerning the system
of computer support. avaliable to me.

3. A specific person (or group) is available for assise
with system difficulties.

Compatibility. The degree to which an 1. 1. Using the system is compatible with all aspeétsny
innovation is perceived as wont.
laany. ¢ Benb@salbeing consistent with 2. | think that using the system fits well with thewlike t
) existing values, needs, and 2 IE at using the system fits well wi ewdike to
experiences of potential Work.
adopters. 3. Using the system fits into my work style.

Table 7 Facilitating Conditions (from UTAUT)

E. Attitude Toward Using Technology: Root construcs, Definitions and Scales

Construct

Definition

Iltems

Attitude Towards
Behaviour (Davis et al.
1989; Fishbein and Ajze

An individual’s positive or
negative feelings about

performing the target

1.
2.

Using the system is a bad/good idea.

Using the system is a foolish/wise idea.
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1975; Taylor and Todd | behaviour. 3. I dislike/like the idea of using the system.
1995a, 1995b) 4. Using the system is unpleasant/pleasant.
Intrinsic Motivation. The perception that users | 1. 1 find using the system to be enjoyable.
. will want to perform an .
(Davis et al. 1992) activity for no apparent is 2. The actual process of using the system pleasant.
reinforcement other than thes, | have fun using the system.
process of performing the
activity per se.
Affect Toward Use. Feelings of joy, elation, or | 1. The system makes work more interesting.
pleasure; or depression, . ) .
(Thompson et al. 199I) disgust, displeasure, or hatez' Working with the system is fun.
associated by an individuall 3. The system is okay for some jobs, but not the kifjdb |
with a particular ac. want. (R).
Affect. An individual's liking of the| 1. | like working with the system.
(Compeau and Higgins behaviour. 2. | look forward to those aspects of my job that iszme
1995b; Compeau et al to use the system.
1999) 3. Using the system is frustrating for me.(R)
4. Once | start working on the system, | find it h&odstop.
5. | get bored quickly when using the system. (R)

F. Attitudes towards EPS solutions

Table 8 Attitude Toward Using Technology (from UTAUT)

My performing with the “system/interface/...” to theme network environment was...

extremely unenjoyable| 123456 7 8| extremely enjoyable
extremely bad 1234567 8| extremely fine
extremely negative 1234567 8| extremely positive
extremely undesirable | 123456 7 8| extremely desirable
extremely unimportant| 123456 7 8| extremely important
extremely unuseful 1234567 8| extremely useful
extremely disagreeable 123456 7 8| extremely agreeable
of no value 1234567 8| extremely valuable

G. Intentions
Would you use the “system/interface/...” to the haméwork environment if available?
12345678

extremely unlikely extremely likely

H. Identity-Similarity

Please, choose among the adjectives which bettscride first the typical potential user of the
“system/interface/...” and, in turn, yourself.

It doesn't describe me atall 12345678 kaéde be completely
* typical potential user myself

1 Self confident 1234567 1234547

2 Decided 1234567 1234547
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E 3 Extrovert 1234567 1234567
A 4 Friendly 1234567 123456(7
A |5 Spontaneous 1234567 1234567
A 6 Likeable 1234567 123456(7
C 7 Prudent 1234567 1234547
C |8 Methodical 1234567 1234567
C 9 Organised 1234567 1234567
S | 10 | Quiet 1234567 1234567
S 11 | Tolerant 1234567 1234547
S 12 | Relaxed 1234567 1234567
O | 13 | Creative 1234567 1234547
O | 14 | Informed 1234567 1234567
@] 15 | Innovative 1234567 1234567

(*) Extraversion E,

Agreeableness A, Conscienti@ssnC, Emotional Stability S, Openness to expegienc

Remark: NOT shown in the operative version of inestjonnaire.

I. Usability

Scales from SUMI:

a)

b)

c)

efficiency (support for the user to enable to getkndone:
i. system show/fast

ii. work is strange/predictable,

ii. inconsistent/consistent way)

affect (likeability, stress-free usage of the pratdu

i. like/dislike,

ii. awkward/stimulating

iii. frustrated/satisfying

control (amount of transparency as perceived bylitext-user:

i. unpredictable/easy

J. Perceptions of the system
. Scales from QUIS:

a)
b)
c)
d)

e)

Overall user reaction (impressions about usingesyst al.)
Screen (layouts, at al.)

Terminology (relating to the work, et al.)

System capabilities (speed, reliability, et al.)

Multimedia (quality of output, et al)
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