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Executive Summary
WP5 objectives in Omega

The Inter-MAC work package aims at the definitidradechnology independent convergence layer imgehaf
interfacing the network protocol with a number aftdrogeneous physical transmission technologiea in
seamless way. This Inter-MAC layer controls thdedédnt MAC layers by means of flexible and extelesib
technology-dependent Inter-MAC adaptors and pravidaectionalities like path selection, guaranteadlity of
service, security, energy efficiency and is backivasmpatible and has better performance than efetee-art
approaches.

Deliverable D5.4

D5.4 “Inter-MAC Protocols Performance Report” déses the configuration, operation and results @& th
simulations and measurements that have been camieth order to evaluate the performance of M€
protocols. The specification of such protocols amel interfaces among Inter-MAC engines was provigted
D5.3 “Inter-MAC Protocol Entities Interfaces Spécition” [OMD53] whereas the functionalities progit by
them were described in D5.2 “Inter-MAC architectaesign” [OMD52]. D5.4 is also related to D1.1 “&in
Usages Scenarios Report” [OMD11] since two of thesenarios have been taken as a reference to tvalua
handover (Scenario My media follows me) and perforoe when a link in usage goes down (Scenario \Wgrki
from home).

Simulations and measurements

Inter-MAC protocols performances have been testea simulated world as well as in a real world. Dnet
simulations cover the entire Omega network, from $ingle node equipped with the Inter-MAC layerthie
whole Omega network scenarios. The demonstratorer aifferent parts of Inter-MAC architecture: tpath
selection algorithm to be run in the control plathe, data plane RAPTOR board, the timing analytb® data
plane, and the Linux kernel implementation of datme.

In terms of activities, following tasks have beeamried out in order to evaluate the performancentdr-MAC
protocols:

- Evaluation of control plane, through simulation lwiOpnet, and data plane performance with a
particular focus on two possible path selectiomatms: reactive and hybrid (proactive + reactive)

- Evaluation, through direct measurement on demawstiastbeds, of data plane running on different
platforms with and without optimization:

o Data plane running on Power PC on FPGA.

0 Linux PC kernel implementation of data plane.

0 Linux PC userspace application implementing daaagl

o Data plane optimized for the System-on-Chip one¥i4 FPGA of the RAPTOR-X64.

- Evaluation, through direct measurement on ad-hethed, of convergence time for control plane
reactive path selection;

The simulations helped to identify the feasible aapts, while the demonstrators are evidences that Wwas
been done in a simulated world can be realizeceah prototypal setup. Moreover, the demonstrathosved
that the prototypal performances are encouraginfarther optimization of C-code will lead to eveetter
performances.

Document structure and content

Chapter 2 focuses on the detailed description ®fsimulation environment used to test the wholertMAC
and Omega network protocols performances and ctscep

Chapter 3 analyses, by means of different focusadodistrator, different protocol performances dgaboth
with data plane and control plane functionalities.

Chapter 4 highlights the main achievements, reaiits lessons learnt by the analysis of the sinuaénd
demonstrator results in order to assess the reatdtical and practical performances of the Inté&x@vprotocols
and of the whole Omega network in different andlehging scenarios in an objective way.

Impact on the other Workpackages

The present document impacts mainly on WP7, becallisiee considerations derived from the simulatioml
demonstration evidences provide clear indicationswhich protocol and architectural solutions areremno
suitable to achieve the desired results for thieit Omega scenarios to be addressed in WP7.
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1 Simulation Results

1.1 Description of Tools and Methods used

1.1.1 Opnet Modeler
1.1.1.10pnet Modeler general description

Opnet [OPNET] is a powerful network simulation toleht can be used to model communication systemhgaan
predict network performance. It was originally dieyed at MIT (Massachusetts Institute of Technojoaryd
was introduced in 1987 as the first commercial eekvwsimulation tool. Actually, it provides a compemnsive
development environment supporting the modelingayimunication networks and distributed systemshBot
the behavior and the performance of modeled systam&e analyzed by performing discrete event sitiauis.
The Opnet environment incorporates tools for alphases of a project, including modeling designukations,
data collection and data analysis.

1.1.1.2Modeler architecture

As previously stated, Opnet is provided with a nambf editors and tools, each one focusing on @aer
aspects of modeling task. These tools fall int@¢hmajor categories that correspond to the thresgshof
modeling and simulation projectspecification data collection and simulatioandanalysis of the result§hese
three phases are necessarily performed in sequamdegenerally form a cycle, due to a return to the
specification phase at the end of the analysiseghdereover, the specification phase is actualydaid into
two parts: initial specification phase and re-sfiemiion phase, with only the latter belonginghe tycle.

The simulation project cycle is depicted in thddaling figure:

Specifications

Initial Data Collection
Specifications ] - and Simulations

1

Analysis 1

Re- 1

Figure 1: Modeling steps

The workflow for Opnet (i.e. the steps requiredtild a specific network model) is based on thrgelhmental
levels, the Project Editor, the Node Editor andRhecess Editor. Opnet network models define theitipo and
interconnection of communicating entities, or nodeach node is described by a block structured flava
diagram, or Opnet node model, which typically deptbe interrelation of processes, protocols afbygstems.
Moreover, each programmable block in a node modslits functionality defined by an Opnet processiaho
which combines the graphical power of a state-ttmms diagram (FSM) with the flexibility of a staadd
programming language (C/C++) and a broad libranpia-defined modeling functions. Opnet makes use of
graphical specification of models wherever appmtpri Thus, the model-specification editors all pnésa
graphical interface in which the user manipulatgigcts representing the model components and stauct

(//\\ Deliverable 5.4 Inter-MAC Protocols Performance &ep Page 9 (44)
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Figure 2: Opnet graphical user interfaces

Each editor has its specific set of objects andatjfpns that are appropriate for the modeling @skvhich it is
focused. For instance, the Project Editor makes afseode and link objects; the Node Editor provides
processors, queues, transmitters and receiver®rteess Editor is based on states and transithma. result,
since no single paradigm of visual representatioidéally suited for all three of the above mergidrmodel
types, the diagrams developed in each editor hadestanct appearance and Opnet models fit togeitihex
hierarchical fashion.

The objective of most modeling efforts is to obtairasures of a system's performance or to makewatisans
concerning a system's behavior. Opnet Modeler sippinese activities by creating an executable motithe
system. Provided that the model is sufficiently resgntative of the actual system, Opnet Modelewall
realistic estimates of performance and behavidretobtained by executing simulations. Several n@shes are
provided to collect the desired data from one orevsdmulations of a system; for example, Opnet etisboth
local (related to an object) and global (relatedhi® overall system) statistics and modelers cha talvantage
of the programmability of Opnet models to createppietary forms of simulation output. Moreover, @pn
simulations can generate animations that can bweedeluring the run, or played back afterwards. Sdferms

of predefined or automatic animations are provigpdcket flows, node movement, state transitiongl an
statistics). In addition, detailed, customized aations can be programmed if desired.

The third phase of the simulation project involeasmining the results collected during the simatafphase.
Opnet provides basic access to this data in thee@r&ditor and more advanced capabilities in thalgsis

Tool, which provides a graphical environment thiddves users to view and manipulate data collectednd

simulation runs. In particular, standard and ugeesied probes can be inserted at any point incalehto

collect statistics. Simulation output collected fmpbes can be displayed graphically, viewed nuralyicor

exported to other software packages. First andneb@yder statistics on each trace as well as cendie
intervals can be automatically calculated. Opngipsus the display of data traces as time-seriesspl
histograms, probability density and cumulative ritisition functions. Graphs (as with models at awel in the
Opnet modeling hierarchy) may be output to a primtesaved as bitmap files to be included in repant

proposals.

1.1.1.30pnet Editors and tools

Opnet supports model specification with a numbertamfis or editors that capture the characteristita
modeled system behavior. Because it is based ante &f editors that address different aspects ofaalel,
Opnet is able to offer specific capabilities to mdd the diverse issues encountered in networksliatributed
systems. To present the model developer with aumtive interface, these editors break down the iregu
modeling information in a manner that parallels #teicture of actual network systems. Thus, the ehod
specification editors are organized in an esséytiaérarchical fashion. Model specifications penfied in the
Project Editor rely on elements specified in thedBldeditor; in turn, when working in the Node Edijttine
developer makes use of models defined in the Psdgdgor. The remaining editors are used to defiardous

_—. Deliverable 5.4 Inter-MAC Protocols Performance &ep Page 10 (44)
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data models, typically tables of values, which &er referenced by process or node level modetis T
organization is depicted in the following list:

Project Editor: the Project Editor is used to construct and #uit topology of a communication
network model. A network model contains only thfeadamental types of objects: sub-networks,
nodes, and links. There are several varieties afesoand links, each offering different basic
capabilities. In addition, each node or link istlier specialized by its “model”, which determints i
behavior and functionality. The Project editor gisovides basic simulation and analysis capalslitie
Finally, it is worth highlighting that the entireystem to be simulated is specified by the
corresponding network model.

Node Editor: the Node Editor is used to specify the structfrdevice models. These device models
can be instantiated as node objects in the Net®ankain (such as computers, packet switches, and
bridges). In addition to the structure, the nodelela@eveloper defines the interface of a node model
which determines what aspects of the node modeliaitgle to its user. This includes the attributes
and statistics of the node model. Nodes are condpo$eseveral different types of objects called
modules. At the node level, modules are “black sbxegith attributes that can be configured to
control their behavior. Each one represents paatidunctions of the node operation and they can be
active concurrently. Several types of connectiopacket streams, statistical wires and logical
associations) support flow of data and controliimfation between the modules within a node.

Process Editor The Process Editor is used to specify the behafiprocess models. Process models
are instantiated as processes in the Node Domalnegist within processor and queue modules.
Processes can be independently executing threamstrbl that perform general communications and
data processing functions. They can represent ifuradities that would be implemented both in
hardware and in software. In addition to the betwawdf a process, the process model developer
defines the model interfaces, which determines velspects of the process model are visible to its
user. This includes the attributes and statistfdh® process model. Process models use a firte st
machine (FSM) paradigm to express behavior thaguidp on current state and new stimuli. FSMs are
represented using a state transition diagram (SA@ation. The states of the process and the
transitions between them are depicted as grapbimatts.

Link Model Editor : the Link Model Editor is used to create, edit arew link models.

Packet Format Editor: the Packet Format Editor is used to develop packeats models. A packet
format contains one or more fields, representatereditor workspace as coloured rectangular boxes.
The size of the box is proportional to the numbfebits specified as the field size. Fields can assu
fixed length of inherited length for simulation sffic needs (e. g. payload encapsulation) and neay b
one of several types: integer, double, structunfeymation and packet.

ICI Editor : the ICI Editor is used to create, edit, and viaterface control information (ICI) formats.
ICIs are used to communicate control informatiotwleen processes.

Antenna Pattern Editor: the Antenna Pattern Editor is used to creatd, add view antenna patterns
for transmitters and receivers (Modeler/Radio anly)

Modulation Curve Editor : the Modulation Curve Editor is used to creatat, @hd view modulation
curves for transmitters (Modeler/Radio only).

PDF Editor: the PDF Editor is used to create, edit, and vabability density functions (PDFs).
PDFs can be used to control certain events, sucheafrequency of packet generation in a source
module (Modeler only).

The next two sections are focused on the two gralcilomains and their editors: the Node Domain tued
Process Domain because the implementation of M&G mainly relies on these two domains.

1.1.1.4Node Domain

The Node Domain provides for the modeling of comivation, devices that can be deployed and
interconnected at the network level. In Opnet Medéérms, these devices are called nodes, andeimetd
world they may correspond to various types of cotimguand communicating equipment such as routers,
bridges, workstations, terminals, mainframe computile servers, fast packet switches, satellites] so on.
Nodes are created as instances of node models,ingetrat a node model is the blueprint for all bét
individual nodes of a particular type.

Node models are developed in the Node Editor ard expressed in terms of smaller building blocks
calledmodules representing distinct functional areas of the noSeme modules offer capability that is
substantially predefined and can only be configubedugh a set of built-in parameters. These ineludrious
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transmitters and receivers allowing a node to bechéd to communication links in the network domé&ther
modules, callegirocessorsqueues andexternal systemsare highly programmable, their behavior being
prescribed by an assignptbcess modeProcess models are developed using the Procéss.Ed

A node model can consist of any number of modulatifferent types. Three types of connections amvided

to support interaction between modules. These aledpacket streamstatistic wires andlogical
associations Packet streams allow formatted messages cpidleketdso be conveyed from one module to
another. Statistic wires convey simple numeric algjor control information between modules, andtypeally
used when one module needs to monitor the perfarenan state of another. Both packet streams anidtigta
wires have parameters that may be set to configapects of their behavior. Logical associationstifie a
binding between modules. Currently, they are altbwaly between transmitters and receivers to inditlat
they should be used as a pair when attaching ttle twa link in the Network Domain. Figure 3 shawypical
node model that includes the three types of coiomest

sink FOUICE:

\ packet stream

statistic wire—
legical associatior

Figure 3: Node Model

The modeling paradigm selected for the Node Domaia designed to support general modeling of higktle
communication devices. It is particularly well sdit to modeling arrangements of stacked or layered
communication protocols. In the Node Editor, a devihat relies on a particular stack of protocas be
modeled by creating a processor object for eachrlaf that stack and defining packet streams batwee
neighboring layers, as shown in the following dagrfor the familiar TCP/IP stack.

—{]
PHYS_TK
— — -
C] E ] ] El=
— S | —
APPLICATION TCP IP ARP MaL
—&]

PHYS_RX
Figure 4: Possible Representation of TCP/IP Protoddstack

1.1.1.5Process Domain

As indicated in1.1.1.3, processor modules are user-programmal@mesits that are key elements of
communication nodes. The tasks that these modulesute are called processes. Because it has af set o
instructions and maintains state memory, a protessmilar to an executing software program. Preessn
Opnet Modeler are based on process models thadedied in the Process Editor. The relationshipveen
process model and process is similar to the relship between a program and a particular sessicihabf
program running as a task (in fact, the term pre@éesised in many operating systems as well). asistodes
created in the Project Editor are instances of nodeels defined with the Node Editor, each prodéss
executes in a processor module is an instanceaftecular process model.

The process modeling paradigm of Opnet Modeler sdpphe concepts of process groups. A processpgrou
consists of multiple processes that execute withéinsame processor or queue. When a simulatiom&eggach
module has only one process, termed the root psodéss process can later create new processe$ waitin
turn create others as well, etc. When a procesges@nother one, it is termed the new processhpahe new
process is called the child of the process thaaterkit. Processes that are created during thelaiom are
referred to as dynamic processes.

Figure 5: Process Editor shows a process modet ssdefined in the Process Editor. The ProcessoEdi
expresses process models in a language called-€rathich is specifically designed to support depehent of

Deliverable 5.4 Inter-MAC Protocols Performance &ep Page 12 (44)



ICT-213311, Omega 22 June 2010

protocols and algorithms. Proto-C is based on ab@uettion of state transition diagrams (STDs), aalilp of
high-level commands known as Kernel Procedures,thadgeneral facilities of the C or C++ programming
language. A process model's STD defines a setiofapy modes or states that the process can entkrfan
each state, the conditions that would cause theegsoto move to another state.

File Edit Interfaces FSM CodeBlocks Compile Windows Help

asedes{zdEalkzm

State & Temporary Header & Function Block
Variables

3
i
| (RECEIVE_FRAME)
i

i

State & Transitions

Figure 5: Process Editor

Proto-C models consist of two basic component typtses and transitions, hence the natate transition
diagram(STD). States are generally used to representojhréetzel modes that a process can enter. Transition
specify the changes in state that are possiblthéoprocess. The state transition diagram reprasentof Proto-

C is well suited to the specification of an intgtdriven system because it methodically decomptsestates

of the system and the processing that should tiae @mt each interrupt. STDs developed in the Rso&alitor
have a number of extensions beyond the capabibfiiesed by traditional state-transition diagranpagaches.
These include actions associated with each statggble and attribute declarations, and commomiigfns of
expressions and functions. The most relevant asjpéthe process editor are described below:

e  States— In a general sense the watdterefers to the information that a process may haseimulated
over the time that it has existed. The procest stay not include all information to which the pess has
had access, but only that which it has chosentinreState information may be continually updaged
new events occur and data becomes available. Imstesf a state transition diagram (STD), the
word staterefers to an object that corresponds to one opthreary modes or situations that a process may
find itself in. States are mutually exclusive amanplementary, meaning that a process is alwaygdnthy
one state: more than one state may never be octapia time. The process can move between states in
response to the interrupts that it receives. Tauesitions that depart from a state indicate whtakes may
be occupied next, and the condition that each ahaaguires. Specifications of actions may be aasedi
with each Proto-C state. In Proto-C terminologyicars are calle@xecutivesThe executives of a state are
split into two sections, calleghter executiveandexit executivesProto-C defines two types of states,
calledforcedandunforced that differ in execution-timing. In Proto-C diagns, forced states are
graphically represented as green circles, and cefbstates are drawn as red circles.

Unforced State Forced State
(Red on color display) (Green on color display)

Figure 6: Forced and Unforced States

Unforced states allow a pause between the enteutixes and exit executives, and thus can model tru
states of a system. After a process has complbéedriter executives of an unforced state, it blaciks
returns control to the previous context that invbkie If the process was invoked by the Simulation
Kernel, blocking signifies the end of the currem¢® and the Kernel may select a new event to begin
its execution. At this point, the process remaimspsnded until a new invocation causes it to psmre
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into the exit executives of its current state. llrcases (except the initial invocation), when aqgass is
invoked, it is poised to begin executing the exi@utives of its current state. It then progresses it
completes the enter executives of an unforced sth&e it again blocks. Therefore if only unforced
states are involved, the cycle is as follows:

1. exit executives of current state
2. transition to next state
3. enter executives of next state

e Transitions — Transitions describe the possible movement of acqe® from state to state and the
conditions under which such changes may take pldéere are four components to a transition's
specification: a source state, a destination statmndition expression, and an executive expresdibe
specification may be read as follows: when in tharse state, if the condition is true, implemerg th
executive expression and transfer control to th&tigation state. In the Process Editor, transitians
specified graphically. Each state may have any rumolb outgoing and incoming transitions depicted as
directed arcs with the arrow pointing toward thstohation state. A transition's condition is evaduhas a
Boolean expression to decide whether or not thega® should enter the transition's destinatiore.stat
process evaluates outgoing transitions after thié executive statements of the source state have
completed. For forced states, enter and exit ekautire executed in immediate succession, anaigp b
executive blocks and the transition evaluation lsaviewed as one logical series of actions (althogijt
executives are usually empty for forced states).Urdorced states, a pause occurs between entanithg
exiting executives, and so only the latter can toeiged with the transitions.

*  Variables —Proto-C processes have access to several formgmbny to store information. Each form of
memory has different properties that make it carf@cparticular uses. Some of these memory forihasva
information to be declared and manipulated direalyordinary names; these forms of storage arereefe
to as variables. Proto-C processes can make ushred distinct categories of variables cabtate
variables temporary variablesandglobal variables The following table shows these types of variable
and the sections of code where they can be accessed

Visibility
State Functions in Functions in external files
executives function block (.ex.c files)
Type of temporary X
Variable
state X X
global X X X

Table 1: Variables

. Modularizing computations: the Function Block — The most common and straightforward approach to
modularizing recurring computations is to make othe function call mechanism provided by the @ an
C++ languages. Functions (also referred to as puwres) are specifications of computations that may
accept parameters, referred to as arguments. Amgsnmeay be of any data type provided by C, C++,
Opnet Modeler, or the user's custom definitionspddeling on the service that is required of them,
functions may provide return values that resulirfribeir computations or simply do a series of axtiand
return no result. See a C or C++ reference textfore information about defining functions. In Rral,
any number of functions may be specified withireet®dn called the function block of a process model

- Attributes — process model designers frequently specify chaiatits of a process that require the
flexibility to adapt to a variety of situations. Fexample, communication protocols may provide oasi
options to their users, such as time-out duratioreximum number of retransmissions, window siz&s, e
Similarly, a computer operating system model mafgromultiple alternatives for virtual memory size,
maximum number of concurrent tasks, etc. Rathem thesign similar process models that differ in just
these features, it is preferable to design paraimeteprocess models. Those characteristics optbeess
that require variability can be viewed as paransetdérthe model. This technique fosters reuse ofgss
models for various purposes by avoiding hardwingelc#ication where possible. For instance, a proces
model that performs window-based flow control maydefined with the window size as an attribute, so
that it is reusable in different situations requiydifferent values of the window size.
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1.1.2 Inter-MAC implementation on Opnet

In order to simulate the behavior of an Omega N#tvimside Opnet Modeler comes up the necessitydate
new node models i.e. the Omega Devices. Hencartpkeinentation of the Inter-MAC layer in Opnet begat
the Node Domain. Given the fact that an Omega [Resithstantially is like any other classic workstatbut
has in addition the Inter-MAC layer, we created théw nodes starting from standard Opnet’s nodestaodhe
Inter-MAC layer is implemented as a new moduledaghis workstation node models.

The main issue of this modification was the intargection of the Inter-MAC module with the existingpdules
of the node model. This is described in sectidh2.1, and the description of the Inter-MAC prxenodel is
done in sectiol.1.2.2.

1.1.2.1The Omega device

An Omega device is a node model that integratesinter-MAC module in its stack of protocols. The
construction of this device begins from the exigtiode models that have the classic ISO/OSI protsteck.
The most suitable node models in Opnet are therBgb®/LAN Workstations, because they have all theets
of the OSI model up to the application layer, whagtm be a FTP, e-mail, voice, video, or customiagfon.
Figure 7 shows the original node models of Etheamet WLAN workstations. It is important to remahat the
ARP protocol occupies a distinct layer in Opnetanatbdels stacks. The Inter-MAC layer will be inedrbelow
the network layer and over the ARP layer. The ahda insert the process between the IP and ARPepsoc
models is due to the subsequent independence lofARIE table in interfacing with his own MAC layén. fact,
one main feature of Inter-MAC is to communicatetet same time with different technology MAC laydts
therefore important that each MAC has its own ARBlé to which communicate. Once the process isddda
the middle of IP and ARP processes, next stepdstectly interconnect the Inter-MAC layer. Thepase is to
make the Inter-MAC layer transparent to the IP tafa this reason the Inter-MAC layer must implarhall the
interfaces that ARP has toward the IP layer andl this ones that IP has toward the ARP layer.

-

application CPU

Figure 7: WLAN/Ethernet Workstations
In Opnet two processes can communicate with edwdr @tith different mechanisms.
(i) Packet-Based communication — the most common one.
(ii) Interface Control Information(ICI)
(iii) Event States
(iv) Statistic Wires
(v) Link Models
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Packets are transferred with packet streams, battvexIP layer and ARP layer there are two packeams,
one for down going packets and another for the sppavay(in Figur& the packet streams are represented by
the red and blue lines terminating with an arroMdw these two packet streams will be split in thedie to
interconnect the Inter-MAC layer. The Inter-MAC dailane will deal with these two packet streamsoie
hand the data plane must encapsulate the incorRipadkets into the Inter-MAC frame and forward therthe
appropriate ARP and at the other hand it must geswdate all the Inter-MAC frames coming from diffat
ARPs, directed to the upper layers, and send tbetret|P layer.

Interface Control Information structures or ICI alata objects that resemble packets in that thagist of a
list of data items. However, IClIs are simpler dstraictures than packets because they contain stanaly for
user-defined values. In addition, there is no motibsize or ownership for an ICl as there is f@aaket. In fact,
it is common for ICIs to be concurrently shared amtified/examined by multiple entities. So InteAM has
to recognize and read all the IClIs that the IPrdnges defined for the ARP, and must implement @is that the
ARP layer has defined to communicate with the yeida

IP LAYER — Packet
IP LAYER - —  Streams
4 1

I T r I T EEEEN
| ] ICI
I : ICls “TTET O Interfaces
1

I
: I Inter-MAC

I
I
I : ICI 4

| T

ICIs :

i ICIs

ARP
LAYER

Figure 8: Inter-MAC Interfacing

Event states offer an alternative and faster metti@a$sociating data with an event than ICls doefent state
is an arbitrary user-defined data structure that loa installed and thereafter is associated autoatigt with
each generated event until a new event state tallets. Event states can be used for the same pespas ICls
but the IP layer has not defined any event staraitd the ARP layer neither statistic wires nor §nKhis
interfacing is shown in Figure 8. This figure hiighits the fact that it is created a new ICl struetjust to
communicate from the Inter-MAC toward the ARP layEhis new ICI structure differs from the one tha IP
layer had specified because now the ARP does nat fuamake a research to find the next MAC addifesss
not specified in the IP packet header. Every pafiketarded from the Inter-MAC data plane will hate next
MAC address specified. There is needed also a matldn in the ICI interfacing that the ARP hasnhake
possible the recognition of the new ICI introdudgtthe Inter-MAC layer.

There is needed another modification: Each prooessel has a couple of functions (neighbor connadiiad)
which target is to search for upper or lower layattached to them and start the communication. Mae in
the original node model each layer knows by mednzaper information, which layer is located ovemnd
under it. We can therefore summarize the task retmsolve this problem as follows:

»  create appropriate function in Inter-MAC procesgeip

. modify pre-existent functions in the IP and ARPqass model.
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Figure 9: Single technology Omega Devices: Ethernd®?LC and Wi-Fi

The first task is accomplished by implementing saene functions present in IP and ARP layers, mouijfy
parameters which give information about neighboftagrs. Inter-MAC must know that its position istiveen
layer 2 and layer 3 of the protocol stack.

The second task is related to the first, becausm dnter-MAC functions are modified to recognizes hi
neighboring layers, we must modify the functiongam in the layers interfacing with it.

Three Workstation Node Models are implemented witfingle underlying technology:
1. Ethernet Inter-MAC workstation node model
2. WLAN Inter-MAC workstation node model
3. Bus Inter-MAC workstation node model

Since Power Line Communication, Hybrid Wirelessi©pand Ultra Wide Band are not implemented in @Qpne
Simulator then only Ethernet, WLAN and Buses camsed in modeling network nodes. Next step is ttnect

to I-MAC module more than one single technologeiface, as shown in Figure 10 where one BUS interfa
one Ethernet interface and one WLAN interface ageigped in a network node. Inter-MAC code is
implemented in a modular mode. Then, connectirthed-MAC process one of the blocks below it (ARIAC
and transmitter processes) the network node capattyr execute its functionalities.
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wlan_port_x 00  wlan_port oo 0 0 hub_rx 0 0 hub o 0 O
dafer

Figure 10: Multiple Technologies Omega Device
1.1.2.2The Inter-MAC root process

This section goes deeper in details of the Inter@vifplementation. It describes the Inter-MAC moduds
mentioned inl.1.1.5, in Opnet a module can be a Queue or aBsoc, and its behavior is described by the
process model placed within. At the moment whemaulation begins, each QP hosts only one procestsigh
automatically created by the Simulation Kernel.sThrocess, termed the root process, is an instahtee
process model designated in the QPs "process madieiBiute. The root process model can be desigoed
manage even very complex sets of tasks, and sadigygeon the application, the root process mayufficgent

to provide the QP module with its intended funcéility. However, in many modeling situations, ipisssible to
take advantage of the capability of a QP to hodtipie processes to improve the modularity and cedthe
complexity of a design. This strategy was folloviedhe implementation of the Inter-MAC module.

From the Inter-MAC'’s point of view one root procésseeded that will be the container of all thkeotchild
processes that will run the specific tasks of thgirge that are implementing. The root process aiflb be the
first process that will deal with all packet streaart will act as a dispatcher forwarding each gack the proper
engine or at the higher layer (forwarding enginalsl®enly with down going packets). For this reagosill be
the process that will interact with other moduleshe node model. This process will be also in gbaf reading
the Inter-MAC’s node attributes for example theetAVIAC address and commodities that will be exmdin
later. Another important aspect to be remarkedhas the Inter-MAC process will allocate the shaneeimory
that will allow the inter-process communication.this shared memory every process can obtain alddod
every other Inter-MAC process. This shared memdtyalso carry all the shared tables such as thevaaling
Table, Local Link Table, Path Selection Table &ibe figure below shows the Inter-MAC state traositi
diagram.

The Start state reads the nodes attributes andsielsean interrupt in order to pass to the othatesiThe other 3
consecutive wait states are put in order thatBhmbdule builds its own interface information aablés. In this
states the Inter-MAC process does nothing. The dtate initializes all state variables of this mse and
allocates the shared memory that serves as a nfelmtesprocess communication. Then it createschlld
engines and eventually passes any parent to chdded memory. In the current state of the frameyvtir
following engines are implemented:

. Path Selection Engine
. Monitoring and Link Setup/Teardown Engine
* QoS Engine

. Forwarding Engine
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All this engines are executed in separate procesmtshare a block of memory whose structure &pneted in
the Intermac_Support.h header file. The commuraoairguments needed when a process invokes arather
also present in this header file. Generally, thesgpiments are blocks of memory and they are destrdy
structures types.

Once all engines are created, the process pasesidie state and waits for different events tizat be:

a) IP packet arrival — Encapsulates these packets th#olnter-MAC frame and sends them to the
Forwarding Engine.

b) ARP packet arrival — Determines the type of messagksends it to the proper engine or if it is tada
packet it is de-capsulated and sent to the IP layer

c) Signaling from the application layer — This intgarus steered to the QoS Engine to deal with it.
Actually in Opnet the application layer can comnuait only the destination node, type of service and
the application name, but does not provide any TSRiormation. This is the only static information
that is entered into the scenario. The TSPEC diratkas attributes of each Omega Device.
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— - -
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Figure 11: Root Process Model
These are the only tasks of the Inter-MAC root psscmodel.

The attributes of this process model are depiatettheé following picture. Thémac Parameterss a compound
attribute of four othechild attributes. ThdMAC Addresss the attribute where the user sets the valuthef
Inter-MAC address of every Omega Devi&S Protocolis intended for future use, in order to switch gath
selection protocol of the scenario if another tygepath selection protocol is required in the siations.
Destinationand Source IMACtogether with thelT'ype Of Servicattribute are needed in order that the process
can associate the application signaling to the codity it belongs to if more than one applicatiodl win from

the same node. The TSPEC are compound of four doliesMinimum bandwidth, Maximum Delay, Jitter
andBER

Deliverable 5.4 Inter-MAC Protocols Performance &ep Page 19 (44)



ICT-213311, Omega 22 June 2010
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Figure 12: Inter-Mac attributes
1.1.2.3Path Selection Engine Process

This process implements the HWMP protocol thathis protocol proposed for Wireless Mesh Networks
standard IEEE 802.11s. All packet formats, messafeke protocol and all timing parameters usedhiese
simulations are based on document P802 D8.04 [IEEE802.115] .

The Hybrid Wireless Mesh Protocol (HWMP) is a mesith selection protocol that combines the flexipitf
reactive path selection with proactive topologyetmxtensions. The combination of reactive and pinoac
elements of HWMP enables efficient path selectioa wide variety of mesh networks (with or with@atess

to the infrastructure). HWMP uses a common setofgeol primitives, generation and processing ruhspired

by Ad Hoc On Demand Distance Vector (AODV) protofleFC3561] adapted for MAC address-based path
selection and link metric awareness. HWMP supptwvts modes of operation depending on the configomati
These modes provide different levels of functicyali

. Reactive modeThe functionality of this mode is always available.allows mesh stations to
communicate using peer-to-peer paths. The modedd in situations where there is no root mesh
node configured. It is also used if there is a mesh node configured but a reactive path can geovi
a better path to a given destination in the mesh.

. Proactive tree building modén this mode, additional proactive tree buildingdtionality is added to
the reactive mode. This can be performed by corifigua mesh station as root mesh node using
either the proactive PREQ or RANN mechanism.

These modes are not exclusive: reactive and px@actodes are used concurrently, because the preamtides
are extensions of the reactive mode. One exampterafurrent usage of reactive and proactive modear isvo
nodes that are part of the Omega network to begimntunicating using the proactively built tree but
subsequently to perform a reactive discovery fdiract path between each other. The use of a hygtbcol

on the Omega network allows communication to beigimediately thanks to the use of the proactive
component in HWMP, reducing the initial delay thather path selection protocols as AODV introduce.
Moreover, since the reactive component of the paltbegins after the initial data has begun trassion, it
allows discovery of an optimal path for the flowlsd, any traffic that is addressed to an exterealvark (e.g.
Internet Traffic) will always have the optimal patimce the Omega gateway (root node) builds a fix@atee
creating optimal paths from every node to itselfffer reducing packet overhead since the reactweponent
does not have to be initiated.

All HWMP modes of operation utilize common procegsiules and primitives. HWMP information elements
are the Path Request (PREQ), Path Reply (PRER),Bradr (PERR) and Root Announcement (RANN). The
metric cost of the links determines which paths H®/Muilds. In order to propagate the metric infoiorat
between mesh nodes, a metric field is used in BRE@ PREP and RANN elements. Path selection in HWMP
uses a sequence number mechanism to assure tmesghenodes can distinguish current path informdtiom
stale path information at all times in order to mtain loop-free connectivity.
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Reactive Mode If a source mesh node needs to find a path to #ndéen mesh node using the reactive path
selection mode, it broadcasts a PREQ with the targesh node specified in the list of targets arelrtietric
field initialized to the initial value of the actypath selection metric. When a mesh node recaiviesv PREQ it
creates or updates its path information to theimaitgr mesh node and propagates the PREQ to tblnei peer
mesh nodes if the PREQ contains a greater HWMPesegunumber, or the HWMP sequence number is the
same as the current path and the PREQ offers er lmeéttric than the current path. Each mesh noderewgjve
multiple copies of the same PREQ that originatethatoriginator mesh node, each PREQ traversingiqua
path. Whenever a mesh node propagates a PREQ, dtre rfield in the PREQ is updated to reflect the
cumulative metric of the path to the originator memde. After creating or updating a path to thigioator
mesh node, the target mesh node sends an indilicaddressed PREP back to the originator mesh ribioke.
PREQ provides “Target Only” (TO) and “Reply and Ward” (RF) flags that allow path selection to take
advantage of existing paths to the target mesh bgd#lowing an intermediate mesh node to retuRREP to
the originator mesh node. If the TO flag is set tonly the target mesh node sends a PREP. Thet effeetting
the TO flag to O is the quick establishment of ¢hpasing the PREP generated by an intermediate medé,
allowing the forwarding of data frames with a loatlp selection delay. The effect of setting the R fo 1 (in
addition to setting the TO flag to 0) is the satatt(or validation) of the best path after the patiection
procedure has completed. If the RF flag is set (artl the TO flag to 0), the first intermediate mesde that
has a path to the target sends a PREP and propagaté®REQ with the TO flag set to 1 to avoid allen
intermediate mesh nodes on the way to the targelirsg a PREP. If the RF flag is set to 0 (and tkeflag to
0), the PREQ is not propagated by the mesh notermiediate mesh nodes create a path to the targt node
on receiving the PREP, and also forward the PRE€Wri the originator. When the originator receivke t
PREP, it creates a path to the target mesh nodke Ifarget mesh node receives further PREQs wiiatier
metric, then the target updates its path to thgimator to the new path and also sends a new PBERet
originator along the updated path. A bidirectionaést metric end-to-end path is established betwbken
originator and target mesh node. The metrics censiin this mode can vary from scenario to scen#rihe
scenario contains only wireless mesh nodes themmeemded metric is the Air-Link-Time basically a tsof
delay. In heterogeneous technologies scenariosi@uli metrics can be used such as bandwidthr,jBER etc.
The only drawback of this mode is its higher refaiinitial delay of the flows which is explained Bigure 13.

. T — |
PREQ

=" PREP
X

m— DATA %

Figure 13: The problem of high initial latency in the on-demand routing mode

Proactive Tree Building Mode The PREQ tree building process begins with a preadPath Request
element sent by the root mesh node, with the Takddtess set to all ones, the TO flag set to 1thadRF flag

set to 1. The PREQ contains the path metric (stteanitial value of the active path selection meelby the root
mesh node) and an HWMP sequence number. The pred®REQ is sent periodically by the root mesh node,
with increasing HWMP sequence numbers. A mesh medeiving a proactive PREQ creates or updates its
forwarding information to the root mesh node, upddhe metric and hop count of the PREQ, recorisritric

and hop count to the root mesh node, and thenmigsshe updated PREQ. Information about the preser

and distance to available root mesh node(s) iedissted to all mesh nodes in the network. Eacthmesle
may receive multiple copies of a proactive PREQ@hdsaversing a unique path from the root mesh riodbe
mesh node. A mesh node updates its current pathetosoot mesh node if and only if the PREQ contains
greater HWMP sequence number, or the HWMP sequeintéver is the same as the current path and the PREQ
offers a better metric than the current path torttse mesh node. The processing of the proactivE@® the
same as in the reactive mode previously descrili¢he proactive PREQ is sent with the “ProactiREP” bit

set to 0, the recipient mesh node may send a [weda@REP if a bidirectional path is required (faample, if

the mesh node has data to send to the root meshthadrequires establishing a bidirectional paith the root
mesh node). During the time a bidirectional patheiguired, the recipient mesh node shall send actike
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PREP even if the “Proactive PREP” bit is set téf the PREQ is sent with a “Proactive PREP” bit gef, the
recipient mesh node shall send a proactive PREP pfbactive PREP establishes the path from the mesth
node to the mesh node. Given the fact that therm imformation about the future flows that arengpto be
established in the network a simple metric candsaluo build up the tree, such as the hop count.

smmsnms Tree Path

—3 DATA

Source

Figure 14: The problem of non optimum routing pathsin the proactive routing

This logic models the behavior of the Path Selecgagine. In order to use the protocol’s specifiessages
there are defined additional types of packet sl@t&bcarry this control messages.

(SELF_NOTIF)/MAINTAIN_PATH -
R § £
=T ] (PROACTIVE_MSG)
j -
|
|
|
|

1Y
]
-
o
/
s
—

~ -

<
L
(PATH_ERROR)/HANDLE_ERROR

L
T

———

(NEW_FLOW)HANDLE_FLOW

Figure 15: Path Selection Engine process

Figure 15 depicts the process model of the Pathc8eh Engine. In the forced initial stafgart the process
initializes a part of its state variables. At trexhunforced state it waits for the parent moddirish creating all

other engines in every node in the scenario. Exititis wait state the process reads the shared mdmeoause
at this moment all the other process handles aadaiie.

Basically, the behavior of the process dependidrattributeGateway capabilityf the node that it resides. This
toggle attribute specifies if the node will be aegeay in the scenario and therefore will begin diinigy the
proactive tree. The gateway capability can bemdidabledin all the nodes in the scenario and in this way th
proactive mode is not available. More than one reatebe a gateway, but in the Omega scenarioagsismed
that there exists only one. The node that has tesignated as a gateway begins sending periodaiigctive
Preg messages. The nodes that receive them learn theduts to the gateway. Optionally, the nodes db no
respond withProactive Prep messagbsit to make possible the cooperation of the two esadtlis needed a path
from the gateway to every node. After all the nokege replied to the path requests messages thetiwmtree

is available at the root node. So in a scenarid it least a gateway the other nodes periodicaltgive
Proactivepregsand reply to them. If a proactive path has beeabéished in the scenario and the destination is a
node inside the network it is gateway’s task toinf the source that can begin a reactive path stqadind the
optimal path to the destination. The gateway’s noaicess realizes that a new flow id is received #rns

running on a proactive path so it creates a siggainessage destined to the source in order totetareactive
procedure.
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The reactive node can be triggered by two typesvefts:

. If no gateway is available in the network this @eg is invoked directly by the QoS Engine which in
turn is invoked by the application layer. The Qagyige will provide the destination address and the
TSPEC read from the commodities attributes.

. If a proactive path is destined to an inner nodertiot process of the source after having received

signaling message from the gateway informs the ufine that a previous flow already running can
find a better path with a reactive path request.

This process reads the current metrics of the linkhelocal link tablethat is maintained by the Monitoring
Engine. Besides this indirect interaction with Menitoring Engine, these two processes communitagether

in other two cases. A node receiving or creatingath response must inform the Monitoring Engindegin
monitoring it after having accepted it. The Monibgy Engine process will be explained in the nextisa. Only
reactive paths are being monitored because thetpregath is a best effort one. If any monitoredvf TSPEC
are not satisfied any more (by severe link congasir by some type of failure) the Monitoring Erggrinvokes
the Path Selection Engine in order to creapath error message (PERRI)he path error propagates eventually
from any intermediate node to the source node@fltw affected. The source node starts anothdr Eafuests
and if an alternative route is available the traii re-routed. Upon the reception of a path emessage the Path

Selection Engine inform the monitoring engine topsimonitoring the flow for which it received thetparror.
In this way no other path errors are created.

This process output is therwarding Tablewhich is used by the Forwarding Engine in ordefiotavard packets

to the proper node and interface. All the outgaimgssages of this process are sent directly to dineeffding
Engine by invoking it. The received messages coroe fthe root process, because it has the role ef th
dispatcher.

1.1.2.4Monitoring Engine Process

The Monitoring Engine is responsible for the moniitg of the status of links, neighbors and flowsisl the

process that builds tHecal link tableand populates its entries. The only tool availdbighe monitoring engine
in order to accomplish these tasks is the prolradra/arying the frequency of the probe frames énigine can
monitor the status of links and flows.

From the first instant that is creating this pragésstarts sending probe frames in order to discthe neighbor
nodes. The probe frames go through only a singbteamal their frequency is typically 1 probe per secdn this
way every node can build the table of the metrizsafl reachable one-hop neighbors. The probe freomains
inside a single value the creation time. This timgether with the reception time can be used byngighbor
node to measure the delay and jitter of the sendaug. The delay measurement is not a valid migtnieal life

scenarios because there is no synchronization betwedes. But here we have a simulating tool arig fon

simulation purpose we can use that value. Jitteralsulated as the packet delay variation and nmedshy

storing consecutive reception instants of probenés In order to have valid jitter values some prétames
must be received. So from the beginning of the Etran it must past some time to have reliablejjittalues.
The bandwidth information is taken from the MAC ratelattributes. This is clearly a nominal value &dot

an objective measurement. In fact the primary copghanetric is delay and jitter. If there exist tpaths with

the same delay or nearly the same it is chosepatiethat after adding the required bandwidth efftbw the

remaining free band is bigger in percentage intijriawith the nominal bandwidth. In Opnet the Bir& Rate

is a private value of the physical module and edusnly for statistics of the physical layer.

{CHECK FT)/mon_check forwanding tablel)
{CHECK_LLT}/man_check ocsl link_tsbi=() e
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- - 1 .

S i \\ e S {PATH_SETUP_TEARDCWN)/'man find_invoks evem()
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i p
o

(SEND PROBE)imon_send_probefintpt code]  Si_—””
{RECEIVE. PROBE}/men_receive probel]

Figure 16: Monitoring Engine process

Deliverable 5.4 Inter-MAC Protocols Performance &ep Page 23 (44)



ICT-213311, Omega 22 June 2010

The flows to be monitored are added by the PatecBeh Engine. The interfaces that have flows rogron
them either incoming or outgoing are probed witghier frequency. The monitoring probe frequency ban
parameterized and must take into account two naaitofs:

a. The traffic produced — the higher the probing freagy the bigger is the traffic produced.

b. The delay of the link — can vary from a bunch ofliseconds to higher values such as 50 or even
100 ms in wireless cases. The Monitoring Enginetrtalee into account this fact and must be
aware not to give false alarms.

The detection of link failures and congestions aeiseon the probing frequency. So to be sure nbate false
alarms the probe period is chosen to 50 ms arglassumed that a link failure has occurred if 80 2hs no
probe is received. Monitoring Engine invokes théhFgelection Engine to propagate a path error ngesgaa
link failure is detected. When a path is creatededeased the Monitoring Engine is informed by tegth
Selection Engine. It reserves the required bandwoedithe flow in the interfaces that it goes in and the node.
This is done in order to calculate the metric ttatulates the percentage of free bandwidth irvarglink.

The process model of this engine is depicted imfeid.6. This process model has a forced initidkstaorder
to initialize its state variables. At the first onfed state it waits for the root process to créateother engines
and so to obtain their handles. In thke state this process handles the following events:

i. Send Probe

ii. Receive Probe
iii. Check Local Link Table
iv. Check Forwarding Table
V. Path Setup/Teardown

The main output of this process is thecal Link Tablewhich is used by the Path Selection Engine in otde
evaluate the metrics of the available paths dupath setups. The entries are periodically checkearder to

find neighbors from which no probes are receivdtere is done even a check in the Forwarding Tatitlées. If

an entry has not been used for a certain amouirnefit is deleted by the Monitoring Engine.

1.1.2.5Q0S Engine Process

This engine task is to deal with the signaling fintpts that come from the application plane. Irs finterrupts
the destination address and type of service isifigcThis process searching through the commesliittribute
finds the proper commodity and stores the TSPEGireapents of this flow. If there already exists amgactive
entry in the Forwarding Engine for the destinatioode this process directly informs by an interrtip
application layer in order to start sending pack#tano entry exists it invokes the Path Selectiongine
providing the destination address and the requirettics of the flow to be established.

Another event that can happen is that a flow eistaddl on a proactive path must be re-routed iraetine path.
The QoS Engine is invoked by the root processgpatifies for which flow the reactive path can btablished.
Its process model is represented in the Figure 17.

;"= _ (ROUTE_AVLELYUNLOCK_APPL
L .

(NEW_FLOW _OR_REACTIVE PATH)Ygos_find_event typel)

Figure 17: QoS Engine Process
1.1.2.6Forwarding Engine Process
This is an engine that belongs to the data pladead only a single task that is sequenced inahewing steps.
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i. For every invoking process take the argument memémpe invocation and the identity of the
invoking process. The identity of the invoking pees is needed in order to interpret the memory
structure.

ii. Cast this memory in the appropriate structure bpguthe declarations included in the common
header filelntermac_support.hThe memory structure contains always a Packet oopmt that is
the packet to be sent.

iii. Find the forwarding table entry. This search iselasing only the Inter-MAC destination address
for control packets but for data packets is useztuition the Flow ID.

iv. Find the outgoing interface from the forwardingléaéntry.

V. Send the packet to the ARP layer.

{OUTGOING_PKT)/fwd_process_packet();

Figure 18: Forwarding Engine process

1.2 Simulation Setup

1.2.1 Simulation configuration

In order to build up a simulation and thus a reeenarioin Opnet some steps must be followed in order to
configure it.

a. Scenario definition —The first thing to do is to choose a scenario tifpt can be: Office, Campus,
Enterprise, World or Home. Choosing home and iteedlisions the next step is to place the Omega
nodes in it. After the definition of the basic Oraetgpde models a new palette of objects is available
Opnet. This palette includes the basic Omega naddsalso the new type of link which represent the
PLC technology with 200 mbps capacity. Using thiefba the nodes can be placed anywhere in the
scenario. After this the nodes are inter-connetietiveen them with the appropriate types of links.
Figure 19 shows a simple scenario with 4 Omega s\¢dle® of which are inter-connected with an
Ethernet cable. The black line represents the PUtb which every node with a PLC interface can be
connected with a bus tap. Furthermore, the pergmuhinter-MAC palette is shown in this figure, too
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Figure 19: Placement of nodes and links

b. Attributes configuration — All the Omega nodes have some attributes that havwe set manually.
The first one is the Omega address. In Opnetdh@sen as an integer attribute in order to defirlg a
unique identifier at the Inter-MAC layer. The Omeagddresses cannot take values lower than two
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because the value 1 is used as a broadcast adéinegker attribute is theommoditiesttribute, which
must be filled at every source node in order tovigl® the QoS Engine with the required TSPEC. This
is shown in Figure 20.
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&%“"‘ wpe: | workstation
'\nﬂ:n:?é;“l ] Aftribute |Walue —:]
e # DHCP
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Q L. Gateway Capabilty disabled |
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e 3 ® ] Filter I Apply to selected objects
[~ Ewact match e

Figure 20: Inter-MAC attributes

c. Application definition — The applications are defined in a special ndtie:Application Definitionone
which can be inserted from the network palette. @pModeler provides several application
configuration models and modeling frameworks, e@cheted to speeding up model development for
specific modeling requirements. Besides the defagplication there can be defined custom
applications by taking as reference the existingsoor totally new applications. For example a video
streaming application configuration is showed ia text figure. It can be noted that it is of théadé
type video conferencing. The basic attributes & thpe are the frame inter-arrival time informatjio
the frame size in bytes and the type of service Sike of the outgoing frames is set to NONE ireord
to model only a one way video streaming.
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Figure 21: Defining a new application

After this operation the defined application mustdeployed i.e. the source and destination nodé¢ mus
be defined. There is another tool to do this:
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+] Deploy Applications Q@%
‘AII application devices -l I Include hidden | Deploy Applications |
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Application Deployment Dialog box helps in deploying the applications in the network, To configure a profile or an application on a node or 3 set of nodes: j
1. Select them in the network tree on the left hand side
2. Select the profile or application tier on the right hand side tree
3. Click the assign (=) button to deploy the selected set of nodes o the selected tier.
To remave the profile/application from a node:
1. Select it from the right hand side tree
2. Click the rermove () button to remove the node from the tisr, j
Check Enns\slench Display Log | Fix W arnings Apply 0K Cancel Help J

Figure 22: Deploying Applications

The desired nodes selected on the left list camdsigned to the source or destination node on the
applications on the right.

d. Configure wireless nodes 4n order to model a wireless mesh network the conmioation radius must
be defined for wireless nodes. The propagation iaded in indoor scenarios is the free-space
propagation model. For every node is defined itgirer sensitivity and transmit power. The antenna
gains are all set to 1 (0 dB) so the only varigitdeameter is the distance between two nodes. So the
communication range can be chosen by varying #resinitting power and receivers sensibility.

e. Collecting statistics —The remaining task to be done is to choose theatdkstatistics that are intended
to be collated at every node. Statistics can vaoynflow level throughput to packets transmitted,
received, lost, dropped and even higher layergsttat such as TCP retransmissions, packet enddo e
delay, variation delay etc.

Once this last task is done, the scenario is réadye simulated. To start the simulation it mustidaenched:
DES —> Configure/Run Discrete Event Simulation..thia next window it can be chosen the simulatioretim
seed value in order to randomize the simulationtaedype of the execution Kernel. Normally, theti@yzed

Kernel is chosen, because it is faster and haselihdonsole outputs. In the modeling and debugghase the
type of Kernel is used, i.e., the development one.

1.2.1.1My media follows me — Scendrio

The scenario is displayed in the following figuheis composed of 13 Omega nodes that have more dha
physical interface and are inter-connected betwhem by heterogeneous technologies. The blackalimkits
ramifications represent the PLC technology as Wguahile the red links are gigabit Ethernet ornEle laptop,
notebook, gateway, PDA and Smartphone node hasaaldreless IEEE 802.11g interface at a rate offbps.
The white arrow represents the Smartphone’s traject he wireless communication range is shownheyred
segment. So there will be a moment when the Smamngpban reach the Gateway and not the Laptop nudlata
another point the opposite will happen.

! Based on Omega Deliverable D1.1
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Figure 23: My media follows me

The following table summarizes the network inveptdach node is represented by a digit which isntinaber
of technologies it has of that specific type. Fraraple, the Gateway node has one interface of eypeyand
two Gigabit Ethernet interfaces. It can be readhedimost all nodes on the network.

NODE Wi-Fi  PLC Ethernet NODE Wi-Fi PLC Ethernet

Gateway 1 1 2 Big Screen - 1 -
NAS - 1 2 PDA 1 - -
Desktop - 1 1 Smartphone 1 - -
WorkStation - - 2 Notebook 1 - 1
Printer - - 1 Computer - 1 1
Pc - 1 1 Printer_0 - - 1
Laptop 1 - 1

Table 2: Node Technologies in the Omega Network

So the objective of this scenario is to show that®@mega network is able to choose at any timédkepath for
each flow guaranteeing the quality of service. $hmulation runs for 180 seconds and it containg ftows.
The following table gives the details of every flow

Flow#  Source  Destination Nt Min Max Bidirectional
time Band Delay

SN Smartphone Gateway ™s 64 Kbit/s 100 ms IP telephony YES

Flow 2 PDA Gateway 1¥'s 3.6 Mbit/s 200 ms Video Call YES

= e\Ae WorkStation Desktop 30" s 50 Mbit/s - File Download NO

Flow 4 NAS Big Screen 40" s 20 Mbit/s 500 ms  Video Streaming NO

Table 3: Flows characteristics

As it can be seen clearly from Figure 23 the filstv at the beginning will pass from the Smartphaaehe
Laptop node going over the wireless interface. FthenLaptop node utilizing the PLC the flow reacties
Gateway. About time 40 the distance from the Laptoge is great enough such that the delay is iseckand it
would be a matter of time that the Laptop node doubt be reachable anymore. So when the Monitoring
Engine realizes that the Laptop node is not redehafiymore it invokes the Path Selection Enginbdgin a
new path discovery. Even the second flow followes $hme path to the Gateway but with only one diffee the
PDA doesn’t move over time. The next flow is thePFession (file downloading) that has as serveb#sktop
node and the client FTP is the Workstation node Workstation node requests every second, filesixaihega
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bytes of size from the server node. This flow reggia minimum bandwidth of 50 Mbps in order to not
increment disproportionately the response time. folieth flow is a video streaming that begins frime NAS
node and passes over the Desktop node utilizingzthernet cable and then goes through the PLCedth
Screen node. At the 80second another event happens. It is scheduletk ddilure for the Ethernet link that
connects the NAS node with the Desktop node. Sdhing and the fourth flow must be re-routed to theo
path (if available). In fact it is re-routed to tBateway node and from it to the Big Screen node.

Wireless link handover

The first thing to be measured is the impact ofréheouting of the flow from one path to anothehnefe are two
cases, one which the link changed is a wirelessamtkthe second is wired. Naturally detecting & lim
availability in the wireless case is much moreidift than the other type. In this section we vgliie an
overview of the wireless case. Figure 24 showgldta traffic sent and received at the applicatiyet from the
Smartphone node.
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Figure 24: Data traffic received/sent

From the figure we can note that the amount of dataived has a minimum near time 43. It does eath
zero, but it is not correct, because Opnet has raadeverage of the amount of data traffic receiledrder to
give a precise answer about the unavailable tinaad registered at the IP layer all the instanthefincoming
data packets. From the statistics it can be sesrtlie gap of time is nearly 1.5 seconds. Readiagtitputs of
the simulation console (substantially soprintfs) in this time the contribution of the detectiome is 0.7
seconds and the rest of time comes from the neWw gistovery. This is a relatively bad case becahse
wireless interface is used even by the other flovit €an also consider congested. The biggest enollies on
the transmission queues at MAC layer which are atrfdl of packets. So the control packets are sétit a
major delay.

The next figures display the end-to-end delay dedpackets drop because of the exceeding of teshbld of
attempts for every packet. The end-to-end delap@it 3 ms in the old path because it passes oether node
and after the re-route it is smaller than 1 ms.imuthe period that the terminal is at the edgéhefdistance of
coverage of its next routing node the bit erroe riatalmost 18and then after the re-route it goes again to its
normal level. These facts are shown in the follgagmnaphics.
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Figure 25: Smartphone end-to-end delay
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Figure 26: Data packet dropped
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Figure 27: Smartphone bit error rate

The next task was to assure that the quality obther flow that passes over the wireless link maisaffected.

The next figures show this. There is only a sligdatuction in the amount of data received becauskeoEaptop
node was tempting to send data to the more diSamtrtphone node. The same phenomenom happensceven t
the end-to end delay statistic, i.e. it increasétila around time 40. The intervall of time on ish the old path
was not available is shown by two vertical linestloam graphics.
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Figure 28: PDA data traffic received/sent
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Figure 29: Packet End-To-End delay

The end-to-end delay of data packets at the apjglicéayer remain at 20 ms reaching a maximum oh26t
time 43. The delay is a little bigger after thé"4@cond because in the PLC bus is running an adélitflow.

Link failure

We now take a look at the other re-routed flowssTase was an hard failure of a link at a certiaie. Given
the fact that it is a wired link the detection ahd subsequent re-routings happened much fastéactragain
measuring all the instants when an IP packet wesived at the IP layer at the Big Screen node #yedj the
re-routing time is about 380 ms. At this time thetedtion contributes of 250 ms and the rest igithe of the
path discovery. Figure 30 shows the amount of dataived by the Big Screen node.
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Figure 30: Big Screen traffic received

As it was mentioned before the interruption of flesv isn't visible in this graph because of the alaterging
and averaging that Opnet does in the statisticectitin. Opnet collects the statistics with the miakode i.e.
given the time of the simulation, the number of ple® produced from the statistic, and the numbesutput
values of the statistic it collects an equal amafrgamples in each bucket and divides the sum tivétinterval
of time. The number of output values or bucketsisstant. This statistics regards the UDP strearfidmg

The other flow under exam is the FTP session agiiic. Even this other flow was redirected becdtuses
going over the failed link. In fact the path ofdgliiow was composed by three links beginning frowem Desktop
node the flow went through the NAS node and thethéoGateway node and in the end to the WorkStation
going only over Ethernet links. After the failutas passed through a path composed of two liflesfitst from
the Desktop Node to the Gateway using the PLC lasthe second using the same Ethernet wire of the
precedent path. For this flow it was measured thenibad response time i.e. the time necessary deraio
download file. The file size is 6 Mbytes and in thegginning the response time is about six secomdedch file
producing a 50 Mbit flow. During the re-routing thesponse time of some files increases at maximu5o
seconds and then remains at a constant level gfeg@@nds. The greater response time after theute-i®due to
the second path which has less capacity. In fagpeés through the PLC link that is utilized at 5@bits
capacity.
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Figure 32: Bus PLC throughput
1.3 Comparison between reactive and hybrid mode

1.3.1 Path setup and convergence time test

The main purpose of this test was to measure cgewee times of both Proactive and Reactive modes in
HWMP. In order to compare the results, the testewet up using 5 different scenarios which havg 42, 16
and 20 nodes. For each scenario, two separateviestsmade: one with the Root node disabled (#haising
just the Reactive mode of HWMP) and one with theotRoode enabled (that is, using both Proactive and
Reactive modes of HWMP). Before going into the Itssit is important to notice that the times togresented
represent two different situations. In the firsseawhen using just the Reactive mode in HWMPtithe shown
represents the time required by the protocol ineortb find a path and notify the source node tatsta
transmission of data; that is, it representsRhth Set-Up Timen the second case, the time depicted represents
the time required by the Proactive mode in HWMHAintd a path to all nodes involved in the topolothat is,

the Proactive Mode Protocol Convergence Tine a Real-Life scenario, the Proactive tree wouwddre been
already set-up by the time the application staxsthe initial delay for the application is praatig zero (taking
only into consideration the delay caused by patrupeThe simulations considered one or two baadkgdo
flows that started around 5 seconds after simulattart. The main flow to which it was measuredRla¢h Set-

Up Time started 7 seconds after simulation stare Background flows were created in order to usaral 60%

of channel capacity of a common channel betweekdsaand flows and main flow. The background flows
were FTP traffic, requiring the transfer of filegeey 10ms, with a file size dependent on the chboagacity.
The main flow was a Video Conference requiring 18p§l of band.

1.3.1.1Reactive Mode Path Set-Up Time

The following figure shows the results obtained wineeasuring the time required to establish a paithguthe
Reactive mode in HWMP.
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Figure 33: Path Set-Up Time using the Reactive mode HWMP.

The figure above shows that when using the Reactisele of HWMP only, the initial delay to start the
application does not exceed ten milliseconds endtenarios tested. This time is a function ofrtheber of
nodes, the actual traffic of the network, the numidfehops from source to destination and the typehe links.
The order of delay for the application to staréseptable and imperceptible.

1.3.1.2Proactive Mode Protocol Convergence Time

After simulating the convergence time of the Privectnode of HWMP, it was found that the necessang tto
establish a path to every node grew in a linearmagrstarting from 0.790ms in the scenario withetéks and
ending at 6.997ms in the scenario with 20 Node®rdlare two facts that must be taken into accourgnw
analyzing the result:

*  The lower time required to find paths to every nadé¢he network is due to the fact that in the Rtive
mode in HWMP there is no Wait Window at the degtorga meaning that when a PREQ arrives the node
forwards it and immediately replies with a PREPKeadack to the Root node.

e Since the Proactive mode starts right after sirmastart time, there is no background flow setha
network yet, reducing the link delays and therefmevergence time.

Figure 34 shows the results obtained when measthn@gdime required by the Proactive mode in HWMP to
converge.

7.500ms
6.997ms
6.000ms

4.500ms
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Figure 34: Convergence Time using the Proactive medof HWMP
1.3.2 Protocol Overhead of HWMP

The main purpose of this test is to measure tha svhount of control bits generated using HWMPhasgath
selection protocol. As done in the previous tdst, tised scenarios were those of the previous sedtibich
consist of five scenarios with 4, 8, 12, 16 anch@@es. The test was separated into two main ghedirst only
considers the Reactive mode in HWMP, while the sdcoonsiders both Reactive and Proactive modes in
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HWMP. The network was set-up to have no backgrdlowds, and to have the main flow (Video Conferemggcin
at 10 Mbps) starting seven seconds after simulagtart time. The simulation was set to run for @3amds.
Given the fact that the default path maintenanee tis two seconds, the number of reactive attempts27,
while the total number of hybrid attempts was 57 {& the proactive mode and 27 for the reactivel@oThe
results that are shown are only a representatidgheoperformance of HWMP when used as the Pathcigate
protocol for the Omega network. These results aay gignificantly depending on the network topolcgyd
since each node utilized in the simulation can hgvéo three technologies and therefore links. flilsé result
presented in Figure 35 is th@ontrol Overhead Here we can see the total amount of control biteived
because of PREQs and PREPs packets whether then&bmivas enabled (Hybrid mode) or not (Reactivdano
only). It can be observed from the graphic thatuhkies follow a non linear trend, incrementing #meount of
control bits when the number of nodes in the néetvi® incremented. This result can be explainetblsws:
increasing the number of nodes N the number of ections between nodes is given by N(N-1)/2 in hrhdsh
topology. This approximates very well the trendhe graphics taking into account that it is nou#eyfull mesh
topology. The data shown here are the controlitradfceived by the nodes and thus expresses thlectmttrol
traffic processed by the nodes. If we had to carside utilization of all the links of the netwattke situation
would change. Broadcasting a control message tmaks in the network means that each node makes a
broadcast to each of its interfaces but only ofbeis the complexity of this operation is given biN@Avg(l)).
Where Avg(l) is the average number of interfacethefnodes and it's a constant value. So the atitin of the
overall network capacity increases in a linear neanvith N.

Total kbit Reactive B Total kbit Hybrid
4600.0kbit 42754
3680.0kbit ‘/
2760.0kbit 2445,7
1840.0kbit 14725 ‘." 14991
. 806.9
920.0kbit 6558 55
ey 1963 223 1
Okbit . e |
4 Nodes 8 Nodes 12 Nodes 16 Nodes 20 Nodes

Figure 35: Control overhead in kbit for the Reactive and Hybrid modes of HWMP

In Figure 36 the overall link utilization in kbpsrfeach simulated scenario is shown. The overadimad
generated by a single flow requiring to set-up atinoum path is shown in light blue. Being a reaetpath
request, the link load generated is carried imitgority by the links involved in the path thatlising set-up.
Instead, shown in dark blue, is the overall linedagenerated when using both proactive and reactoaes of
HWMP which contains the additional load caused Hey pproactive mode. Because even the proactive mode’
packets are sent in broadcast, the link load chisstspread” throughout the network. The resutiisven put in
evidence two important facts:

e The average overhead generated by HWMP (Reactittylorid) increments as the number of nodes in the
network increments. Moreover, the increment is nosnounced when considering the Hybrid mode since
more PREQs and PREPs are sent throughout the rieitwbroadcast;

 Compared to the Omega network requirements, thairdst values are rather small and should not
significantly influence the network performance.
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Figure 36: Control overhead in kbit/s for the Readve and Hybrid modes of HWMP

The next result expresses the number of kbit ofrobnverhead received for each time a path neztie found.
One attempt is defined as the initiation of a rajte find a path in the network, this can happ#reebecause a
new flow needs to be established or because the filas already been established and the path hbas to
maintained. Moreover, the initial setup and subsatipath maintenance of the Proactive tree in HW#/&lso
considered as an attempt. As said before, the attimnpts were 57 (30 for the proactive mode andoRthe
reactive mode). Figure 36 shows the average coowerhead of HWMP per attempt.
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Figure 37: Average control traffic for attempt
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2 Demonstrator results

In this section the lessons learnt by the simutatisults have been applied in real environmentempnting
the data plane and the control plane functionalifidhe performance have been measured and compineithe
theoretical results obtained during the simulatdile the simulation focused on the whole Omegavaek,
simulating both the data and the control planehis section different demonstrator have been impigted to
measure particular performances of data and coplaok.

2.1 Data Plane

The target of setting up a demonstrator in ordeevaluate the performance of Inter-MAC data plares w
twofold. On the one hand, it was necessary to dirtheaper solution to create Inter-MAC enabled sddethe
v2 demonstrator which is being coordinated by WR wahich will be shown in the3Omega Open Event by
March, 2011. So, vl was split into hardware-depah@and hardware-independent parts making feasitde t
portability to PC platforms at the expense of pariance. On the other hand, the best technologhute (i.e.
Data Plane running on Power PC processors on FR@aAlE) was optimized targeting the best performance

In particular, the following demonstrators haverbaaplemented:
1. Performance of Data Plane on FPGA and PC platforms:
a. PowerPC on FPGA.
b. Linux PC kernel implementation.
c. Linux PC userspace application.

2. Performance of Data Plane optimized for the SysterGhip on a Virtex-4 FPGA of the RAPTOR-
X64 rapid prototyping board.

In the following sections each demonstrator is dbed and the most relevant results highlighted.
2.1.1 Performance of Data Plane on FPGA and PC platforms
2.1.1.1Description of demonstrator

In order to evaluate the performance of the dataegyl we set up an Omega network depicted in Fig8rdn
this scenario we connected two Omega nodes usindvibit/s Ethernet interfaces. Moreover, we conng¢ee
legacy devices — UDP server and client — to the @ameetwork. During the experiment UDP client sent
continuously data to UDP server with a predefifedughput, using the iperf application.

>

UDP Client 100 Mbit 100 Mbit
= 2 |—100 Mbit—| = g
(0] o ® =
Omega A Omega B

Figure 38: Testbed configuration
We examined and compared three different softwalrgions of Omega devices:

1. PowerPC processors on FPGA boards.
2. Linux PC kernel implementation.
3. Linux PC user space application.

In the following paragraphs we present the resiltdl solutions.

2.1.1.1Configuration of demonstrator and measurements

The tools used to generate traffic and to measwadund trip delay are: iperf (client/server apation) and
ping (ICMP frames) running on the legacy devices.
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2.1.1.2Results of PowerPC on FPGA demonstration

First of all, it must be noticed that, although FP@llows a high speed forwarding when using a harew
description language (e.g. VHDL), we used a softwsolution (ANSI C) only. The theoretical maximum
throughput of the interfaces we used in the expemins 100 Mbit/s. However, application cannot aehkisuch

a high throughput, e.g. due to additional protameg¢rhead (i.e. interfaces send additional protatzdd apart
from payload). Nevertheless, we noticed that Po®esBlution achieves a very high throughput, i.@rap. 90
Mbit/s with less than 1% packet loss rate. The tndnd delay from UDP client to UDP server was
approximately 1-2 ms.

Each time UDP client sent a frame to UDP servere@mA received the frame, added the Inter-MAC heade
and forwarded to Omega B. Clearly, adding a nevdéeto each received frame results in additionkyde We
measured the time from the frame reception to thené transmission (adding Inter-MAC header) forheac
forwarded frame. The average forwarding time wagaamately 70 ps. In other words, FPGA implemdntat
needs about 70 microseconds to forward a frambadimega network. Thus, theoretically FPGA can éodwv
more than 14.000 frames per second. In the best ¢&s each frame is 1500 bytes long (max. MTU of
Ethernet), Omega nodes running on FPGA may aclsigtieoughput of 170 Mbit/s. It shows that the 100ité
interfaces is the bottleneck of our scenario.

2.1.1.3 Results of Linux kernel demonstration

In the next step we implemented the data plane®@ aunning Linux. To achieve a high throughputruwe the
data plane within the kernel space. In this wayrugeceiving a frame, the PC with the data pladendit have
to pass it to the user space, which might involmasierable delays. We used the topology depictdeigure
38.

In general, we achieved the results very similathe®o FPGA solution, i.e. throughput of 90 Mbit/sai¢ket loss
less than 1%) with end-to-end delays of 1-2 mswAsachieved almost the maximum throughput of 100t/s1b
interfaces, we expect to achieve better resultswdsing Gigabit Ethernet cards.

2.1.1.4 Results of Linux user space demonstration

We evaluated the similar scenario as previouslgyufé 38, with the data plane running on Linux ieruspace.
Each time PC receives a frame (in kernel spacepuist deliver it to the application (user spacey. RC
performs it for each frame received, it resulteccimsiderable latencies in our scenario. Thus, @nregles
achieved 0.2 Mbit/s throughput only. Obviously, sacsolution cannot fulfill the requirement of dgilaOmega
network. However, the application running in uspace has a very important advantage in the devedopm
process. It allows testing and debugging in a waghreasier that a kernel module.

2.1.2 Performance of the Data Plane optimized on RAPTOR-B4
2.1.2.1Description of demonstrator

The demonstrator consists of the Data Plane cotimiapd and running natively on an embedded Powel®%
processor in a custom System-on-Chip environmentigred on a Xilinx Virtex-4 FX100 FPGA. The FPGA
is part of the RAPTOR-X64 rapid prototyping systdins connected to two Gigabit-Ethernet PHY patsl
two Fast-Ethernet PHY ports. The two Gigabit-Etle¢ports were used in the experiments. One wasgroefl
as the north interface, while the other one wadigored as a south interface of the Data Plane inghin
Omega Extender mode, meaning that it accepts legaific (non-Inter-MAC).

2.1.2.2Configuration of demonstrator and measurements

The following, are measurements done on an Ometgéar with one north interface device and onedgga
south interface device. The throughput measuremametslone without any software-intrusive profiliogde,
and without any debug outputs. Measurements were dadth Linux or Windows running on the two conrestt
devices, running the open-source tool iperf inesemode or client mode.

2.1.2.3Results

On average the processing of each frame requir&8@lock cycles in terms of the PowerPC proceskumk,
running at 300 MHz, which would result in approxieig 340 Mbps Ethernet payload throughput, if ttenfes
used for measurement are 1500 Bytes large. Dudditi@nal necessary management and maintenance taesk
throughput is only around 250 Mbps (cf. Figure 3%)e round-trip latency is usually around 125 pith a jitter
of 50 ps.
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Bandwidth & Jitter

Figure 39: TCP troughput measurement with iperf (odput of jperf)

The throughput is limited by frame rate, not biteraThe frame rate is limited by the available pssing
capacity and the number of cycles per frame. Infttlewing the number of cycles spent for each tésk
analyzed.

The time spent for the processing of each fransiinated by tasks related to frame transmissiof),(frame
reception (RX), and frame forwarding decisions. @ RX are tasks involving many accesses to sléwhop
memory and hardware control registers. Frame Faliwgris involved with many table searches (Forwagdi
Table, Legacy Device Attachment Table, Forwardingdption Message Status Table ...), and data steictur
processing.

Statistics 2,78%_, Others1,84%

Checks 0,51%
CTRL 3,38% -\
Parsing 5,03%
Broadcasting ‘
7,01%
Proxy ARP i
7,43%

Framing 8,73%.

TX31,14%

Forwarding
17,51%

RX 14,63%

Figure 40: Profiling output for the Data Plane (RAPTOR-X64 optimized version)

Minor, but notable parts are either involving exgiga off-chip memory accesses (Framing, Proxy ARP,
Parsing) or large control flow structures (Broadicas Parsing). Access to on-chip memory is lesstlgoso
Control Plane related tasks, statistics and franeeks are quite fast.

The measurements show that the most improvemerbeachieved by moving the RX and TX related tasks
hardware, by implementing them as finite state rimsh A table search engine, implemented as a laasdw
accelerator may improve the duration of the Forimaydiask. These optimizations are expected toast ldouble
the achievable frame rate, thereby doubling theieaeld throughput to around 500 Mbps. Even further
improvements are unlikely to be achieved with thésteng solution. Partitioning the program to saler
processors (organized in a pipeline) or running ghme program on several processors in parallall (pb
processors approach) would be the most conveniapoffurther improving the throughput to 1 Gbpsrare.
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2.2 Control Plane

In the context of an Omega network the most tinigeal action to be performed in the control plas¢he path
selection. In chapter several solutions have been evaluated both veaatid proactive.

An important requirement on an Omega network ialséreaction to link breaks, i.e., a short cogeece time.
As already shown in sectioh a simple setup of a wireless mesh network igl dseinvestigate the general
timing behavior of the Hybrid Wireless Mesh Protb@gdWMP) by simulation. In this section, a simpktgp of

a wireless mesh network with four nodes is usddvestigate the general timing behaviour of thetiga mode

of the Hybrid Wireless Mesh Protocol (HWMP). In tBenega network, an extended specification of HWMP
will be used.

2.2.1 Protocol Procedures

The Hybrid Wireless Mesh Protocol (HWMP) is a hyopiath selection protocol for wireless mesh netwohk

is currently standardized in the IEEE 802.11s grskip [802.11s d3.05]. The basis of HWMP are rgagbiath
selection mechanisms that set up a path in an oradeé manner. If a path to a target node / desbinatode is
needed the originator node / source node stardshadiscovery by broadcasting a Path Request (PRig3%age
into the mesh network. The target node responds wiPath Reply (PREP) message, which is sent to the
originator node by unicast. The PREQ and the PR&Rug the reverse path (from target to originator)l
forward path (from originator to target) respedtwve

If a node detects that the link to the next hopgiath is unavailable, the node issues a Path EPBRR)
message. The PERR contains all destinations that hacome unreachable by this so-called link br&ale
PERR is sent to all precursors on the paths toetlestinations and reaches the source nodes ellgntua
source node that receives a PERR will start a natlv giscovery to the target node / destination rtbdé has
become unreachable by the link break.

2.2.2 Measurement Setup

As an experimental setup, four mesh nodes (A, Bn€D) were used. Node A sends a traffic streanotie D,
using either node B or node C as an intermediatde (®ee Figure 41).

Figure 41: Experimental wireless mesh network for rmasurement of HWMP convergence time

The testbed consists of four wireless mesh nodetgédr WNDR3700 WLAN routers), operating with the
IEEE 802.11g data rates. Openlls [Openlls] an HVitkfffementation very close to the IEEE 802.11s
standard, has been used for the path selectioaqmiatmplementation.

The traffic consists of a UDP data stream with tadate of 1 Mbit/s with a duration of 10 s. Itgenerated
using the program iperf as server on node D arddierst on node A.

After unplugging node B a link break is provokesl shown in Figure 42. Node A will then detect tin& break.
A PERR message is only sent virtually. Node A wsilirt a new path discovery to node D which willutegn

path A-C-D (see Figure 43).
o @ ®
" L) <

Figure 42: Failure of node B causing link break orpath A-B-D
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Figure 43: New path between nodes A and D throughotle C

The convergence time is measured between the dasessful transmission of B to D until the firstge of
node C for frame forwarding.

2.2.3 Measurement Results

An average time gap of 674 ms passes until thédrstream switches from an unavailable active liakhe
other intermediate node. This convergence timebeadivided into three distinct parts (see also FEgl4):

» Detection of link break;
e Cleanup of transmission queue;
e Path discovery.

The detection of a link break is independent ofuiked path selection protocol. Different strategiespossible
in order to determine a link as unavailable. Insthexperiments, a link has been considered unaiaiidter
three consecutive unsuccessful transmission ateempt

The cleanup of the transmission queue is indepeénofethe used path selection protocol. It dependdhe
implemented hardware architecture of the commuigicanterface and its processing power. Many hardwa
architectures have separated modules for the pimce®f the (upper parts) of the MAC protocol amad f
transmitting the actual frames. The MAC processingtains the processing of the upper MAC procedures
including frame compilation, path discovery and FRERrocessing. The compiled frames are insertedhén t
transmission queue. However, the actual transnmissib a frame depends on the state of the wireless
transmission medium. All frames with the unavaiéablode B as receiver have to be removed from the
transmission queue first, before the new path ake &ffect. In our measurements, the frames arewvednfrom

the transmission queue, the receiver address has dmrected according to the new path to node dthe
frames have been reinserted into the transmissiene]

The path discovery is the only part that dependtherused path selection protocol.

Figure 44 shows the time-sharing of the three whfie parts of the convergence time of HWMP in our
measurements. The actual convergence time of the gelection protocol HWMP, which is the time for
calculating a new path, is only a minor part of tieole process of finding an alternative path. Tieev path
discovery needs only 30 ms whereas most of the isnrmeeded by processes out of reach of the p&thtiem
protocol.

Yy

674 ms

Cleanup of Transmission | 30

Detection of Link Break (500 ms) Queue (144 ms) ms

HWMP Path Discovery

Figure 44: Convergence Time of HWMP after link bre&

Further performance data of the measurements are:
throughput [kbit/s]: 1047
throughput [packets/s]:  89.4
transmitted packets: 894

packet loss ratio: 0.48 %

2.2.4 Summary
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The actual determination of an alternative patkradt link break is actually only a rather smalltjwor of the
convergence time. As already shown in sectioc®1.1 at page 32 most of the time is used forhamisms
outside of the path selection protocol. Conseqyesttong care must be taken for the fast and cbretection
of link breaks. Furthermore, the fast cleanup of thansmission queue is also important for a minimu
convergence time.
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3 Conclusion

This chapter compiles main conclusions and leagssdns derived from above reported simulation and
demonstration activities grouped into two categor@nclusions on control plane and conclusiondaia plane
of Inter-MAC technology.

3.1 Conclusions on control plane performance

The core of Inter-MAC technology and key for theass of the future home network architecture apes in
Omega is the path selection algorithm. Moreovas, the process which consumes more processing Tihad is
why this algorithm has been evaluated with simafatind real test-beds. Furthermore, simulatioresnvaldl to
compare two different approaches: pure reactiveanaol hybrid (proactive + reactive) mode.

In the light of the results shown in Chapteand sectio2.2, the following conclusions have been achieved:
* Theoretical considerations derived from the siniotatesults:

0 Given the maximum number of nodes assumed in a lemvieonment, the reactive part of the
path selection algorithm can manage easily an Oneggavork and any eventual re-routes
from failures and congestions.

0 The convergence time of the protocol is less thaecbnd. The total re-routing time — adding
the detection time — in the worst case is abouséd®nds in a path with wireless links.

0 The reactive part can be further modified in ordesuit perfectly to the Omega Network. In
fact, it is addressed for Wireless Mesh Networla. &ample the fundamental metric would
be the delay and thus the first Path Requestsathiges at the destination node represents the
path with the best metric. So, it is not necesdaryspent a big waiting window at the
destination node for other Path Requests goindtemative paths.

0 The combination of the two modalities improves thigial delay during the path setup by
reducing it from a maximum of 110 ms to practicagro. But from our point of view, it does
not justify the increased complexity of the PatteB&on Engine and the additional overhead
of the protocol. So, the best solution of compramis an Omega Network is adopting a
reactive approach.

< Empirical considerations derived from measurempatformed in “physical” test-bed:

0 The experiments carried out in the real test-bemlvsll that the actual determination of an
alternative path after a link break is actuallyyoal rather small portion of the convergence
time and most of the time is used for mechanisniside of the path selection protocol.
Consequently, strong care must be taken for theafat correct detection of link breakages.

o Furthermore, the fast cleanup of the transmissioaeuq is also important for a minimum
convergence time.

3.2 Conclusions on data plane performance
Demonstration activities carried out with differergrsions of data plane (c.f. sectich4.1 and2.1.2) and
running on different platforms, entail the followjiconclusions:

e The maximum throughput achieved with an optimizetsion of data plane running on RAPTOR board
is only around 250 Mbit/s. The round-trip latensysually around 125 ps, with a jitter of 50 us.

e This throughput is limited by frame rate whichtta same time, is limited by the available processi
capacity and the number of cycles per frame. Furdimalysis show that a throughput of 500 Mbit/s
could be achieved with the following improvements:

0 Moving RX and TX related tasks to hardware, by iempénting them as finite state machines.
0 Atable search engine, implemented as a hardwasdeator.

e Furthermore, with a multi-processor approach, auphput of 1 Gbit/s could be bordered or even
exceeded.

*  When looking for a cheaper solution for proof ohcept or debugging of Inter-MAC technology:
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o0 It has been proven that data plane running withenkernel space is able to deal with almost
the maximum throughput of 100 Mbit/s interfacesingeexpectable to achieve better results
when using Gigabit Ethernet cards.

o Data plane running in user space, as user appicatannot fulfill all the requirements of a
gigabit Omega network. However, it is very valuafoletesting and debugging.

Summarizing, the simulations helped to identify fbasible concepts, while the demonstrators evigigénc
that what has been done in a simulated world camebbzed in a real prototypal setup. Moreover the
demonstrators showed that the prototypal perforesiace encouraging and further optimization of @eco
as well as hardware implementation will lead torelvetter performances.

Deliverable 5.4 Inter-MAC Protocols Performance &ep Page 43 (44)



ICT-213311, Omega 22 June 2010

4 References

[OMD53]

[OMD52]
[OMD11]

[OPNET]

OMEGA Deliverable D5.3 “Inter-MAC protocantities interfaces specification”, January 2010,
available orhttp://www.ict-omega.eu/publications/deliverablésh

OMEGA Deliverable D5.2 “OMEGA Inter-MAC ahitecture design”, June 2009.

OMEGA Deliverable D1.1 "Final usage scenarireport”, September 2008, available on
http://www.ict-omega.eu/publications/deliverablemh

Opnet Modeler,http://www.opnet.com/solutions/network _rd/modelemh last access May
2010.

[IEEE802.11s] Amendment to standard IEEE 802.1Exténded Service Set Mesh Networking”, IEEE

P802.11s/D3.04 Std., September 2009

[802.11s d3.05]Amendment to standard IEEE 802 Eitended Service Set Mesh Networking”, IEEE

[RFC3561]
[Openlls]

P802.11s/D3.05 Std., November 2009
IETF RFC 3561 "Ad hoc On-Demand DistaWeetor (AODV) Routing", July 2003.
http://open80211s.orglast access May 2010.

_—. Deliverable 5.4 Inter-MAC Protocols Performance &ep Page 44 (44)

)
/

— [4



